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Executive summary 
In a globalized, highly connected economy, digital 
transformation creates a network of dependence. 
Amid an environment characterized by mounting 
geopolitical tensions, labyrinthine regulatory 
complexity, a mesh of extraterritorial laws, and ever 
more frequent and ambitious cyberattacks, the 
failure of a single technology provider can trigger 
cascading disruption around the world. 

Over the past decade, organizations have optimized 
for speed – cloud migration, AI deployment, and 
digital scale – often faster than the evolution of 
governance and resilience models, resulting in 
accumulated and sometimes poorly understood 
dependencies. Digital sovereignty is  a response 
to this imbalance: ensuring that speed does not 
undermine resilience, control, or the ability to 
operate under pressure. These foundations, in turn, 
enable faster innovation and technology adoption.

Such a delicately balanced situation has exposed 
critical vulnerabilities, especially in Europe, where 
more than 80% of digital products, services, 

infrastructure, and intellectual property (IP) 
are imported.1  This growing exposure is now 
being actively addressed at the policy level, with 
the European Union’s recently adopted Tech 
Sovereignty Package – including the Cloud and AI 
Development Act (CADA) – marking a structural 
shift toward setting standards and strengthening 
regional control over critical digital infrastructure 
and capabilities.2

Digital sovereignty has now reached an immediate 
inflection point as AI dependency intensifies, 
geopolitical pressures reshape technology access 
and control, and the European Union’s Tech 
Sovereignty Package accelerates the shift from 
policy intent to operational and strategic action. 

Organizations around the world are asking urgent 
questions about securing and strengthening 
strategic autonomy, resilience, and speed to 
value without compromising competitiveness or 
stymying innovation.

In this first edition of what will become a regular 
series, we explore how organizations around 
the world are navigating these complexities. 
Our research reveals four key themes shaping 
organizational approaches to digital sovereignty:

•	 Digital sovereignty has entered the 
mainstream as a strategic business priority 
Digital sovereignty is no longer confined to public 
policy debates. Increasingly, executives place 
it alongside core enterprise concerns such as 
cybersecurity, resilience, and competitiveness. 
In fact, 93% of organizations worldwide have 
discussed digital sovereignty at board level, and 
half have appointed, or are considering appointing, 
a chief sovereignty officer. 

•	 Digital sovereignty focuses on resilient 
interdependence rather than absolute 
independence  
Most organizations recognize that in a deeply 
interconnected global ecosystem, full control 
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Executive summary Executive summary 
across the tech stack is neither feasible nor 
desirable. Rather, they focus on maintaining 
strategic autonomy by selectively managing 
dependencies, retaining control over critical 
assets, and ensuring flexibility to adapt to 
geopolitical and regulatory shifts. Globally, 69% 
of organizations agree that digital sovereignty 
requires the capacity to choose technological 
dependencies. Just over half (54%) agree that 
they can strengthen their digital sovereignty 
without sacrificing competitiveness. 

•	 Organizations face significant technology 
dependency risks 
Dependency on global suppliers remains 
widespread across cloud, software, hardware, 
and connectivity. Structural constraints such 
as high concentration of suppliers, limited 
visibility beyond Tier 1 suppliers, and long 
switching timelines drive this dependency and 
increase exposure to disruption. They also limit 
organizations’ ability to respond quickly to 
adverse conditions.

•	 Organizations are taking a pragmatic 
approach to their pursuit of digital 
sovereignty 
A majority (59%) of organizations agree that, 
in today’s ecosystem structure, full digital 
sovereignty is unrealistic. Instead, most 
organizations are considering adopting hybrid 
models based on federated control and managed 
interdependence. This aligns with a minimum 
viable digital sovereignty approach, a pragmatic, 
risk-based framework that defines the smallest 
set of capabilities, assets, and controls that 
must remain under direct or assured control to 
safeguard critical operations. 

These approaches help organizations balance 
control and resilience with access to global 
innovation, scale, and performance. Our research 
shows that digital sovereignty is not only about 
reducing risk; it also creates the trust, flexibility, 
and resilience needed to accelerate AI adoption, 
collaborate across ecosystems, and innovate with 

confidence. At its core, it is about choice, control, 
portability, and trusted partnerships. 

Overall, these findings highlight a clear shift: digital 
sovereignty is evolving from a policy-driven concept 
into a business-critical capability. While governments 
drive digital sovereignty through policy, investment, 
and ecosystem development, organizations are 
focusing on resilience, controllability, and managed 
dependencies as tangible levers within their control. 
To navigate this transition effectively, organizations 
should:

•	 Embrace digital sovereignty as a board-level 
strategic topic 

•	 Assess exposure of critical business operations
•	 Prioritize interventions based on business impact 

and risk tolerance
•	 Build resilience and control into the 

operating model
•	 Foster innovation ecosystems through managed 

interdependence
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Who should read this report and why?
This report is intended for business and technology 
leaders, including CIOs, CTOs, CDOs, chief data and 
security officers, as well as executives responsible 
for risk and compliance across industries. It is 
informed by a comprehensive global survey of 1,300 
executives, complemented by in-depth interviews 
with leaders across industry, technology, and policy.

Our research provides unique and timely insights 
into how organizations are approaching digital 
sovereignty, including the risks, trade-offs, and 
strategic choices involved in balancing control, 
resilience, and innovation. It brings together 

perspectives on dependency, governance, cost, 
and operating models to help organizations 
navigate an increasingly complex geopolitical and 
regulatory landscape. 

As such this report is relevant to organizations 
seeking to strengthen resilience, reduce 
dependencies, and build sustainable digital 
sovereignty strategies. 

For more details, see the research methodology at 
the end of the report.
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How we define digital sovereignty

For the purposes of this research, ‘digital sovereignty’ 
refers to an organization’s capability to be resilient, to have 
strategic autonomy, and be free from external interference 
for critical workloads across the digital value chain, including 
cloud, data, AI, energy, hardware, software, cybersecurity, 
and connectivity.

We define the tech stack as including the  following 
dimensions:

1.	 Cloud: architecture, management, portability, 
reversibility, recovery, governance and control

2.	 Data: classification, storage, processing, cross-border 
handling, sharing, residency, and recovery

3.	 AI: AI models, platforms, deployment, compute 
infrastructure, access control, monitoring, 
and governance

4.	 Energy: the power supply for digital infrastructure 
5.	 Hardware: data centers, servers, storage systems, 

network equipment, semiconductor components, 
and devices

6.	 Software: operating systems, virtualization layers, 
middleware, databases, orchestration platforms, 
and applications

7.	 Cybersecurity: encryption, confidential computing, 
identity and access management, and incident response

8.	 Connectivity: fixed, mobile, cross-border networks 
including 5G/6G, private networks, fiber, and satellite

Digital sovereignty requires control across operations, 
data, technology, and jurisdiction to ensure resilience and 
compliance under external pressure.
•	 Operations: Control over how services are delivered and 

managed, including service ownership, staffing location, 
operational authority, and incident response

•	 Data: Control over how data is stored, accessed, and 
processed, including residency, encryption, access rights, 
and cross-border data flows

•	 Technology: Control over underlying platforms and 
dependencies, including portability, reversibility, platform 
concentration, and supply chain exposure

•	 Jurisdiction: Control over legal and regulatory exposure, 
including which laws apply, where data and operations 
reside, and how cross-border obligations are managed.

Source: Capgemini.

Figure 1.
Dimensions of the tech stack included in Capgemini’s definition 
of digital sovereignty
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Digital sovereignty is now a 
key strategic business 
concern
Geopolitical fragmentation and extraterritorial regulation, the 
acceleration of AI and concentration of technology power, and 
increasing exposure through globalized digital supply chains 
are the key structural shifts reshaping the digital landscape. 
Digital sovereignty is no longer a theoretical topic of discussion 
confined to public policy debates. Now, it is a strategic 
business concern alongside cybersecurity risk, resilience, and 
competitiveness.  

These strategic dependencies, exacerbated by the fragile 
global operating environment, emphasize the criticality of 
digital sovereignty. Vivek Sharma, Head of Global Partner 
and Vendor Management at Bosch, a European software 
development company, says: “Rather than simply a technical 
topic, we are increasingly viewing digital sovereignty as a strategic 
business discussion that touches business resilience, geopolitical 
risk, supply-chain stability, regulatory compliance, and long-term 
competitiveness. Put simply, it is having sufficient control and 
strategic autonomy over critical digital capabilities that we can 
operate reliably, even when conditions change.”

Globally, 47% of executives primarily view digital sovereignty 
as a risk-mitigation/resilience-building approach; about a 
third view it as a compliance requirement; and one in five as a 
competitive differentiator (see Figure 2). By region, a smaller 
share of UK and US respondents see digital sovereignty as a 
competitive differentiator compared with their peers from 
APAC and continental Europe.

Riccardo Picca, Senior Director, Global Digital Transformation 
and Business Excellence at Thermo Fisher, an American life 
sciences company, states: “Digital sovereignty is less about 
isolation and more about controlling interdependence: retaining 
decision rights, visibility, and resilience across critical parts of the 
digital value chain. In a regulated pharma environment, it spans 
data sovereignty, cloud and platform dependence, AI model 
control, manufacturing continuity, and cybersecurity for regulated 
operations.”

47%

of executives globally view digital sovereignty as a risk-
mitigation/resilience-building approach
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 Source: Capgemini Research Institute, Digital sovereignty survey, April 2026, N = 1,300 executives.

Figure 2.
47% of executives view digital sovereignty as mitigating risk and building resilience

Competitive differentiator Risk-mitigation/resilience-building approach Compliance requirement

Principal view of digital sovereignty, by region

7%

40%

52%
34%

56%

10%
23%

52%

25%30%

41%

29%20%

47%

32%

USUKContinental EuropeAPACGlobal



Fernando Alvarez 
Chief Strategy and Development Officer, Capgemini

“Digital sovereignty is no longer just a policy issue. It is a 
core business imperative, shaping how organizations manage 
risk, safeguard operations, and compete in an increasingly 
interdependent digital world.”
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Digital sovereignty is no 
longer optional
Our research reveals that digital sovereignty is no longer a 
purely technical concern, but a strategic and operational topic. 
Three out of four organizations (76%) worldwide are highly 
concerned about securing critical business operations amid 
current geopolitical tensions (see Figure 3). 

Escalating US-China technology competition and export-
control measures demonstrate ways in which geopolitical 
developments can shape access to critical technologies. 
Similarly, the April 2025 blackout across Spain and Portugal 
demonstrated how failures in foundational infrastructure can 
cascade across telecommunications, transportation systems, 
emergency services, and other public services.3

Additionally, changes in vendor concentration and licensing 
can expose commercial dependency risks. For example, 
following Broadcom’s acquisition of VMware, organizations 

faced significant licensing and commercial model changes, 
including subscription-only models, portfolio rationalization, 
revised purchasing requirements, and amended renewal 
terms.4

Collectively, these events underscore the growing exposure 
of organizations to concentrated dependencies across 
the digital value chain. Reflecting these concerns, nearly 
two-thirds (65%) of organizations concur that excessive 
reliance on foreign providers poses a significant risk to 
digital resilience.

Bernd Meurer,  Field Chief Technology Officer, Europe at BT 
Group, notes: “Customers fear that foreign governments or 
legislation could harm their business in a political situation. They 
often refer to such a scenario as the ‘kill switch.’ Beyond that, 
there are sector-driven concerns in areas like health, defense, and 
high-tech, where data security and access risk are paramount. 
That is why the topic has moved from being a niche discussion 
into a broader executive concern about resilience and continuity.”
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Source: Capgemini Research Institute, Digital sovereignty survey, April 2026, N = 1,300 executives.

Figure 3.
76% of executives are concerned about sustaining business operations 

Digital sovereignty is on the 
boardroom agenda
Over 9 in 10 organizations worldwide, consistent across 
countries, regions, and industries, have discussed digital 
sovereignty with their boards. Among those organizations: 

•	 31% actively supervise it as a strategic agenda item with 
dedicated board governance

•	 26% regularly monitor it as part of their risk portfolio
•	 36% periodically review it or have ad-hoc discussions

Digital sovereignty is the top board-level priority for 44% of 
organizations. This increases to 59% in aerospace and defense, 
57% in telecom, and 56% in financial services. Examples of key 
decisions that boards must make regarding digital sovereignty 
include acceptable dependency levels, control thresholds, and 
investment trade-offs.

93%

of organizations worldwide have 
discussed digital sovereignty with 
their boards

Percentage of organizations who agree with the statements below, by region

In light of recent geopolitical tensions, I am concerned about 
our organization's ability to sustain critical business operations

Being overly dependent on foreign providers 
introduces a digital resilience risk

USUKContinental EuropeAPACGlobal

76%

65%

86%

68%

84%

66% 68%
63%

51%

62%
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Skerdi Cerga, Chief Technology and Security Officer, Trillium 
Health Partners, a regional hospital system, explains: “When 
data residency, privacy impact, and jurisdiction exposure are 
involved, decisions require cross-functional review and leadership 
oversight, especially when exceptions are requested.” 

Kartik Iyer, a global procurement and supply chain leader, 
goes further: “Digital sovereignty is a topic of discussion at 
C-suite and board levels. The CTO or CIO usually leads. Decisions 
about vendors, supplier strategies, and operating models become 
strategic because they determine the level of dependency and 
control.”

Governments are also making digital sovereignty a strategic 
priority with shared criteria. France’s High Commission for 
Strategy and Planning recently created the Observatory for 
Digital Sovereignty. The Observatory will publish data on 
dependence on non-sovereign digital solutions, helping to 
identify systemic vulnerabilities.5 

A European government official shares: “The lack of European 
digital giants has widened the GDP per capita gap with the US 
and undermined the ability to promote European values through 
technology. Independence and competitiveness are not mutually 

exclusive. The pursuit of digital sovereignty is a matter of values 
and long-term necessity, rather than a short-term economic 
calculation. We need to rebuild an ecosystem conducive to digital 
innovation with the necessary investment for companies to 
prosper.”

Most organizations have a 
digital sovereignty strategy 
in place or are planning one
The majority (79%) of organizations globally are either 
executing or building a strategy. An additional fifth of 
organizations are working towards putting a strategy in place 
in the next year. This data is consistent across regions (see 
Figure 4). Gartner suggests that, by 2030, more than 75% of 
organizations outside the US will have a dedicated digital 
sovereignty strategy – often anchored in a ‘sovereign cloud’ 
approach.6 This data is in line with our survey results for 
non-US organizations.
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36%

of organizations globally already have a digital sovereignty 
strategy in place

Source: Capgemini Research Institute, Digital sovereignty survey, April 2026, N = 1,300 executives.

Figure 4.
Nearly eight in 10 organizations either have a strategy or are creating one

Stage of digital sovereignty strategy by region

We already have a strategy in place

We are currently formulating a strategy

Not currently, but we plan to have a strategy in the next year

Not currently, and we do not plan to have a strategy in the next year

USUKContinental EuropeAPACGlobal
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20%

38%
42%

19%

37%

47%

15%

1%1%1%

35%
38%

22%

5%

31%
37%

31%

1%

36%
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Data, cybersecurity, and 
cloud are central 
Nearly 8 in 10 organizations include data in their definition of 
digital sovereignty. This includes data classification, storage, 
processing, cross-border handling, sharing, residency, and 
recovery. Three quarters include cybersecurity (i.e., encryption, 
confidential computing, identity and access management, and 
incident response) and 72% encompass cloud (i.e., architecture, 
management, portability, reversibility, recovery, governance 
and control). Energy is the least considered (35%) dimension in 
relation to digital sovereignty (see Figure 5).

Vivek Sharma of Bosch adds: “If you have a heavy concentration 
on a very small number of hyperscalers, it raises questions around 
portability, resilience, and strategic dependency. A close second is 
data and AI platforms. How the model is trained and who controls 
the underlying platform becomes a digital sovereignty concern.”

Source: Capgemini Research Institute, Digital sovereignty survey, April 2026, N = 1,300 executives.

Figure 5.

78% of organizations ensure data is part of their digital sovereignty approach

Percentage of organizations who consider the following tech layers when addressing digital sovereignty 

78%

EnergyConnectivityHardwareAISoftwareCloudCybersecurity Data

75% 72%

61%
56%

51%
44%

35%
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Around half of organizations 
have appointed or are 
considering a chief 
sovereignty officer 
One in 10 organizations in our survey say they have already 
appointed a chief sovereignty officer or similar role in its 
C-suite, and 4 in 10 are considering it. The split is largely 
consistent across regions with US organizations showing 
slightly more urgency compared with their APAC and UK peers 
(46% versus 36% and 38%, respectively; see Figure 6). By 
sector, 50% of life sciences organizations say they are 
considering a chief sovereignty officer, compared with 32% 
among consumer products and retail organizations. 

Deutsche Telekom recently created a chief sovereignty officer 
position with former CTO Christine Knackfuß-Nikolic taking on 
the role in September 2025. Her mandate is to define and 

execute an organization-wide sovereignty strategy tailored to 
customer-specific, regulatory, and geopolitical requirements. A 
key focus is on developing differentiated value propositions 
across the portfolio to address the diverse sovereignty 
challenges clients face.7 

Ferri Abolhassan, CEO of T-Systems and member of the 
Telekom Board of Management, highlights: “The call for digital 
sovereignty is growing louder. Due to geopolitical uncertainties, 
more and more companies in Germany and Europe are demanding 
sovereign cloud solutions.”8

French multinational telecom Orange has also strengthened 
its leadership in this domain by appointing Guillaume Poupard 
as Group Chief Trust Officer, effective February 2026. 
Reporting directly to the CEO, this role reflects Orange’s 
strategic prioritization of accelerating its digital sovereignty 
and trust strategy in a fast-evolving geopolitical context.9
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Source: Capgemini Research Institute, Digital sovereignty survey, April 2026, N = 1,300 executives.

Figure 6.
Half of organizations have appointed or are considering appointing a chief sovereignty officer  

10%

of organizations worldwide have already appointed a  
chief sovereignty officer or equivalent

Stage of appointing a chief sovereignty officer or equivalent, by region

Already appointed Considering appointing Neither Unsure/don't know

47%
40%

10%
3%

10%

36%

51%

10%
3%

USUKContinental EuropeAPACGlobal

41%
47%

4%
11%

38%

52%

0%

9%

46% 43%

2%

Formal budgets to pursue 
digital sovereignty have 
been allocated across 
geographies 
Globally, most (65%) organizations have allocated budget to 
digital sovereignty. This share is broadly consistent across 
regions (e.g., 68% in APAC, 66% in continental Europe, 59% in 
the US). The digital sovereignty budget is most commonly part 
of IT modernization (35%). A quarter of organizations (25%) 
group it with risk/compliance spend and just under a quarter 
(23%) have the budget as part of a dedicated investment 
program.
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Digital sovereignty means 
resilient interdependence 
not absolute independence02
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Organizations must balance 
growth with control
Global providers enable scale and AI acceleration, but they also 
create strategic dependencies. Digital sovereignty is about 
careful selection and pragmatic management of dependencies 
to promote strategic autonomy, while sustaining resilience 
and competitiveness. Globally, nearly 70% of organizations 
agree that digital sovereignty means the capacity to choose 
technological dependencies and just over half (54%) agree 
that they can strengthen their digital sovereignty without 
sacrificing competitiveness (see Figure 7). Less than a third 
(30%) disagree that they can strengthen digital sovereignty 
without sacrificing competitiveness and 16% remain neutral.

A procurement leader at a global multinational automaker 
explains: “The workable model is controlled interdependence: you 
don’t build everything yourself, but you ensure no single partner 
is too big to fail or too powerful to leave you. That is why keeping 
control over encryption keys and data architecture matters, so you 
can unplug and move to another provider over time.”

54%

of organizations globally agree that they can strengthen 
digital sovereignty without sacrificing competitiveness 
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Source: Capgemini Research Institute, Digital sovereignty survey, April 2026, N = 1,300 executives.

Figure 7.
Half of organizations believe digital sovereignty does not require a sacrifice of competitiveness

Agree Neutral Disagree

Percentage of organizations who agree with the statement by region: Being digitally sovereign means having the capacity to choose technological dependencies

16%

15%

69% 73%

16%
11%

65%

18%

17%

58%

18%

24%16%

16%

68%

USUKContinental EuropeAPACGlobal

Agree Neutral Disagree

54%

14%

32%

57%

18%

25%

47%

25%

28%30%

15%

55%

30%

16%

54%

USUKContinental EuropeAPACGlobal

Percentage of organizations who agree with the statement by region: Our organization can strengthen digital sovereignty without sacrificing competitiveness
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Digital sovereignty is not 
about isolation but 
interdependence  
Sixty-seven percent of organizations agree that digital 
sovereignty is defined by resilient interdependence. In the 
US, this share drops to 50% and in continental Europe rises 
to 75% (see Figure 8). This approach is reflected in emerging 
regulatory models. For example, the EU’s Cloud and AI 
Development Act (CADA) introduces an EU wide sovereignty 
framework that assesses cloud and AI services across multiple 
assurance levels, linking requirements to the sensitivity of use 
cases. Rather than mandating full technological independence, 
CADA adopts a risk based, industry-focused, tiered approach. 
Union Assurance Level (UAL) 1 to 3 allows participation of non 
EU controlled providers under progressively stricter conditions, 
while UAL 4 requires full EU control with no derogation.10 

The ways in which organizations can build resilient 
interdependence include:

•	 Multi-cloud: diversifies dependencies across multiple 
providers to avoid concentration risk

•	 Encryption key ownership: ensures a provider cannot 
access data without authorization and reduces exposure to 
extraterritorial laws

Source: Capgemini Research Institute, Digital sovereignty survey, April 2026, N = 1,300 executives.

Figure 8.
Most organizations agree that digital sovereignty is more about interdependence than isolation

21%

12%

67% 75%

13%
12%

68%
50%

19%

31%
14%
18%18%

14%

67%

USUKContinental EuropeAPACGlobal

Percentage of organizations who agree with the statement by region:
Digital sovereignty is defined more by resilient interdependence than isolation

Agree Neutral Disagree
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•	 Exit strategies: grants the ability to migrate workloads, 
switch providers, maintain continuity under disruption if 
the dependency must be reversed 

•	 Local operations: ensures compliance with national 
laws, reduced exposure to foreign intervention, and 
operational continuity.

Thermo Fisher’s Picca says: “It is important not to try to 
eliminate dependency; but to try to manage risk exposure. Full 
end-to-end digital sovereignty is neither feasible nor desirable 
because the ecosystem is too interconnected and globally 
integrated, and innovation is concentrated among a few 
hyperscalers and AI leaders. Replicating that internally would 
be extremely expensive and inefficient. The goal is managed 
interdependency with resilience, avoiding lock-ins in critical 
domains.” 

Charles-Pierre Astolfi, Chief Information Officer at France’s 
National Institute of Geographic and Forest Information 
(IGN), explains: “As a public institution, we see digital sovereignty 
as primarily about substitutability – using solutions that can be 
replaced – and control over supply chains. It is fundamentally a 
risk management issue, including managing dependencies and 
controlling access to data.”



Karine Brunet 
Chief Operations and Delivery Officer, Capgemini

“Being sovereign means having the ability to choose your 
dependencies. For organizations – especially in Europe – 
the goal is not full autonomy, but a clear understanding 
of technological dependencies, so they can move from 
dependence to interdependence.”
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Digital sovereignty exists on 
a spectrum  
Most (59%) organizations in our survey admit that full digital 
sovereignty is not a realistic goal. Twenty-eight percent of 
organizations believe that full digital sovereignty can be 
realistic and 13% remain neutral. Raquel Poncela, Director 
of Digital Services and Innovation at the Spanish Royal 
Mint, agrees: “Digital sovereignty is synonymous with strategic 
autonomy. But as a provider of critical national infrastructure, 
including currency and digital identity services, we maintain 
contingency options and a spectrum of digital sovereignty for 
critical workloads. For example, hosting critical services or highly 
regulated workloads in our own data centers while remaining open 
to cloud solutions for non-critical workloads and processes.”

Consider AI infrastructure where supply chains are inherently 
global: chips are designed in the US and manufactured in East 
Asia, while models are trained on datasets spanning multiple 
countries, and applications are deployed across jurisdictions. In 
this context, maintaining digital sovereignty requires moving 
beyond a defensive model of self-reliance toward an approach 
focused on orchestration, balancing national autonomy with 
strategic partnerships.11

Operational resilience, 
autonomy, and risk 
mitigation are the dominant 
drivers
Organizations frame digital sovereignty largely as a pragmatic 
risk, resilience, and control agenda. The strongest motivators 
to pursue digital sovereignty today are:

•	 Operational resilience to geopolitical volatility and 
disruptions (80%) 

	– A Gartner study finds that three in five of the surveyed 
Western European CIOs and IT leaders said geopolitical 
factors will increase their reliance on local or regional 
cloud providers.12 

•	 Greater autonomy and control over data, models, and IP 
(76%): 

	– Governments and organizations operating in highly 
sensitive, critical sectors prefer to retain ownership 
and control over core technologies, cybersecurity 
frameworks, and data assets.

	– This push is increasingly reflected in policy. For example, 
the EU plans to propose stricter non-price sovereignty 
requirements for state tenders in sensitive sectors, 
potentially limiting access for non-EU hyperscalers. 
These measures are driven not only by concerns over the 
dominance of foreign technology providers but also by 
regulatory risks, such as the US Cloud Act, which allows 
authorities to access data held by US-based providers, 
even if it is stored overseas.13 

•	 Risk mitigation and security assurance (76%)
	– Taiwan continues to dominate global chip production, 
accounting for over 90% of leading-edge semiconductor 
manufacturing.14  Its central role in the global supply 
chain has placed greater emphasis on its de facto 
autonomy. Moreover, it has made the deterrence of 
hostilities from Chinese against Taiwan a strategic 
priority for the US and its allies (this initiative is often 
referred to as the ‘Silicon Shield’). According to the US 
Commerce Secretary Howard Lutnick, the goal is to 
relocate up to 40% of Taiwan’s semiconductor supply 
chain to the US,15 although Taiwan has pushed back on 
the feasibility of this goal.16

	– Brussels is preparing its EU Chips Act 2.0 to boost 
regional semiconductor manufacturing and reduce 
reliance on external providers, following supply 
disruptions and geopolitical sensitivities around 
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acquisitions, including the takeover of chipmaker 
Nexperia by China’s Wingtech.17 

•	 Reduced dependency on foreign tech providers and 
infrastructure (74%) 

	– Currently, three US participants, AWS, Microsoft and 
Google, control more than 70% of the EU cloud market.18

	– To reduce these dependencies, the European 
Commission is actively investing in sovereign 
alternatives. In April 2026, it awarded an €180 million 
($207 million) tender for sovereign cloud services to 
four European providers over a six-year period, as part 
of a broader push to reduce the dependency on non-
European providers and reinforce strategic control 

across key technologies and infrastructure.19  

•	 Better transparency, auditability, and accountability (74%) 
	– Organizations are seeking greater visibility on how 
data is processed, where it resides, and how AI models 
are trained and governed. Jai Haridas, VP and GM, 
Regulated and Sovereign Cloud at Google Cloud, 
asserts: “It is not enough for us to say a control exists. 
We need to demonstrate that it operates continuously, is 
actively monitored, and remains auditable.” 20

	– Regulations such as the EU AI Act introduce 
requirements around transparency, explainability, 
accountability, record-keeping, and human oversight for 
AI systems, particularly in high-risk applications.21 

Globally, the least cited reasons for pursuing digital 
sovereignty are:

•	 Political expectations (higher in continental Europe than in 
the US: 57% versus 29%)

•	 Localized innovation (higher in continental Europe than in 
the US: 56% versus 34%)

•	 Alignment with local values, ethics, and societal priorities 
(higher in continental Europe than in the US: 61% versus 
37%)

•	 National security concerns (higher in continental Europe 
than in the UK and the US: 65% versus 46% and 50%, 
respectively)

59%

of organizations worldwide agree that full digital 
sovereignty is unrealistic in today's ecosystem structure



28

Capgemini Research Institute 2026

Digital sovereignty: From policy ambition to executive imperative

Source: Capgemini Research Institute, Digital sovereignty survey, April 2026, N = 1,300 executives.

Figure 9.
Eight in 10 organizations say operational resilience is the key motivator for digital sovereignty
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Insights from a public sector official 

Jean-Baptiste Courouble

Chief Information Officer, URSSAF 
(Organizations for the Collection of 
Social Security and Family Benefit 
Contributions)

URSSAF is a network of private organizations whose mandate is to 
collect employee and employer social security contributions that 
finance the general account of France's social security system, 
including state health insurance.  

What does digital sovereignty mean for a public sector 
organization like yours?

“I see digital sovereignty in the same way as energy 
dependence. Today, energy dependency is clearly recognized 
as a major geopolitical issue, driving major policy decisions, 
such as nuclear energy in France. Digital dependency, however, 
has only recently been understood at the highest levels, 

mostly due to geopolitical events, cyberattacks, and new 
data protection regulations. Also, the behavior of software 
vendors – especially those in monopolistic positions – reduces 
our freedom of choice. For URSSAF, this translates into three 
priorities: protecting highly sensitive data (e.g., health and 
income data), managing rising infrastructure and software 
costs, and ensuring service continuity as reliance on external 
and SaaS services increases.”

Which dependencies matter most today?

“The most critical risk is no longer dependency itself but 
losing the ability to choose. The worst-case scenario is being 
locked into a dependency with no viable alternative. We 
have launched a program to formally assess and evaluate 
the potential to exit ‘captive vendors’. It helps us decide 
what is feasible, what is financially justified, and what risks 
are mitigated. Not all exits are possible; we must sometimes 
accept constraints.”

How are you approaching digital sovereignty in practice?

“Importantly, digital sovereignty does not mean ‘100% 
French solutions.’ That is not realistic. However, we do 

have a responsibility to support domestic industry. For 
example, the EU spends an estimated €264 billion on US 
cloud software services.* At the same time, Europe lacks 
some capabilities (e.g., chips, GPUs), so full independence 
is unrealistic. The approach must be pragmatic. At URSSAF, 
efforts focus on reducing exposure to high-risk dependencies 
through structured initiatives such as dependency mapping, 
prioritization, and ROI-based decision-making. The objective 
is not to eliminate dependencies, but to manage those that 
impact resilience, continuity, and cost trajectory.”

What will determine success over the next few years?

“Three factors are critical. First, AI-related decisions will 
shape long-term dependency risks, making early strategic 
choices important. Second, achieving greater digital 
sovereignty requires sustained investment, often competing 
with business priorities. Finally, no organization can address 
these challenges alone; progress will depend on alliances, 
shared solutions, and stronger public-private collaboration. 
We need partners to integrate existing European solutions 
into a cohesive service offering. The value lies in integration 
and service delivery, not necessarily in inventing new products.”
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Source: Capgemini Research Institute interview, June 4, 2026.
*Asterès economic study, “Technological dependent on American software and cloud services: an assessment of the economic consequences in Europe,” April 2025.
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When asked which layers of the technology stack pose 
the greatest risk to operational continuity or resilience, 
organizations identified cybersecurity (45%), followed closely 
by connectivity and AI (43% each), data (42%), and hardware 
(37%) (see Figure 10).

High dependency on foreign 
suppliers persists across the 
tech stack
Significant external dependencies often underpin the risks, 
in particular reliance on primary providers located outside 
the organization’s home country. In our survey, 62% of 
organizations say their primary hardware providers are 
based in another country. Fifty-nine percent say the same 
for cybersecurity providers, 58% for connectivity, and 57% 
for software. They have the fewest non-domestic primary 
dependencies for data (36%), while 57% say their primary data 
providers are in their home country.

All dimensions within the tech value chain are interconnected, 
therefore it is not sufficient to focus only on AI or only on 
cloud. Organizations need to consider the dependencies 
across the tech stack so they do not risk over-investing in non-
critical layers, or under protecting systems in which disruption 
would halt operations.

45%

of organizations globally said cybersecurity is the 
dimension of the tech stack that poses the greatest risk to 
operational continuity or resilience
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Source: Capgemini Research Institute, Digital sovereignty survey, April 2026, N = 1,300 executives. 
Note: For provider location, supplier concentration, and switching time, N represents the subset of respondents that identified the respective technology dimension as posing a risk to operational continuity. N 
= 552 for data, 368 for cloud, 560 for AI, 558 for connectivity, 583 for cybersecurity, 564 for hardware, 242 for software, and 96 for energy.

Figure 10.
Foreign dependencies, supplier concentration, and limited substitutability compound risk to operational continuity
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The challenge is compounded 
by highly concentrated 
supplier landscapes
Across most technology domains, organizations depend on a 
small number of providers, limiting optionality and increasing 
concentration risk. Nearly three in five (58%) report highly 
concentrated supplier networks for data, while nearly half 
report the same for cloud (48%) and software (47%). We 
observed similar patterns across hardware, AI, cybersecurity, 
connectivity, and energy.

Switching critical providers 
can take up to a year
When disruptions occur, dependencies are difficult to unwind. 
A significant 41% of organizations report that transitioning 

away from a critical provider requires 3-12 months, while 
more than a third (36%) report more than 12 months. Only 
13% say they could transition within three months. Moreover, 
10% report no viable alternative provider. Connectivity, 
cybersecurity, and hardware emerge as the domains for which 
alternative providers are most difficult to find, reflecting deep 
operational integration and limited alternatives. Switching 
complexities and longer timelines mean resilience cannot be 
a contingency – it must be designed upfront, with portability, 
diversification, and exit readiness built in.

Most organizations lack end-
to-end visibility of their tech 
supply chains
Further exacerbating the risks associated with foreign 
dependencies, supplier concentration, and limited 
substitutability is a lack of visibility across the technology 

supply chain. Only 14% of organizations report end-to-end 
visibility into dependencies across their broader technology 
ecosystem (see Figure 11). This limited visibility can make it 
difficult to fully assess exposure, anticipate disruptions, and 
respond effectively. Organizations often manage increasingly 
complex dependency networks without a complete view of 
where critical vulnerabilities reside. These findings suggest 
that a visibility gap between technical teams and leadership is 
a core risk.

14%

of organizations worldwide report they have end-to-end 
visibility into dependencies across their tech supply chains
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Source: Capgemini Research Institute, Digital sovereignty 
survey, April 2026, N = 1,300 executives.
Definitions: Fully mapped – end-to-end visibility across all 
critical components, suppliers, providers, and dependencies, 
with continuous or near real-time risk tracking; Partially 
mapped – visibility for key systems or Tier-1 suppliers only, 
limited insight into indirect or upstream dependencies; Only 
high‑level or reactive visibility – no comprehensive mapping; 
ad hoc or fragmented tracking; No visibility – little to no formal 
understanding of suppliers, dependencies, or risks across the 
value chain.

Figure 11.
Just 14% of organizations have fully mapped their dependencies

Most organizations are 
exposed to significant digital 
sovereignty risks
Since dependency risk is multidimensional and not just foreign 
versus domestic, we consider:

•	 Location of suppliers (foreign exposure)
•	 Concentration (single or few providers)
•	 Substitutability (time required to switch)

The Digital Sovereignty Index reflects the extent to which an 
organization relies on foreign or externally controlled supply 
chains; the concentration of suppliers or tech providers; 
and its ability to switch or substitute vendors in the event of 
disruption, conflict, or adverse conditions. We assessed these 
factors in the context of the operational criticality of each 
tech layer.

The Digital Sovereignty Index is expressed as a percentage 
that represents how close an organization is to an ideal state 
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of strategic control, resilience, and exposure. As highlighted in 
Figure 12, across the organizations in our sample, the majority 
(86%) are classified as having significant exposure per our 
index analysis. This share differs slightly across industries 
(ranging from 82% in life sciences and telecom to 93% in 
consumer goods and retail) and countries (ranging from 77% in 
Italy and the UK to 94% in Germany).

86%

of organizations in our global sample have significant 
exposure to digital sovereignty risks 
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Source: Capgemini Research Institute, Digital sovereignty survey, April 2026, N = 866 executives; Capgemini Research Institute analysis.

Figure 12.
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Most organizations assess 
their dependencies
Of organizations in our model with significant exposure (86% 
of our total sample or 741 organizations):

•	 Two-thirds have formally assessed digital dependency risk 
across data, infrastructure, and technology on a regular 
basis. 

•	 One-third of organizations who are significantly 
exposed do not undertake regular risk assessment and 
consequently have limited knowledge of where critical 
dependencies reside. 

This split does vary by country and industry (see Figure 13). The 
highest share (80% or more) of organizations in Japan, Italy, 
and the Netherlands reported that they conduct regulatory 
risk assessments of digital dependencies. By comparison, only 
46% of organizations in the US report the same. By industry, 
aerospace and defense and financial services see the greatest 
share and consumer products and retail the least. 

Awareness of digital dependencies is not sufficient, 
organizations must have the ability to act, such as exiting 
dependencies without paralyzing operations. 

Riccardo Picca of Thermo Fisher, says: “There is high vendor 
concentration across cloud, SaaS [Software as a Service], 
and AI providers, with risk of losing control over data and IP. 
Risks include non-compliance across jurisdictions, operational 
disruption due to cyberattacks or provider outages, and black-box 
AI dependency. This makes dependency management a structural 
requirement.”

33%

of organizations with significant exposure do not 
undertake regular risk assessment 



Whether organizations regularly assess the risk of its digital dependencies across data, infrastructure, and technology, by country 
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To be continued.

Figure 13.
Two-thirds of organizations with significant exposure assess digital dependency risks on a regular basis
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Source: Capgemini Research Institute, Digital sovereignty survey, April 2026, N = 741 executives.



Nicolas Gaudilliere 
Chief Technology Officer, Invent France

"The central challenge for organizations is not to pursue 
an illusion of full digital self-sufficiency, but to make clear, 
affordable, and strategic choices about where control matters 
most.”
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Digital sovereignty and 
innovation: genuine trade-
off or false binary? 
At its core, the control versus innovation debate is about the 
extent to which governments and organizations can assert 
control over digital assets without undermining openness, 
collaboration, and technological progress.

The ‘control’ argument emphasizes the requirement of strong 
control over data infrastructure, and technology to ensure 
security, independence, and strategic autonomy. Conversely, 
the ‘innovation’ argument is that innovation thrives in 
open, global, data-rich ecosystems, not in isolated or tightly 
controlled environments. 

This issue is often incorrectly framed as a binary choice. 
However, as the results of this research reveal, a more nuanced 
digital sovereignty approach is emerging, balancing innovation 
and regulation. Its principles are:

•	 Selective control (risk-based digital sovereignty): Enforce 
strong controls only on sensitive data/workloads, allowing 
openness elsewhere 

•	 Hybrid architectures (not isolation): Combine global 
cloud innovation with sovereign controls (e.g., governance, 
encryption, jurisdictional controls) 

•	 Open but regulated ecosystems: Maintain cross-border 
data flows while enforcing standards for privacy, security, 
and competition

•	 Digital sovereignty as an enabler of innovation: Policies 
should actively stimulate domestic innovation ecosystems

•	 Interdependence, not independence: Recognize the 
necessity of global collaboration 

Jai Haridas, VP and GM, Regulated and Sovereign Cloud at 
Google Cloud, comments: “The supposed trade-off between 
sovereignty and innovation is a false choice. Choose only 
sovereignty and you stop innovating; choose only innovation 
and you lose security and control. Either extreme can put the 
business at risk. Organizations should be able to pick the level of 
sovereignty their use case requires and still innovate.” 22

When carefully designed, digital sovereignty is not restrictive 
but rather an enabler of innovation at scale. It operates 
through five key vectors:

1.	 Trust: unlocks adoption of AI and data-driven innovation
2.	 Clarity: creates clear governance and reduces 

regulatory uncertainty
3.	 Data access: enables secure sharing of sensitive data

4.	 Resilience: supports continuous innovation 
under disruption

5.	 Autonomy: allows organizations to innovate strategically 
and independently

The head of cloud and data at a multinational financial 
services company asserts that digital sovereignty can 
enhance customer trust and satisfaction: “In markets where 
data protection is a priority, being able to prove compliance 
can serve as a differentiator, giving organizations a competitive 
advantage over less compliant peers.”

When asked which value-creation opportunities digital 
sovereignty can unlock, over two-thirds of organizations 
globally cited innovation (see Figure 14). This increases 
to nearly three-quarters among aerospace and defense 
respondents.
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67%

of organizations globally believe digital sovereignty can 
enable innovation



Source: Capgemini Research Institute, Digital sovereignty survey, April 2026, N = 1,300 executives.

Figure 14.
Most organizations believe that digital sovereignty can enable innovation
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Organizations are 
pragmatic in their pursuit 
of digital sovereignty04
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Organizations prioritize AI 
sovereignty 
Three-quarters of organizations in our survey prioritize AI in 
their pursuit of digital sovereignty. This share rises to 77% 
in APAC (87% in China) and continental Europe and drops to 
64% in the UK. The emphasis on AI sovereignty is particularly 
evident in sectors that manage critical infrastructure, 
information, or operations: aerospace and defense (82%), 
transportation (81%), telecom (79%), and government/public 
sector (76%). 

Reflecting this trend, Airbus has partnered with Mistral AI to 
embed cutting-edge, ethical and trustworthy AI at the core 
of its operations and processes, while adhering to the strict 
security and digital sovereignty requirements of critical, highly 
confidential and military aerospace applications.23 Similarly, 
Germany’s Federal Ministry for Digitalization and State 
Modernization is partnering with Deutsche Telekom and SAP 
to develop a sovereign AI platform that provide federal, state, 
and municipal administrations with secure, interoperable, and 
scalable AI capabilities within Europe.24 

The second most-prioritized dimension globally (64%) is data. 
This share rises to 74% among APAC and French organizations 
and declines to 56% in the US. Hardware and energy are the 
least commonly prioritized dimensions among surveyed 
organizations (see Figure 15). 

Source: Capgemini Research Institute, Digital sovereignty survey, April 2026, N = 1,300 executives.

Figure 15.
75% of organizations prioritize AI for digital sovereignty 

Dimensions of the tech stack that organizations prioritize in the pursuit of digital sovereignty
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The growing importance of AI sovereignty may reflect rising 
concerns over access to frontier AI models. Recent export 
controls, usage restrictions, and concentration among a small 
number of frontier AI providers have highlighted the strategic 
risks associated with dependence on external AI capabilities.25 
Consequently, organizations may increasingly treat access to 
advanced models as a sovereignty consideration alongside 
cloud, data, and cybersecurity.

Federated control and 
managed interdependence 
models dominate
Close to half of the organizations surveyed plan to pursue 
‘federated’ control (shared control with certified local/
regional partners and localized critical operations) or managed 
interdependent models (contractual partnerships with global 
providers and technical safeguards in place) across tech 
dimensions. About one in five prefers full sovereign control 
(see Figure 16). This aligns with Gartner’s estimate that 
sovereign cloud Infrastructure as a Service (IaaS) spending 
will shift 20% of current workloads from global to local cloud 
providers.26 

•	 In May 2026, Google Cloud and Thales announced a 
strategic partnership to launch a new European sovereign 
cloud offering in Germany, designed to meet the stringent 
digital sovereignty and regulatory requirements of German 
public sector organizations and highly regulated industries. 
It is also designed to meet Germany's new C3A (Criteria 
enabling Cloud Computing Autonomy) framework, a 
transparency standard published by Germany’s Federal 
Office for Information Security. This offering will live 
on dedicated infrastructure that will be managed and 
operated by a new German entity, which Thales will own 
and control.31 

•	 Oracle is also accelerating sovereign tech initiatives:
	– In October 2025, Oracle and SoftBank began a 
collaboration to provide secure, compliant, and scalable 
sovereign cloud and AI services to organizations in 
Japan.32

	– In November 2025, Oracle announced a major expansion 
of the Oracle Cloud Abu Dhabi Region with the 
deployment of the first Oracle Cloud Infrastructure 
(OCI) Supercluster powered by NVIDIA Blackwell 
graphics processing units (GPUs) in the Middle East. 
This will help customers in key regional industries (e.g., 
government, energy, financial services) accelerate AI 
adoption while meeting data sovereignty and regulatory 
requirements.33

Hyperscalers are tailoring their offerings to meet country-
specific sovereignty requirements through models such 
as in-country partnerships, localized operations, and 
customer-controlled encryption.

•	 Amazon Web Services (AWS) launched its European 
Sovereign Cloud in January 2026, an independent cloud 
for Europe entirely located within the EU, and physically 
and logically separate from other AWS regions. Technical 
controls, sovereign assurances, and legal protections are 
designed to meet the needs of European governments and 
enterprises for sensitive data.27 

•	 In June 2025, Microsoft expanded its sovereign cloud 
portfolio with new capabilities designed to help 
organizations meet national and regional sovereignty 
requirements.28

	– The organization also partnered with Bleu in France 
and Delos Cloud in Germany to enable customers 
to run sensitive workloads under local regulatory 
frameworks.29  

•	 SAP Sovereign Cloud is another example of a platform 
provider developing sovereignty solutions. In March 2026, 
SAP launched its sovereign cloud offering in France on the 
Bleu platform, enabling organizations to run their critical 
workloads in a sovereign cloud environment designed 
to meet the country’s strict regulatory and security 
requirements.30
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Ecosystems are essential
Most (72%) organizations agree that organizations that 
do not actively participate in ecosystems and/or consortia 
will struggle to achieve digital sovereignty. In addition, 
65% of organizations agree that selective control of critical 
technologies, combined with strategic reliance on partners, is 
a more practical model than full ownership (23% disagree and 
13% remain neutral). Both these sentiments are consistent 
across regions.  

Bosch’s Sharma says: “The approach is not isolation from global 
ecosystems, but building trusted, balanced, resilient partnerships 
while maintaining strategic control over critical capabilities. We 
look for portability, openness, and clear governance, especially in AI 
and industrial IoT, where innovation happens through collaboration 
across companies, suppliers, startups, government institutes, and 
academia.”

Furthermore, 68% of organizations surveyed anticipate 
a combination of internal development and external 
collaboration in their pursuit of digital sovereignty (see Figure 
17). Federated and managed models are becoming the norm 
because digital sovereignty outcomes increasingly depend on 
shared capabilities and standards, and trusted partners, rather 
than fully owned stacks.

Source: Capgemini Research Institute, Digital sovereignty survey, April 2026, N = 1,300 executives.
Definitions: Full sovereign control (in-house/local; end-to-end control across the stack); federated control (shared control with 
certified local/regional partners; localized critical operations); managed interdependence (contractual partnerships with global 
providers; technical safeguards in place); limited control (policy-driven; selective controls applied on a case-by-case basis); basic 
compliance (only foundational security/compliance measures in place).

Figure 16.
Around half of organizations pursue federated control or managed interdependence models across the dimensions

Organizations' desired level of digital sovereignty across the tech stack
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Source: Capgemini Research Institute, Digital sovereignty survey, April 2026, N = 1,300 executives.

Figure 17.
A combined internal and collaborative approach to digital sovereignty is most popular
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of organizations globally are willing to pay a ‘digital 
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Bernd Meurer of BT Group explains: “If you run on multiple 
platforms to get more sovereign elements, it costs more, and many 
customers assess what they can afford. You also lose discounts 
from providers when you choose multiple, and you need additional 
teams to run each platform. So, many say, ‘we could be more 
sovereign, but we cannot afford it.”

To add to this, the head of cloud and data at a multinational 
financial services company, states: ““Replicating models and 
services in multiple data centers to meet digital sovereignty 
requirements can be economically prohibitive, leading 
organizations to make conscious decisions about which features to 
offer in different markets (e.g., more conservative product offerings 
in regions with stricter regulations).”

Vendor choice and 
performance remain non-
negotiable 
Nevertheless, executives are clear about the non-negotiables 
(i.e., what they cannot compromise in exchange for their 
desired level of digital sovereignty):

•	 Sufficient vendor choice stands out as the strongest 
concern (71%)

46%

of organizations worldwide expect digital sovereignty to 
become a competitive differentiator

•	 High performance also remains a key expectation for most 
organizations (62%) 

•	 Nearly half (47%) of organizations mention pace 
of innovation

Adoption will depend on solutions that improve control 
while maintaining flexibility and performance, keeping them 
aligned with core business priorities.

Digital sovereignty: 
differentiator or base 
requirement? 
Organizations are split over the significance of digital 
sovereignty, although most see it as a big part of the future 
of business: 46% expect digital sovereignty to become a 
competitive differentiator, while 39% see it evolving into a 
regulated baseline requirement, and 15% view it as the cost of 
doing business (see Figure 18).

Thermo Fisher’s Picca says: “It will become a baseline 
expectation, especially in regulated industries, but not uniformly 
across domains. Baseline will be data-residency, compliance, 
cybersecurity, and basic cloud governance – almost a ‘license to 
operate.’ Differentiation remains in how well you balance digital 

sovereignty with innovation and speed, and how effectively you 
scale digital sovereignty globally while complying locally.”

There are strong sectoral contrasts. For example, 62% of 
executives from energy and utilities and aerospace and 
defense industries view digital sovereignty as a competitive 
differentiator compared with 27% within consumer products 
and retail. This suggests that in some areas, especially 
regulated and critical environments, digital sovereignty will 
become essential, while in others it will become a point of 
difference by demonstrating stronger control, resilience, 
and trust. For some, digital sovereignty is transitioning 
from optional initiative to necessity; for others, it is a key 
competitive advantage.
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To be continued.

Figure 18.
Nearly half of organizations see digital sovereignty as a competitive differentiator 

Outlook for digital sovereignty, by region 

US

UK

Continental
Europe

APAC

Global

Core competitive differentiator Regulated baseline requirement Cost of doing business 

46% 39% 15%

53% 36% 11%

51% 34% 14%

37% 33% 30%

28% 57% 15%
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Source: Capgemini Research Institute, Digital sovereignty survey, April 2026, N = 1,300 executives.

Outlook for digital sovereignty, by industry

Core competitive differentiator Regulated baseline requirement Cost of doing business 

Consumer
products 
and retail 

Average Energy/
utilities 

Aerospace and
defense 

Telecom Life sciences 
and healthcare 

Government/
public services 

Transportation Industrial 
manufacturing 

 AutomotiveFinancial
services

15%

39%

46%

8%

29%

62%

12%

26%

62%

15%

30%

55%

11%

38%

51%

16%

34%

50%

14%

39%

47%

17%

44%

39%

22%

40%

38%

22%

45%

33%

15%

58%

27%



Insights from a technology leader 

When you hear 'digital sovereignty,' what are enterprise 
leaders trying to protect: resilience, autonomy, or control?

“I see digital sovereignty as a balance between freedom of 
choice and control. On the one hand, organizations want to 
use the best technology available globally. On the other hand, 
they need to operate within the applicable governance and 
regulatory frameworks of their country, particularly when 
national security requirements are involved. This is exactly 
what we see from customers and governments. Many of them 
wanted to move to the cloud, but regulations, particularly 
in areas like defense or classified environments, made 
that difficult. That is what drove the creation of sovereign 

Martin Merz

President Sovereign Cloud, SAP

cloud strategies. In that sense, digital sovereignty is not just 
about protecting data or infrastructure; it’s about enabling 
organizations to innovate while still maintaining compliance, 
control, and trust in line with national requirements. 
Innovation and sovereignty are not competing objectives. 
Organizations need both: access to the best technology 
available and the governance to use it responsibly.

One pragmatic way to think about this is the ‘buy, build, and 
assemble’ approach. ‘Buy’ means using the best technology 
available globally where it delivers the greatest value. ‘Build’ 
means investing in the areas where you have unique strengths. 
And ‘assemble’ is about bringing everything together under 
your own governance and control.”

Many organizations face strong dependencies across the 
tech stack. What is often overlooked?

“Historically, resilience has often been underestimated.   
For decades, we operated in a highly globalized and 
interconnected world where everything functioned 
efficiently, and dependencies were not seen as a major 
issue. As a result, organizations did not prioritize security, 
supply chain robustness, or contingency planning to the 

extent they should have. Now, the reality has changed. 
Digital sovereignty is fundamentally a resilience discussion. 
Organizations and leaders need to identify their most critical 
systems and business processes, define how they protect 
them, and establish backup scenarios – what I would call plan 
B and plan C. Interestingly, many organizations already had 
these strategies documented, often as part of compliance 
requirements, business continuity planning, and risk 
management, but they were often treated as checklist items. 
Today, the shift is toward making these strategies operational 
and actionable because the threat is real.”

What is a practical approach to digital sovereignty? 
How should organizations decide where to build greater 
control versus rely on trusted partners?

“It is important to recognize that digital sovereignty is not a 
universal requirement. Different industries and organizations 
require different levels of control and different approaches 
depending on their risk profile and regulatory environment. 
The highest levels of digital sovereignty are typically required 
in very specific environments, such as military or intelligence, 
where organizations operate highly sensitive workloads. 
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For many other industries, such as consumer goods or 
manufacturing, existing cloud environments already provide 
strong levels of security, resilience, and performance. In some 
cases, organizations assume they need a sovereign solution 
when, in fact, their requirements can be fully met with 
existing cloud capabilities. 

The most successful organizations are those who start, 
implement, learn, and refine as they go. They put systems in 
place, have multiple paths – plan A, B, C , test them in real-
world environments, choose the combination that best fits 
their needs, and evolve continuously.

At SAP, we typically break this down into four key dimensions: 
data sovereignty, ensuring data remains within the required 
jurisdiction; operational sovereignty, meaning that systems 
are run by locally authorized and, where required, security-
cleared personnel; technical sovereignty, ensuring systems 
are designed for resilience, transparency, and strong security 
controls; and legal sovereignty, ensuring systems operate 
under the legal jurisdiction and governance customers 
require. Ultimately, success lies in flexibility, diversity of 
options, and the ability to adapt to changing circumstances 
rather than aiming for a rigid, one-size-fits-all solution.”

Do you see the current regulatory direction, particularly 
in Europe, enabling competitiveness or adding friction 
to innovation?

“Regulation plays an important role, particularly when it 
comes to safeguarding national security and protecting 
critical infrastructure. Certain measures are necessary and 
entirely justified. However, there is a fine line between 
regulation and overreach. The challenge arises when 
regulation becomes overly restrictive, limiting access to 
the best technologies. If organizations are constrained in 
their ability to adopt innovative solutions, they risk losing 
competitiveness over time. The objective should be to 
create a regulatory environment that enables innovation 
while maintaining trust and appropriate safeguards. That’s 
why it is important to maintain freedom of choice within 
a trusted governance framework. Organizations should 
be able to choose the best technologies available while 
maintaining appropriate governance. Striking that balance is 
critical, otherwise, regulation can unintentionally slow down 
progress and disadvantage entire regions.”

As AI becomes more central to economic productivity, 
is compute capacity becoming a new form of 
geopolitical power?

"Yes, absolutely. AI is not just about algorithms or data; it 
also depends on physical infrastructure such as chips, data 
centers, and energy supply. Even if a region has strong 
technology capabilities, it still needs the physical capacity to 
run them. Energy availability is becoming a critical factor, and 
we already see regions with higher energy costs struggling to 
compete. Access to compute capacity is therefore becoming 
an increasingly important strategic capability.

At the same time, compute capacity is only one part of the 
equation. To translate AI into long-term competitiveness, 
organizations also need trusted governance over how AI is 
deployed, how data is managed, and under which legal and 
operational framework AI is used. In that sense, compute 
capacity, together with trusted governance and the ability to 
apply AI responsibly, is becoming an increasingly important 
factor for economic competitiveness and geopolitical 
influence."
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Regional perspectives on 
digital sovereignty  
While organizations globally agree that digital sovereignty is a 
strategic priority, regional differences emerge in how it is 
perceived, prioritized, and operationalized.

Eighty-six percent of organizations in APAC and 84% in 
continental Europe express concern about maintaining 
critical operations, compared with only 68% in the US and 
51% in the UK. 

These differences reflect underlying structural and 
geopolitical realities. In Europe, the Russia–Ukraine conflict 
has exposed vulnerabilities across energy, supply chains, 
and digital ecosystems, while long-running debates around 
data sovereignty, digital dependency, and cross-border data 
transfers emphasize the importance of strategic control. 
Regulatory developments such as GDPR, NIS2, the EU Data 
Act, and the Cyber Resilience Act have further strengthened 
the link between operational resilience and digital sovereignty.

Similarly, organizations in APAC operate in an environment 
shaped by geopolitical volatility, supply-chain concentration, 
and regulatory fragmentation. A study by IDC reveals 
that more than 60% of enterprises in APAC are already 
experiencing moderate to significant disruption to IT 
operations due to evolving data privacy, cybersecurity, and AI 
regulations.34

By contrast, many US organizations operate within a strong 
domestic ecosystem for cloud, AI, and enterprise software, 
which may reduce the perceived urgency of external 
dependency risks and shift attention away from operational 
disruption concerns.

Regional realities shape definitions of digital 
sovereignty 
Across APAC (41%), continental Europe (52%), and the 
UK (56%), digital sovereignty is primarily viewed as a risk-
mitigation and resilience-building approach. In contrast, a 
majority of US organizations (52%) view digital sovereignty 
primarily as a compliance requirement, compared with 40% 
who see it as a resilience-building approach, and just 7% 

who view it as a competitive or strategic differentiator. This 
suggests that digital sovereignty in the US is more often 
framed by regulatory and governance obligations than 
strategic autonomy or resilience.

These differences become even more pronounced when 
organizations consider the future role of digital sovereignty. 
In APAC and continental Europe, emphasis shifts from 
resilience toward competitive advantage. While 41% of 
APAC organizations currently view digital sovereignty as a 
resilience-building approach, 53% expect it to become a core 
competitive differentiator in the future. A similar pattern 
is visible in continental Europe, where 51% expect digital 
sovereignty to evolve into a source of competitive advantage.

The US again follows a different trajectory. While only 28% 
of US organizations expect digital sovereignty to become 
a competitive differentiator, 57% believe it will become a 
regulated baseline requirement. Rather than a source of 
advantage, it is expected to become a standard operating 
condition driven by compliance.
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The UK occupies the middle ground. While organizations 
today predominantly associate digital sovereignty with 
resilience and risk mitigation, future expectations are more 
evenly distributed across competitive differentiation (37%), 
regulatory requirements (33%), and cost of doing business 
(30%).

When examining motivations for pursuing digital sovereignty, 
two emerge more strongly in APAC and the UK than in other 
regions:

•	 Long-term control over technology capabilities, costs, and 
roadmaps 

•	 The flexibility to adapt as regulations evolve

This suggests that organizations in these regions focus 
not only on managing current dependencies but also on 
preserving strategic optionality.

Approaches to achieving digital sovereignty also differ 
Globally, the dominant model for achieving digital 
sovereignty is to build critical capabilities internally while 

selectively partnering for non-core requirements. But US 
organizations diverge from this pattern, placing greater 
emphasis on ecosystem collaboration and industry 
partnerships to develop shared capabilities (39%), compared 
with 27% in APAC, 28% in continental Europe, and 25% in 
the UK.

US organizations are less likely to prioritize in-house 
capability development and direct control (16%) than 
organizations in APAC (24%), continental Europe (23%), and 
the UK (28%).

Likewise, while organizations in APAC, continental Europe, 
and the UK often seek greater autonomy through domestic 
capabilities and regulatory safeguards, US organizations 
place more emphasis on interoperable architecture, industry 
standards, and ecosystem-based models of control.

Notably, higher levels of concerned awareness do not 
necessarily translate into stronger preparedness. Among 
those organizations that have recently experienced 
operational disruptions due to events such as sanctions, 
vendor lock-in, forced technology withdrawals, or 

supply-chain interruptions, 64% of US organizations report 
having contingency plans in place, compared with 42% 
globally, 37% in continental Europe, 36% in the UK, and 34% 
in APAC.

Overall, organizations agree on the importance of digital 
sovereignty, but regional priorities differ:

•	 Continental Europe primarily approaches digital 
sovereignty through resilience, strategic autonomy, and 
reduced dependency

•	 Increasingly, APAC views digital sovereignty as a 
mechanism for long-term strategic control and adaptability

•	 The UK adopts a pragmatic approach focused on 
operational flexibility and regulatory compliance

•	 The US tends to frame digital sovereignty through 
compliance, ecosystem participation, interoperability, and 
shared models of control

These differences reflect each region’s position within the 
global technology ecosystem and reinforce that a one-
size-fits-all approach to digital sovereignty is unlikely to be 
effective. 
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How organizations can 
begin their digital 
sovereignty journeys 05
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1. Embrace digital 
sovereignty as a board-level 
strategic topic, not an 
isolated technology initiative 
Treating digital sovereignty as a purely technical or compliance-
driven topic risks overlooking its broader implications for 
business resilience, supply-chain stability, and long-term 
competitiveness. Rather, it must be a strategic imperative 
that reflects an organization’s ability to maintain operational 
continuity, strategic autonomy, and control over critical digital 
capabilities amid growing geopolitical fragmentation and 
regulatory complexity. While many organizations have begun 
to address digital sovereignty through targeted initiatives 
such as data residency or sovereign cloud deployments, these 
efforts often remain fragmented and limited in scope. 

The question is which digital services and systems require 
greater control to protect critical operations and decision 
rights. This makes digital sovereignty a strategic issue that 
should be anchored in organizational priorities, with clear 
ownership across business, technology, procurement, and 
risk functions.

To do this effectively, organizations should define governance 
up front: who decides where digital sovereignty is needed, 

how trade-offs are evaluated, and what level of risk is 
acceptable in different domains. Without this, digital 
sovereignty efforts often remain fragmented. For example, 
they are limited to data residency or isolated sovereign cloud 
decisions, without addressing the broader dependencies that 
affect resilience, continuity, and strategic autonomy.

2. Assess exposure of critical 
business operations 
Organizations should begin by identifying the business 
processes and services that are essential to operational 
continuity and then mapping the dependencies required to run 
them. 

Many organizations today still operate with limited visibility 
of their dependency landscape, particularly beyond direct 
suppliers or Tier 1 providers. As a result, decisions are often 
made with incomplete information, leading to an inaccurate 
assessment of risk exposure.

At this early stage, organizations should undertake a 
structured dependency, mapping assessment of critical 
processes. For each business process/workload, the 
assessment should evaluate four dimensions:

•	 Criticality to enterprise operational continuity: the 
extent to which the business process or workload is 

essential to maintaining operations, compliance, customer 
obligations, and the impact on continuity if it is disrupted. 

	– Compliance-critical workloads require controls 
primarily to satisfy regulatory, privacy, and 
sector-specific obligations.

	– Operations-critical workloads support essential 
business functions and require enhanced resilience, 
recoverability, portability, and operational control.

	– Systemic or national-critical workloads involve highly 
sensitive, classified, or strategically important functions 
and may require the highest levels of sovereign control.

•	 Degree of concentration across technology 
layers: Dependency on a limited number of 
providers, geographies, platforms, or supply sources, 
concentrating risk.

•	 Ease of substitution: The speed and effectiveness with 
which the dependency can be replaced, migrated, or 
replicated, considering exit feasibility, availability of viable 
alternatives, and interoperability, if access is disrupted or 
conditions change. 

•	 Exposure to regulatory, geopolitical, or supply-
side disruption: The vulnerability of the dependency 
to changes in regulation, export controls, sanctions, 
geopolitical tensions, infrastructure failures, supply 
shortages, or vendor-driven decisions. 
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Organizations should also stress-test against plausible 
disruption scenarios, such as loss of access to a cloud provider, 
restrictions on cross-border data flows, vendor lock-in, or 
supply chain interruptions. 

This provides a comprehensive view of exposure across the 
technology stack and underlying decision rights. Starting 
here prevents organizations from moving prematurely 
into solutions before they understand where the real 
vulnerabilities lie.

3. Prioritize interventions 
based on business impact and 
risk tolerance
The next step is to decide where action is required and where 
exposure can be tolerated. Some dependencies are acceptable 
because operational impact is limited or the cost of mitigation 
is too high. Others, particularly those tied to critical workloads 
and services, sensitive data, or concentrated provider 
dependence, justify stronger intervention. Digital sovereignty 
exists on a spectrum, and control must be applied selectively 
to protect critical digital services.

This requires defining  minimum viable digital sovereignty – 
the smallest set of capabilities, assets, and controls that must 

remain under direct or assured control to safeguard critical 
operations. Rather than pursuing digital sovereignty across the 
entire technology landscape, organizations should focus on 
securing this minimum viable core.

This prioritization allows organizations to define a target 
posture for each domain based on risk, control needs, 
and economic feasibility. In practice, this means choosing 
where to reduce dependence, where to build alternatives, 
and where to continue with managed exposure. This helps 
organizations avoid reactive decision-making during crises 
and instead develop a proactive, economically grounded 
digital sovereignty strategy.

Organizations should also anticipate evolving regulatory 
baselines such as those introduced by the EU’s Cloud and 
AI Development Act, including minimum digital sovereignty 
requirements for public procurement and increasing 
expectations around data localization, auditability, and 
provider control structures.

4. Build resilience and control 
into the target operating 
model
After priorities are set, organizations should translate digital 
sovereignty requirements into technology architecture, 
sourcing, and operating-model decisions. This may require full 
control in highly sensitive areas and federated or managed 
interdependence where flexibility is more a higher priority 
than ownership. 

At this stage, organizations should embed resilience by 
design, and an ongoing part of process development. This 
includes portability, interoperability, fallback arrangements, 
and exit strategies. Given that switching critical providers 
can take months or longer, exit readiness should be treated 
as a core resilience capability rather than a contingency 
plan. Organizations must define clear triggers for exit 
(e.g., regulatory breaches, sustained service degradation, 
or heightened geopolitical risk), pre-validate alternative 
providers or architectural options, and maintain a realistic 
view of transition timelines and associated costs.
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The head of cloud and data at a multinational financial 
services company agrees: “Embedding digital sovereignty into 
organizational processes is expensive and complex. Therefore, 
it needs to become second nature, rather than an afterthought 
to avoid costly compliance failures. It is critical to have internal 
subject-matter experts to interpret complex and evolving 
regulations and translate them into actionable requirements 
for products and services. In addition, shifting from a reactive 
to a proactive approach that includes regular internal and 
independent audits with digital sovereignty requirements is 
crucial to ensure ongoing compliance.”

5. Foster innovation 
ecosystems through 
managed interdependence
Organizations today operate within highly interconnected 
digital ecosystems, where dependencies across the tech 

stack are both unavoidable and, in many cases, beneficial for 
innovation and scale. But they must strategically manage 
ecosystem-level dependencies to reduce concentration 
risk while preserving access to scale, innovation, and 
global capabilities.

To do so, organizations should prioritize open standards, 
interoperable architectures, and portable technology designs 
that reduce lock-in and enable greater flexibility. Building 
relationships with trusted local and regional technology 
providers, industry partners, research institutions, and 
sovereign cloud initiatives can further diversify dependencies 
while supporting innovation and resilience.

Charles-Pierre Astolfi of France’s National Institute of 
Geographic and Forest Information explains: “Strengthening 
digital sovereignty at a national level requires both supply and 
demand. Organizations need to actively support domestic 
solutions. Creating coalitions that commit to using these solutions 
is essential to make investments viable and sustain the ecosystem. 

We collaborate extensively across the public sector, including joint 
procurement initiatives, and with private-sector partners and 
open-source communities. The objective is not to act alone but to 
build shared capabilities. These initiatives help create alternatives 
to proprietary technologies and strengthen digital sovereignty 
collectively.”

A managed interdependence approach allows organizations 
to retain control over critical assets and operations while 
continuing to benefit from the scale, innovation, and 
ecosystem advantages offered by global technology 
providers.
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Digital sovereignty is now an operational reality for 
organizations worldwide. As digital ecosystems become more 
interconnected and geopolitical and regulatory pressures 
intensify, managing emerging dependencies will be critical to 
business resilience and long-term competitiveness.resilience, 
affordability, and sustainability at AI‑era speed.

Organizations are recognizing that full independence is 
neither feasible nor desirable. Instead, the focus is shifting 
to resilient interdependence: balancing control over critical 
assets with continued reliance on global technology 
ecosystems. This requires deliberate choices across 
technology architecture, sourcing strategies, and governance 
models to ensure flexibility, continuity, and strategic 
autonomy in the face of disruption.

Looking ahead, digital sovereignty will not be defined by 
isolation, but by the ability to manage complexity and make 
informed trade-offs. Organizations that can align control, 
resilience, and innovation while tapping into ecosystem 
partnerships will be better positioned to navigate uncertainty 
and sustain competitive advantage in an increasingly 
interdependent digital landscape.

Conclusion
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Research methodology
This publication draws on a multifaceted research 
program examining perceptions, maturity, and demand 
for digital sovereignty around the world. It included 
a specially commissioned online survey in April 2026 
of 1,300 business and technology executives across 
industries at private-sector organizations with over $1 
billion in annual revenue and public-sector organizations 
with over $1 billion in annual budgets.

We supplemented this quantitative research with 13 
qualitative interviews with senior executives at leading 
global organizations. We also carried out extensive 
desk research.

The study findings reflect the views of the interviewees 
and survey respondents and is intended to provide 
high-level guidance. Please contact one of the 
Capgemini experts listed at the end of the report to 
discuss specific implications for your organization.

Capgemini Research Institute, Digital sovereignty survey, April 
2026, N = 1,300 executives.

Capgemini Research Institute, Digital sovereignty survey, April 
2026, N = 1,300 executives.

Percentage of organizations, by 
annual revenue

$20 bn +$10–$20 bn$5–$10 bn$1–$5 bn

45%

32%

17%

6%

Percentage of executives by job title

C-suiteVice-presidentDirector

57%

37%

6%
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Capgemini Research Institute, Digital sovereignty survey, April 2026, N = 1,300 executives.

Percentage of executives by country

46%

39%

SwedenSpainJapanItalyIndiaChinaAustraliaUKFranceGermanyUS

20%

12% 12%

9%

6% 6% 6% 6% 6% 6% 6%
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Capgemini Research Institute, Digital sovereignty survey, April 
2026, N = 1,300 executives.

Capgemini Research Institute, Digital sovereignty survey, April 
2026, N = 1,300 executives.

Percentage of executives by region

Continental Europe APACUS UK

20%

20%

9%

47%

Percentage of executives by gender

Male Female

20%

80%
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Capgemini Research Institute, Digital sovereignty survey, April 2026, N = 1,300 executives.

Percentage of executives by industry

39%

Aerospace
and defense

TelecomTransportationLife sciences
and healthcare

Financial servicesIndustrial
manufacturing

Energy/
utilities

Consumer products
and retail

AutomotiveGovernment/
public services

15%

10% 10% 10% 10% 10% 10% 10% 10%

5%
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Capgemini Research Institute, Digital sovereignty survey, April 2026, N = 1,300 executives.

Percentage of executives by function

39%

Supply chain and
logistics

Sourcing and
procurement

Risk
and compliance

IT strategy/
operations

Infrastructure
and data centers

Information
security

Government and
legal affairs

Engineering
and DevOps

DigitalData
management

10% 10% 10% 10% 10% 10% 10% 10% 10% 10%
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