Insider Risk Management Course

Essential Organization Protection
Insider Risk Management Course
Today’s organizations often struggle to manage complex insider risk
challenges independently. Although most cyber and risk professionals
are well aware of the severe impacts an insider can have on their
organization, many often lack the internal resources or expertise to
develop a comprehensive insider risk management plan, or effectively
respond to alleged or suspected insider activity.
This eight-hour course will focus on how aggregated Key Risk
Indicators (KRIs) collected from technical, behavioral, and third-party
data sources enable an organization to forecast and, ideally, interrupt
the idea-to-action continuum that may lead to detrimental events.

What is the Insider Risk Management Course?
The Insider Risk Management Course, introduces Insider Risk Program
stakeholders, program personnel, and security professionals to the
complexities of insider risk. Participants discover how an Insider Risk
Program is essential to protecting an organization from intellectual
property theft, sabotage, and workplace violence by employees
and Trusted Business Partners. Instruction on the appropriate
management of privacy and legal issues and their impact on an Insider
Risk Program are also covered. This course culminates with the
participants examining realistic scenarios to evaluate and triage KRIs
leading to the escalation decision-making paradigm.

Who Should Attend?
This course is ideal for organizational Insider Risk Management
stakeholders and program personnel, information and physical
security personnel, human resources employees, individuals with
enterprise risk management functions, ethics, and compliance
investigators, legal counsel, and line managers.

INSIDER RISK MANAGEMENT
COURSE PROGRAM POTENTIAL
BENEFITS
• Introduces insider risk program complexities
• Focuses on aggregated KRIs and the
management of privacy and legal issues

• Examines realistic scenarios to evaluate and
triage KRIs

• Learn how a holistic, Insider Risk Program will:
• Protect critical assets and prevent
loss of intellectual and proprietary
property, confidential data, or customer
information

• Maintain customer and shareholder
confidence

• Avoid immediate or future loss of revenue
• Prevent overall harm to an organization’s
brand image and reputation

• Data collection, storage, use, and access
requirements

• Identification of data sensitivity issues
to include individual reputation damage
concerns

Insider Risk Management

WHAT ARE GOALS OF THE INSIDER RISK
MANAGEMENT COURSE?
At the conclusion of the Insider Risk Management Course, attendees
will understand the critical requirements of a comprehensive Insider
Risk Management Program. Instruction by Capgemini’s team of
experienced former law enforcement, counterintelligence, and industry
subject matter professional will include:

• Goals of an Insider Risk Program
• Overview of the current risk landscape
• Recognition of categories and examples of Insider Risk
•
•
•
•
•
•
•
•
•
•

activity
Key risk indicators, risk tolerance, and risk appetite
Understanding of Network, IT, and Security Data
Identification and discussion of Trusted Business Partner
Challenges
Recognition of categories and examples of Insider Risk
activity
Possible individual and organizational responses for each
type of insider
Workplace violence versus Insider Risk
Key concepts of workplace violence triage
Articulation of program communication requirements
Data collection, storage, use, and access requirements
Identification of data sensitivity issues to include individual
reputation damage concerns

WHY PARTNER WITH CAPGEMINI?
Organizations across both government and private sectors as well
as multiple industries rely on our team to help them design and
implement their Insider Risk Programs. Our experienced insider risk
consultants can assess your Insider Risk Program from either a highlevel overview perspective, or through the more thorough Insider Risk
Assessment, which delves deeper into your organization’s insider risk
program and provides a more comprehensive evaluation, gap analysis,
and recommendations to help your organization mature your Insider
Risk Program. As a comprehensive Insider Risk solutions provider, we
have experienced consultants ready to assist you through all phases of
creating and implementing a comprehensive insider risk management
program, as well as a suite of cyber products to help you prevent,
detect, and respond to insider risk issues.
Our mastery of Insider Risk Program leading practices will help inform
and influence your decision makers on the most effective risk treatment
recommendations and include the optimum risk treatment solutions for
your organization with a comprehensive, holistic, and product agnostic
view. Capgemini is a total Insider Risk solutions provider, coupling an
entire suite of cyber products to address technical insider threat issues.

Trust Capgemini to
help safeguard your
most important assets.
NEXT STEPS
Don’t wait to be a victim of an insider threat.
If your organization has an Insider Risk
Program training need, we can develop an
ad-hoc course to meet your requirements.
For more information, contact us to talk to a
cybersecurity professionals today.

About
Capgemini
A global leader in consulting, technology services and
digital transformation, Capgemini is at the forefront
of innovation to address the entire breadth of clients’
opportunities in the evolving world of cloud, digital and
platforms. Building on its strong 50-year heritage and
deep industry-specific expertise, Capgemini enables
organizations to realize their business ambitions
through an array of services from strategy to operations.
Capgemini is driven by the conviction that the business
value of technology comes from and through people. It is
a multicultural company of over 200,000 team members
in more than 40 countries. The Group reported 2018
global revenues of EUR 13.2 billion.
Learn more about us at

www.capgemini.com/cyber

CSNA.19.08.20.L038.R01
The information contained in this document is proprietary.
©2019 Capgemini. All rights reserved.

