Capgemini’s Future Ready Endpoint
Security as a Service (EPaaS)
A new breed of endpoint protection for today’s connected enterprise.

Endpoint Protection for the
Digital Enterprise
Employees expect to be able to work on their laptops, tablets
and smartphones, and to use them to access corporate
networks. For organizations still using traditional anti-virus
solutions, this poses a very real risk. Research reveals that
71% of breaches target user devices, while 66% of malware is
installed via malicious email attachments where the primary
target is an endpoint1. When a security breach has occurred,
poor insight and analytics often limit detection capabilities,
with 68% of incidents taking months to be discovered. This
leaves data assets and systems vulnerable for too long.
Traditional anti-virus end-point protection simply isn’t powerful
enough to safeguard today’s digital enterprise against zeroday attacks and Advanced Persistent Threats. It lacks both
proactive detection and response capabilities, and typically
doesn’t provide post-breach analytics. With privacy and
protection core to business success, this gap must be filled, yet
the cost of acquiring new cybersecurity capabilities is often a
barrier to doing so.
It is vital to put in place efficient security strategies aligned with
the business. Many organizations struggle to acquire and retain
key cyber defense capabilities, such as security and analytics
skills, 24/7 resources, and advanced technologies. They are also
often hampered by a lack of visibility and control of what’s
happening across the IT environment.

State-of-the-art Protection
Cloud Security

With research suggesting that almost 70% of organizations
believe their anti-virus won’t stop the threats they’re seeing, it
is clear that a new approach to endpoint security is required2.

Future Ready Endpoint Security
When your network has been breached, you need to know
about it fast. Part of Capgemini’s Managed Security Services
portfolio, our Future Ready Endpoint Security as a Service
(EPaaS) provides the speed you demand. It is a comprehensive
solution that delivers a fast incident response to prevent
attacks from spreading by rapidly detecting, containing and
remediating advanced threats.
Capgemini’s Future Ready EPaaS incorporates state-of-theart protection features that align with key trends in the
cybersecurity market {see below}. This is a unique Managed
Service offering, in which we assume responsibility for all
aspects of a client’s endpoint security.

Endpoint security tailored to your needs
We know that every organization has its own approach
to managing cybersecurity aligned with specific business
strategies and risk profiles. We offer 3 packages, all of which
can be customized to individual client needs and is tailored for
cloud and virtualized environments.

Key features
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Automated & Advance Threat
Detection & Response

Proactive Breach Response
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Post Breach Analytics

Proactive Threat Hunting
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Mobile Security
Point of Sale Security
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As a Service Model
Zero Day Protection
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1 2017 Data Breach Investigations Report, Verizon
2 The 2017 State of Endpoint Security Risk, Ponemon

Predictive Machine Learning
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Defensive Attack Mechanism

Behavioral Analysis

Advanced Forensics

Virtual Patching

Comprehensive

 Next Gen AV with Behavior
Based Detection
 Zero day protection
 High Fidelity Machine
Learning
 Log inspection







Best in class

Advanced

Services

 Signature less detection and
swift response
 Per process memory analysis
 Agile Threat Intelligence
 Advanced Forensics

File Integrity Monitoring (FIM)
Device control
Application control
Endpoint Encryption
Mobile Security
Integrated Data Loss
Prevention (DLP)

Beneﬁts

 Firewall
 Intrusion Prevention System (IPS)
 Mac and Virtual Desktop
Infrastructure (VDI) Support
 HIPS (Host based IPS)

Available in
three ﬂexible
deployment
models

+ Advanced

EDR

Advanced service will prevent, detect, and
remediate advanced and targeted endpoint
threats with a blend of host based controls
which oﬀer Automated instant-on protection
for the environment.

Endpoint Detection
and Response

+ Comprehensive

Comprehensive gives you multiple layers of
connected security that are managed from a
single management console. You get a single view
of all threat information for comprehensive
visibility of user security in a timely and eﬃcient
manner. Plus, you’ll be able to dive deeper with
user-centric management that allows you to
easily understand how threats are spreading for a
particular user across multiple systems, over time.

Best in class goes beyond next gen security to
synthesize EDR with Real-time connected
threat intelligence for maximum protection.
High-ﬁdelity machine learning is used on both
pre-execution and run-time analysis for more
accurate detection. Noise cancellation
techniques like IIOC (Instant Indication of
Compromise) are used to reduce false positives.

Endpoint Security from Global Experts

Visibility, Insight and Speed

Capgemini has a proven track record as a global cybersecurity
solution provider, from strategic consulting to monitoring.
Our philosophy is to ‘think like an attacker’. A mindset of
continuous innovation ensures we are always looking for ways
to improve visibility, de-obfuscation and behavioral detection
on endpoints. It’s a focus that is fast becoming indispensable
for protecting the modern enterprise.

Knowledge is a powerful tool in the fight against malicious
cyber activity, whether by external or internal sources.
Capgemini’s Future Ready EPaaS provides comprehensive
visibility of what’s happening across your IT environment,
with rapid insights stemming from advanced analytics and
detection capabilities.

Our talented team comprises skilled and certified resources
working from a global network of Security Operations
Centers. They are currently managing a large estate of 400,000
endpoints across diverse industries, each with its own security
posture.
We support more than 18 different vendors and technologies
worldwide, while leveraging our deep-rooted partnerships and
strategic alliances with industry leaders RSA, TrendMicro and
Carbon Black.
Integrated and advanced protection, fast detection and
rapid response are embedded as key components of our
service. Traditional anti-virus solutions give hackers too long
to cause damage. Whereas we send a patch rapidly after a
vulnerability is detected, while system vulnerabilities are
identified in advance thanks to our proactive detection,
enabling patches to be sent to secure the device.
Importantly for our clients, the as-a-service delivery means that
there’s no vendor lock-in. We have also ensured that it is easy
to transfer the service and licenses if you decide to move on.

We monitor, detect, respond and protect with an end-toend solution and security strategy aligned to your business
priorities, giving you:
• End-to-end service: We cover all elements of your
endpoint security portfolio, identities and networks, laying
the essential foundation for effective detection and
investigation and keeping you ahead of the attacker’s next
moves;
• Equipped for the evolving threat landscape: We
strengthen your security with root cause analysis giving you
an understanding of how an attacker gets in, what tools they
used, where they moved within your system and what data
they had access to or stole;
• Cost effective endpoint security: The cost to transform
your endpoint protection is kept to a minimum and a flexible
pay-per-use charging model reduces capital expenditure;
• Security customized to your business: Our experts analyze
your existing security posture, advise on the best tools, and
tailor-make the integration of new tools to align with your
current security situation;
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• Efficiency & accuracy: Future Ready EPaaS gives security teams certainty that they are taking the right action, both to remediate
and efficiently prevent future attacks;
With Capgemini’s Future Ready EPaaS you’ll gain full visibility and control over the security of your endpoints, along with the
capability to analyze and prioritize your response to the threats.

Capgemini’s Future Ready Endpoint Security as-a-Service – proactive
detection and response to safeguard your endpoint network and
systems.

About Capgemini and Sogeti
A global leader in consulting, technology services and digital transformation, Capgemini is at the
forefront of innovation to address the entire breadth of clients’ opportunities in the evolving world
of cloud, digital and platforms. Building on its strong 50-year heritage and deep industry-specific
expertise, Capgemini enables organizations to realize their business ambitions through an array
of services from strategy to operations. Capgemini is driven by the conviction that the business
value of technology comes from and through people. It is a multicultural company of 200,000
team members in over 40 countries. The Group reported 2017 global revenues of EUR 12.8 billion.
Capgemini and Sogeti are experts in IT infrastructure and application integration. Together, we
offer a complete range of cybersecurity services to guide and secure the digital transformation
of companies and administrations. Our 3,500 professional employees support you in defining
and implementing your cybersecurity strategies. We protect your IT, industrial systems, and the
Internet of Things (IoT) products & systems. We have the resources to strengthen your defenses,
optimize your investments and control your risks. They include our security experts (Infrastructures,
Applications, Endpoints, Identity and Access Management), and our R&D team that specializes in
malware analysis and forensics. We have ethical hackers, a network of security operations centers
(SOC) around the world, a Information Technology Security Evaluation Facility, and we are a global
leader in the field of testing.

For more details contact:
Pramod Kuksal
Global Head of Future Ready EPaaS
Capgemini Group
pramod.kuksal@capgemini.com

Learn more about us at
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