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Executive Summary – key takeaways

Achieving and maintaining compliance poses significant challenges 

Being proactive brings big benefits and competitive advantage

There are a number of priorities for increasing data protection and privacy compliance

• Only 28% of firms say they are compliant with the GDPR 
today, with 30% “close to compliant.”

• Organizations that are fully compliant with the GDPR 
outpace partially compliant organizations across a range of 
areas, including first-order priorities (revenue performance) 
and secondary benefits (such as consumer satisfaction and 
employee morale).

• Two-thirds of organizations 
have hired full-time 
employees to support GDPR 
compliance efforts.  

• Looking forward, just over two-thirds of organizations 
expect to be compliant with the upcoming CCPA (California 
Consumer Privacy Act).

• Firms realized higher-than-expected secondary benefits – 
79% of compliant organizations reported an improvement 
in employee morale and 91% of compliant organizations 
reported an improvement in cybersecurity practices.

• Over a third point to legacy IT systems 
as a major challenge to both GDPR and 
CCPA compliance.

• Almost all organizations (90%) have 
received from data subjects queries 
related to the GDPR and 13% received 
more than 5,000 queries in the past year.

• Embed data protection and privacy 
principles in the organizational culture

 – make employees aware of the 
importance of the issue and educate 
them the legal requirements and 
practices for data protection  
and privacy.

• Enhance accountability

 – define and implement 
data protection policies 
and guidelines and create 
mechanisms to ensure 
effective monitoring of 
implementation privacy 
principles in the definition 
phase of the projects.

• Use AI for data discovery and to 
improve data management

 – Leverage advanced technologies to 
automate data management and 
compliance-related activities for 
improved performance.

Compliance levels do not meet expectations 

• Assess how new data anonymization 
techniques and technologies can 
expand your data-sharing opportunities.

• Industrialize risk assessment and 
breach mitigation 

 – Use security operations 
centers (SOC) and leverage 
platform and cloud to 
enhance your operation.

• Establish and integrate governance, 
risk, and compliance (iGRC) to build 
robust protection and  
privacy capability 

 – Organizations must manage data 
protection and privacy end-to-end, 
from budgets to audit of  
external vendors. 

• Capitalize on the ethical use of technology and strengthen stakeholder trust
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Introduction
Last year, our comprehensive study – Seizing the GDPR 
Advantage: From mandate to high-value opportunity – 
established that compliance with data protection and privacy 
regulations can be a source of competitive advantage for 
organizations. 

It has now been over a year since Europe’s General Data 
Privacy Regulation (GDPR) came into effect and we wanted 
to understand how companies are coming to terms with 
the regulation and its implications. For this latest study, we 
conducted a follow-up survey to assess the current state of 
play and to compare and contrast the characteristics of firms 
that are compliant with the regulation against those that are 
not. To achieve these goals, we:

• Surveyed 1,100 compliance, privacy, data protection, and IT 
executives across ten countries and eight sectors

• Conducted in-depth interviews with executives who are 
experts on data protection and privacy regulations  
and practices  

• Analyzed existing and proposed data protection and 
privacy regulations worldwide to explore not only how 
organizations are dealing with regulations that already 

exist, but also how they are preparing for those that 
are pending.

In this report, we examine: 

• The current state of compliance with existing regulations 
and the level of preparedness for upcoming regulations

• The challenges to achieving and maintaining compliance

• The higher-than-expected benefits of embracing data 
protection and privacy regulations as an opportunity 
rather than merely a compliance exercise

• What organizations can do to flourish in the face of 
increasing regulation, regardless of compliance maturity

COMPLIANT
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State of play with current regulations 
and preparations for the next wave
Although a year has passed since the GDPR went live, the 
position of many organizations remains uncertain. Ahead of 
the launch date, they were investing to achieve compliance 
and were optimistic they would succeed. But 12 months 
on, many are not only struggling to comply with existing 
regulations, but also straining to prepare for upcoming 
regulations. For some, especially those that are lagging behind 
in compliance, the consequences have been severe.

If organizations had any doubt about the repercussions of 
not complying with the GDPR, the history of fines over the 
first year of its enforcement indicates that it is not to be 
taken lightly. As a result, budgets for investment in data 
protection and privacy compliance remain high for the 
foreseeable future.

GDPR compliance does 
not meet expectations
Last year, when we surveyed executives about the GDPR, we 
found that over three-quarters of them (78%) expected to be 
compliant by the time it came into effect in May 2018. But one 
year on, only 28% of them make the same claim. Another 30% 
report that they are “close to” complete compliance,1 but still 
actively resolving remaining issues. One executive told us they 
were getting close, saying, “We still need a few steps to mature 
on the necessary documentation, so I would say we are maybe 
75% to 80% compliant on the average.”

Our research shows that that non-compliance is a worldwide, 
cross-sector issue. None of the countries or sectors we 
surveyed have even come close to matching the aspirations 
they had in 2018.

Average GDPR compliance status–by country

70%

18%
21%

82%
78%

21%

67%

78%
81% 79%

83% 83%

35%33%33%31%
28%28%

Sweden Italy Spain France Overall Netherlands Germany UK US

Share of organizations expected 
to be compliant by June 2018

Share of compliant 
organizations in June 2019 (actual)

 Figure 1.    More than seven in ten firms lag in GDPR compliance 

Source: Capgemini Research Institute, Data Privacy executive survey, June 2019, n=1,039. GDPR Executive Survey, March–April 2018, n=1,000.
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Average GDPR compliance status – by sector
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Insurance Telecom Public services
/gov. services

Overall Utilities Retail Banking

Share of organizations expected 
to be compliant by June 2018

Share of compliant 
organizations in June 2019 (actual)

Data protection and privacy 
regulations are emerging globally
Although the GDPR is only intended to protect data subjects within the territorial scope of the regulation – mainly 
the  European Union (EU) member states and the European Economic Area (EEA) countries – the effects of the 
regulation ripple globally. The GDPR applies to any organization anywhere in the world that controls or processes 
the data of EU/EEA data subjects (i.e., any data subjects within European Union member states or European 
Economic Area countries).

The GDPR, as well as being one of the highest-profile regulations to be enforced, is one of the first major 
frameworks to go live. However, a number of other initiatives are in the pipeline. Notable examples include the 
California Consumer Protection Act (CCPA) in the United States, the General Data Protection Law (LGPD) in Brazil, 
and the Data Protection Bill in India (see “The evolution of data protection laws around the world”).

 Figure 2.    Banking and retail sector lead in GDPR compliance  

Source: Capgemini Research Institute, Data Privacy Executive Survey, June 2019, n=1,039. GDPR Executive Survey, March–April 2018, n=1,000.
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Canada

US

Colombia

Peru

Chile

Argentina

Brazil

South Africa

EU and EEA

Russia

Japan

Australia

India

China
South Korea

28 federal, provincial and 
territorial privacy statutes. 

Personal Information 
Protection and Electronic 

Documents Act, 
Personal Information 

Protection Act 

10 Laws, Personal Data Protection 
Law (PDPL), Banking Secrecy Law, 

Limitations on the handling of 
personal data Act, Public information 

access Act, Computer Crimes Act, 
Duties related to healthcare Act

[California, Hawaii, Maryland, Massachusetts, 
Mississippi, New Mexico, New Jersey, New York, 
North Dakota, Rhode Island] has draft privacy 
legislation for consumers online rights.*

[Washington] has introduced a ‘GDPR-style’ proposal* 

Constitution: the right to privacy and the right to data rectification, 
Personal data processing, as well as databases Law, Processing of 
financial data, credit records and commercial information Law

2016/679 (GDPR), and CoE 
Convention ETS 108. In addition 
per country legislation

PRC Cybersecurity Law, 
Consumer Protection Law and 

E-Commerce Law

The Privacy Act

Personal Data 
Protection Act*

* Law/Regulation amended, but not enforced WIP

The Federal 
Privacy Act 1988, and

The GDPR Privacy 
business resource

Personal Data 
Protection Act

Personal Information 
Protection Act, IT 
Network Act, Use and 
Protection of Credit 
Information Act, Real 
Name Financial 
Transactions and 
Guarantee of Secrecy Act

Data Protection Act, The Information, Information
Technologies and Information Protection Act

Act on the Protection of
 Personal Information

Personal Data Protection Law (PDPL)

Personal Data Protection 
Law (PDPL)

Protection of Personal Data 
held by Private Parties Law 

Brazilian 
General Data 
Protection 
Law (LGPD)*

Mexico

Malaysia

New Zealand

Bill of Rights of the 
Constitution, Protection 
of Personal Information 
Act (POPIA)

The evolution of data protection laws 
around the world
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Applicable to private as well as  
public entities

Only applicable to for-profit entitiesApplicability

CCPA vs. GDPR, a comparison

Time window 
to serve data 
subjects 
requests

GDPR CCPA

Criteria for 
applicability

Applicable to all organizations irrespective 
of size

Applicable if one or more of the 
following criteria is met:

 – Revenue of more than $25 
million per annum

 – Dealing in personal data of 
50,000 Californian consumers, 
households or devices

 – Deriving 50% or more of 
annual revenue from selling 
consumers’ personal data

Entities established in the EU/EEA and 
entities not established in the EU/EEA but 
offering goods and services in the EU/EEA 
and/or monitoring behavior of individuals 
located in the EU/EEA

Entities doing business in the state 
of California

Territorial 
scope

Penalties  
and fines

Penalties of 2–4% of annual revenue or 
€10–20 million (whichever is higher) for 
non-compliance

Penalties of $2,500 per violation 
and $7,500 per intentional 
violation. In addition, California 
provides for a private right of 
action and consumers can sue for 
greater of actual damages or up to 
$750 per incident 

Without undue delay and in any event 
within 30 days, extendable to 60 more days 
based on complexity of request

45 days, extendable to 90 days 
based on complexity and number 
of request

Sources: GDPR, Territorial Scope
GDPR, What are the GDPR fines”
GDPR, Article 12
CCPA Senate bill 1121, Chapter 35
California Consumer Privacy Act of 2018
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Significant cohort will  
not be ready for CCPA

The next major data privacy regulation will emerge in the US, 
with the California Consumer Protection Act (CCPA) going 
live on January 1, 2020. Our research shows that 30% of 
organizations that fall into the CCPA’s remit say they will only 
be partially compliant by go-live. This raises two points:

• Given the size of the California economy, and the number 
of companies affected, this in itself is a sizeable number 
of firms.

• A similar situation existed with GDPR compliance in 2018, 
when 78% said they would be compliant by GDPR go-live. 
However, as we have seen from our latest 2019 data, the 
reality is that many missed out on compliance by go-live (when 
reality hit, only 28% reached compliance). This raises the 
possibility that many organizations are over-optimistic about 
being CCPA compliant.

How ready is your organization for the CCPA? 

70%

30%

Organizations that claim they are or will be 
compliant by the time CCPA comes into effect

Organizations that claim they will be partially 
compliant by the time CCPA comes into effect

30% 

share of organizations that claim they will be partially 
compliant by the time CCPA comes into effect

 Figure 3.    A significant majority of organizations expect to be compliant with the CCPA by the time it comes into effect   

Source: Capgemini Research Institute, Data Privacy executive survey, June 2019, n = 1,038.
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Non-compliant organizations 
are already feeling pressure 
in the form of fines
The organizations that will not be ready – or that are over-
optimistic in their assessment – could find themselves 
paying a high price. Failure to comply with data protection 
and privacy regulations can be expensive. Data Protection 
Authorities have now started to enforce the GDPR by 
imposing fines which can be up to millions. CNIL, the French 
data protection authority, has already doled out fines of more 
than €50 million a year since the GDPR came into effect. The 
Information Commissioner’s Office in the UK has also levied 
fines of more than €100 million for non-compliance with 
GDPR. Firms that are lagging behind in compliance (67%) or 
do not plan to achieve compliance (4%) face an increasing 
risk to enterprise value, in terms of both direct fine costs and 
reputational damage.

Depending on the circumstances of the violation, the fines 
can be punishing. For the GDPR, fines can reach as high as 4%2 
of worldwide annual revenue (for example, an organization 
with €5 billion annual revenue, could potentially be fined up 
to €200 million). According to the executives we surveyed, 
Germany and the UK top the list of countries that have 
pursued the most cases, with more than 20% of firms saying 
they have been fined by these countries.

The CCPA calculates fines differently and generally does not 
seek to emulate the severity of the GDPR’s most prohibitive 
fines. Offending firms may be liable for $2,500 per violation 
per consumer affected (or $7,500 per violation per customer 

affected if the violation is determined to be intentional).3`For 
instance, if an organization providing services to 100,000 
Californian consumers is deemed to be in breach of CCPA, 
it can be liable for up to $250 million if the breach is 
unintentional. However, the penalty can reach $750 million 
if the breach is considered intentional. The CCPA also allows 
consumers a private right of action to sue directly for a breach.

A significant number of 
organizations are investing 
heavily in data protection 
and privacy and more will 
join their ranks next year 
To ensure compliance with existing data protection 
regulations – and lay the foundation for those to come – 
organizations are making significant investments in advice and 
technology upgrades. As well as adding to headcount, we  
find that: 

• Over a third (34%) of organizations are spending more than 
€1 million on consulting fees in 2019 and even more (37%) 
expect to do so in 2020 (see Figure 4)

• Around a third (32%) are investing more than €1 million on 
legal fees in 2019 and this is expected to increase to 40%  
in 2020.

• Over a third (36%) are investing more than €1 million in 
technology upgrades in 2019 and this increases to 44%  
in 2020.

Legal fees Technology upgrade costsConsulting fees

44%

37%
36%

34%

40%

32%

Share of organizations spending 
more than €1 million (2019)

Share of organizations spending 
more than €1 million (2020)

Expenditures made on various cost heads for data privacy compliance

 Figure 4.    Expenditure for IT and consulting is poised to increase next year   

Source: Capgemini Research Institute, Data Privacy executive survey, June 2019, n=1,100.
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The challenges to achieving and 
maintaining privacy  
regulation compliance 
Compliance with data protection and privacy regulations is 
perhaps not quite as easy as some organizations anticipated. 
“Regulation always comes with a number of responsibilities and 
obligations. And, from a practical point of view, it’s very often 
a challenge to operationalize new regulations like this,” says 
Andreas Klug, chief privacy officer at GVC Ladbrokes Coral, a 
UK-based gaming industry leader.

There are myriad challenges that need to be addressed to 
achieve compliance. These include, but are not limited to: 

• Upgrading IT systems
• Updating policies and procedures
• Acquiring and training talent.

Even for firms that faced these challenges head on, the road 
to compliance has not been pain-free. Another executive we 
spoke with told us: “Even implementing some of the smallest of 
requirements under the law can require considerable investment.”

Legacy IT systems 
challenges compliance
When it comes to the barriers that stand in the way of robust 
GDPR compliance, dealing with legacy IT systems emerges 
as the biggest challenge (see Figure 5). Over one in three 
executives (38%) say that aligning existing IT to the GDPR is 
extremely complex. “Compliance has to be built into the tools 
and into the technology itself,” says GVC Ladbrokes Coral’s 
Andreas Klug.

When executives were asked to rate the top challenges 
organizations face while preparing for the CCPA, legacy IT 
(42%) emerged as critical. Organizations were also concerned 
that they are confused by the lack of clarity from data 
protection authorities on how they will be assessed (also an 
issue for 42% of respondents). Forty percent of organizations 
also point to a culture challenge of convincing employees 
of the importance of the guidelines and bringing about a 
mindset change.

The number of queries since the GDPR went into effect 
are more than double what we are used to,

Paul Brocklehurst, chief information Officer of the Financial Services 
Compensation Scheme.
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Despite what some executives may have anticipated (or 
hoped), the passing of the GDPR-effective date did not mark 
the end of organizations’ GDPR compliance efforts. Nor will 
January 1, 2020 signify the end of work on CCPA compliance. 
The effort to maintain data protection and privacy compliance 
is a continuing one, confirms Michaela Angonius, VP head of 
Group Regulatory and Privacy, Telia Company, “The GDPR is 
not something you will ever be done with. It is something that you 
need to work on continuously,” she says.

The effort to maintain 
compliance is ongoing 
and spans the globe

For firms that are covered by the GDPR, queries from data 
subjects make up a significant amount of the work that goes 
into maintaining compliance. Almost all of the executives we 
surveyed (90%) have received queries, with over one in ten 
(13%) receiving more than 5,000 in the first year of the GDPR. 
“The number of queries since the GDPR went into effect are more 
than double what we are used to,” says Paul Brocklehurst, chief 
information Officer of the Financial Services  
Compensation Scheme.

These findings are in sync with our previous survey. Last year, 
over half of data subjects (57%) said they would take action if 

they discovered that organizations were not doing enough to 
protect their personal data. Of these, 72% said they would ask 
organizations to provide more details on the data they hold on 
them. Three-quarters intended to go so far as to request that 
their personal data be deleted (75%) and revoke consent for 
data processing (73%).

The global reach of the GDPR is demonstrated by the 
experience of US companies. Last year, executives from 
US-based organizations expected as many as half of their 
consumers to exercise their rights and initiate queries 
regarding their personal data. As Figure 6 shows, half of 
organizations covered by the GDPR in the United States have 
received more than 1,000 queries since May 2018. And, on a 
sector basis, half the firms in the retail sector reported the 
same thing. In terms of what customers were raising queries 
about, the number-one topic according to our research 
was data protection and the organization’s ability to keep 
customer data safe.

Share of organizations that have received more than 1,000 queries since May 25, 2018 (by country)

Spain

Insurance

Telecom Public services Healthcare Retail

Banking Consumer products Utilities

32% 33% 34% 36% 37%

39%

31% 35% 36% 38%

41% 42% 43% 50%

40% 45% 46% 50%

Sweden India Germany Norway

UK Italy Netherlands France US

 Figure 5.    Legacy IT a major headache for the GDPR and CCPA    

Source: Capgemini Research Institute, Data Privacy executive survey, June 2019, n=744.
Source: Capgemini Research Institute, Data Privacy executive survey, June 2019, n=1,038.
Data represents share of executives that have placed the given challenges in top three rank.

Please indicate which barriers your organization 
is facing in seeking closer alignment to 
GDPR (Top 3)

What are your biggest challenges with preparing for 
CCPA in your organization? (Top 3)

Cultural: Our employees 
don’t understand the 

importance of this 
guideline and bringing 

about the mindset 
change is difficult 

Data protection 
authorities are not clearly 

communicating on what 
they will be assessing 

us on 

Technological: old IT 
systems, discovering all 

instances of personal 
data, lack of tools to help 

efficiently handle CCPA 
requirements 

42%

33%

42%

40%

Aligning the IT 
landscape to  GDPR 

requirements is 
very complex

The requirements 
are too complex 
and will require

more effort in 
general to 

implement

The costs to 
achieve alignment 

with GDPR are 
prohibitive

36%

38%
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In addition to data subjects raising queries with companies 
themselves, those who are covered by the GDPR and its 
protections are also approaching organizations as well as 
respective supervisory authorities with their complaints. 
According to a recent report from the BBC, “Across all the 
EU countries which have implemented GDPR, there has 
been a total of 89,271 notifications of data breaches, and 
144,376 complaints from the public.”4 Also, the majority of the 
organizations we surveyed (70%) said that they have received 
complaints and more than half (53%) responded by modifying 
processes/procedures to address the issues identified. The 

number-one complaint was on the data subjects’ right to 
be informed about the collection and use of their personal 
data. Organizations covered by the CCPA will undoubtedly 
face similar challenges, as consumers can sue companies for 
violating privacy guidelines.5

In response to this increased work, firms have hired additional 
full-time and part-time staff. Almost two-thirds (62%) said that 
they hired full-time employees to support data protection 
and privacy compliance while more than one-third (38%) hired 
part-time workers. In addition, 39% of firms outsourced data 
protection and privacy support.

 Figure 6.    Half of US-based firms have received more than 1,000 queries as a result of the GDPR  

Source: Capgemini Research Institute, Data Privacy executive survey, June 2019, n=1,039.

Share of organizations that have received more than 1,000 queries since May 25, 2018 (by country)
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Embracing data protection and privacy 
as an opportunity rather than a 
burdensome compliance exercise 
brings greater benefits 
Complying with the GDPR has resulted in significant benefits 
for organizations. 92% of executives from compliant 
firms say their organization has gained a competitive 
advantage thanks to the GDPR. Sentiment has shifted 
significantly since last year’s report, where only 28% of 
executives believed this to be the case.

To understand how benefits are falling out, we analyzed the 
GDPR-compliant organizations in our sample (who made 
up 28% of the companies) against the organizations that 
were lagging behind in compliance. Overall, the compliant 

organizations have gained the lion’s share of benefits (direct 
benefits as well as second-order benefits) compared to the 
others. For every measure – from consumer perceptions 
to revenue impact – compliant organizations have 
outperformed non-compliant by an average of 20%  
(see Figure 7). 

 Figure 7.    Compliant organizations see higher positive impact

Source: Capgemini Research Institute, Data Privacy executive survey, June 2019, n=1,039.

How has GDPR impacted your organization on the following dimensions? 

Organizations lagging behind in compliance Compliant organizations

81%
64%Impact on customer satisfaction

84%
66%Impact on customer trust

81%
63%Impact on targeted leads for marketing

76%
63%

Impact on revenue

79%
57%

Impact on employee morale

81%
63%Impact on organizational reputation/

brand image

82%
65%

Impact on consumer ratings

In
te

rn
al

Ex
te
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Executives were asked to rate these dimensions on a scale of 1–7, where 1=decreased significantly and 7=increased significantly
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Organizations that are 
proactive are realizing 
the most benefits
Looking at the organizations that identified as compliant with 
the GDPR:

• 81% said that the GDPR has had a positive impact on 
the organization’s reputation/brand image

• 84% said trust had increased
• 76% had seen a revenue increase, with strong 

performance driving benefits such as greater customer 
loyalty and increases in online purchasing.

According to 81% of compliant organizations, the improved 
consumer trust and satisfaction had a positive impact on 
targeted leads for marketing. “Customers do recognize and 
appreciate the level of effort and impact the GDPR compliance 
brings with it,” says Henri Kujala, data protection officer for 
Netherlands-based HERE Technologies. “Compliance has 
brought increased levels of trust.”

The hidden benefits of 
GDPR compliance are 
higher than expected
Beyond the direct benefits of increased revenue and 
enhanced reputation, the GDPR has also led to greater-than-
expected improvement in internal processes. “The GDPR has 
increased cybersecurity. It has improved awareness about data 
and how we use it, and what data we are using,” says Rachel 
Glasser, chief privacy officer at the global digital agency, 
Wunderman Thompson. This is confirmed by our research, 
where 91% of executives from compliant organizations 
reported improvements in the processes for handling and 
managing personal data. Furthermore, these second-order 
benefits (such as improvements in cybersecurity practices) 
exceeded 2018 expectations. As Figure 8 shows, a range of 
areas benefited, including IT transformation, cybersecurity 
practices, and organizational change. In fact, second-order 
benefits extended as far as increasing employee satisfaction, 
with 79% of compliant organizations reporting an uptick in 
employee morale.

 Do you believe that implementing GDPR has resulted in any positive second-order effects for your organization?

62%

87%

57%

91%

56%

89%

Improvement in IT 
systems

Improvement in 
cybersecurity practices

Improvement in 
organizational change 

and transformation

Share of organizations 
expecting these benefits in 2018

Share of compliant organizations that 
have already realized these benefits

 Figure 8.    More than three-quarters of the compliant cohorts achieved second-order benefits

Source: Capgemini Research Institute, Data Privacy executive survey, June 2019, n=1,039, 
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Benefits for individuals – the 
real reason the GDPR exists

According to a recent survey by the European Commission, 
almost two-thirds of people who provide personal data online 
(65%) now feel that they have at least some control over this 
data.6 Our latest research echoes this sentiment, with 84% of 
compliant firms saying individuals’ trust increased significantly 
(this drops to 66% of non-compliant firms). Four out of every 
five compliant organizations said they had driven better 
organizational reputation and consumer satisfaction, 

which in turn is translating into high consumer 
participation in loyalty programs. In the retail sector, as 
Figure 9 shows, we found that: 

• Consumer participation in loyalty programs is up in 
74% of compliant retail firms, compared to 54% for the 
non-compliant firms.

• 80% of compliant firms agree that the number of data 
subjects targeted in campaigns has increased thanks to the 
GDPR, compared to 57% of non-compliant firms.

• Online purchases have increased since the GDPR went into 
effect for 83% of compliant firms, compared to 63% of non-
compliant firms.

Impact of the GDPR on various retail metrics

Participation in our loyalty 
program(s) has increased 

since GDPR went into effect

Online purchases have 
increased since GDPR went 

into effect

The number of consumers 
targeted in our campaign has 

increased due to GDPR

74%

54%

80%
83%

57%
63%

Compliant retailers Retailers lagging behind in compliance

 Figure 9.    More compliant retailers drive higher performance and benefits 

Source: Capgemini Research Institute, Data Privacy executive survey, June 2019, n=259 retailers. 

Compliance has brought increased levels of trust

Henri Kujala, Data Protection Officer, Here technologies
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What organizations should do to cope 
with increasing data protection and 
privacy regulation
Regulatory scrutiny will continue to increase and change in the 
years ahead. Organizations that are strategic about identifying 
and addressing the fundamental aspects of data protection 
and privacy will be best positioned for the future. To build that 
capability, organizations need to have the right philosophy 
about data protection and privacy. In other words, it is best to 
approach data protection and privacy proactively, rather than 
solely as a compliance activity. At Telia, Michaela Angonius 

outlines how the company took a proactive approach. “We 
started raising awareness internally, long before the law was 
adapted,” she explains. “This was because we foresaw that this 
would be one of the biggest compliance projects that we would 
undertake in the company’s history.” Whatever an organization’s 
beliefs may be – or whatever its stage of compliance maturity 
– a number of enablers will be key not only to achieving data 
protection and privacy compliance, but also to maintaining 
and improving on it (see Figure 10).  

Which of the following technologies is your organization already using for data protection and privacy?

Embed data protection and privacy processing 
principles in the organizational culture

•

•

•

Enhance accountability and privacy values

Strengthen trust and capitalize on ethical use 
of technology

Define a strong data protection network

•

•

•

Establish integrated governance, risk management 
and compliance (iGRC) to build robust protection and 
privacy capability

Implement privacy compliance program

Carry out due diligence on third party providers/partners 
and monitor compliance through audits 

Use AI for data discovery and to improve 
data management

•
•

•

Enable data discovery through AI

Map data processing activities and maintain a data 
protection register

Improve security of data using AI

Industrialize risk assessment and breach mitigation 

Augment protection through security operations 
centers (SOC)

• Leverage platforms and the cloud for data protection

 Figure 10.     Recommendations to cope with increasing data protection and privacy regulations 

Source: Capgemini Research Institute analysis.
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Embed data protection and 
privacy processing principles 
in the organizational culture  
Enhance accountability and privacy values: As with any 
compliance matter, protection of personal data requires 
accountability. This, in turn, requires documentation that 
defines the principles a company uses when processing 
personal data. The main challenge is drafting documentation 
that addresses the different legal requirements while also 
ensuring those requirements are properly applied across 
the entire lifecycle of data processing. In this regard, the 
implementation of processes is particularly important. Taking 
into account business needs while drafting and implementing 
such policies and procedures is also key for a successful 
implementation of a data protection program. 

However, having documented policies will achieve little if 
employees are not sufficiently aware of data protection and 
have not had the necessary training. Multiple data breach 
incidents occur due to sheer mishandling of data. Errors 
were causal events in 21% of breaches.7 Employees often 
lack context and do not understand the importance data 
protection and privacy regulation. Executives in our survey 
identified this as a top challenge, therefore a comprehensive 
data protection curriculum, adapted to different functions, 
is essential. Ensuring that data privacy is embedded in the 
organizational culture can build trust in the organization; 53% 
of compliant firms have established a public set of values 
that include protection of individuals’ data, compared to 36% 
of non-compliant firms. It is therefore essential to invest on 
training and awareness campaign. 

Strengthen trust and capitalize on ethical use of 
technology: How trusted an organization is by its 
stakeholders – from employees to customers to investors 
– is key to its long-term value and success. Organizations 
should not try to fit in the law required by principles, legal 
obligations, and data subjects’ rights in to systems, services, 
and operations. Organizations that want to be trusted by 
stakeholders need to ensure trust by design and default in 
order to deliver reliability and not just by adherence to  
privacy laws. 

With technologies such as artificial intelligence key to 
analyzing large amounts of data in encrypted format for 
privacy compliance, it is important that these technologies – 
and their outputs – are also trusted by stakeholders such as 
customers. This means addressing the ethical dimension of 
AI and ensuring that trust is built into smart systems. This can 
be done by checking for biases in the data sets that are fed 
into AI, putting in place the right quality controls, designing 
systems with human-in-the-loop review processes, and 
monitoring bias in development and production.

Define a strong data protection network: In order to ensure 
that the data protection policies and procedures are well 

implemented, organizations shall appoint a strong network 
of data protection officers throughout the organization. 
This network needs to be defined in accordance with the 
company’s structure and organization in order to ensure 
effective representation throughout the business units and 
legal entities of the company. Furthermore, it is also important 
to build a network of privacy relays who shall support data 
protection officers in their implementation program.

Use AI for data discovery and 
to improve data management 
Enable data discovery through AI: For privacy compliance, 
organizations need a clear picture of all the types of personal 
data they process. They may, for example, possess personally 
identifiable data beyond name or address, including social 
media handles and financial transactions. A critical step is to 
clearly identify and map all personal data flows and where 
data is stored and processed within the organization. Proper 
data management, data profiling, analytics, data-centric 
architecture and Master Data Management (MDM) is essential 
to achieve this. MDM provides an organization the control it 
needs to master all of the data that it has by creating a single 
point of reference for consumer data and ensuring all data 
platforms align with this reference. 

Data discovery through AI as an additional way to identify 
sensitive data at places and in situations where established 
practices may no longer be enough will be very useful, 
especially for large organizations operating in multiple 
geographies and firms undergoing mergers and acquisitions. 
In our research, we found that close to two-thirds of GDPR-
compliant firms (65%) have AI solutions under development. 
AI can help organizations get clearer visibility of the consumer 
data that tends to sit in individual silos across the organization. 
It does this by improving the tracking and indexing of multiple 
data formats across different business units.

Map data processing activities and maintain a data 
protection register: The implementation of data protection 
constraints imposes to have a comprehensive mapping of 
data processing activities, including why and how personal 
data are processed by the company. In complex and global 
organizations, it is also essential to review and map key 
international data flows.  This data mapping also enables 
companies to assess the level of compliance for each project 
and to enhance its overall level of compliance. Furthermore, 
the data mapping enables companies to comply with the 
GDPR requirement to maintain a data protection register. Such 
register is an inventory describing in particular the what, why 
and how of the personal data processing activities. Keeping 
such data protection register up to date enables the DPO to 
take local laws also into consideration to ensure compliance 
globally. “We check if we have to make an amendment to our 
global standard to accommodate new regulations, or whether 
we take a hybrid approach to accommodate any local deviations,” 
says Here Technologies’ Henri Kujala.
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Improve security of data using AI: There are a number of 
technical and organizational measures like identity and access 
management, pseudonymization, encryption and data loss 
prevention that can be used to ensure appropriate security 
levels are maintained to safeguard data. Despite the GDPR 
coming into effect, close to a quarter of non-compliant 
organizations (23%) have yet to implement approaches to 
safeguard personal data, such as masking,  
pseudonymization, etc.

Anonymization of personal data also needs to be considered 
while deploying new projects to enhance protection of the 
data processed. However, it is important to ensure that the 
technique implemented enable irreversible anonymization 
to ensure that the data ceases to be “personal data”. There 
are strict requirements to fall under such “anonymization 
qualification” – organizations therefore need to be cautious 
when claiming that personal data are anonymized and need to 
verify that they comply with the requirements defined by data 
protection authorities.

Organizations are increasingly turning to AI to improve the 
security of data. Given the risk of fines which authorities 
could impose and loss of consumer trust as a result of a 
breach, data security is becoming an important focus area for 
organizations. 71% of organizations use AI for data security, 
second only to network security at 75%. Identity and access 
management is also garnering organizations attention with 
65% firms using AI for this area.8 

Industrialize risk assessment 
and breach mitigation
Augment protection through security operations centers 
(SOC): Robust and operational risk assessment requires 
more than an ad-hoc approach. It is essential to have an 

industrialized process that assesses the vulnerability of 
the systems that process personal data and that prioritizes 
issues according to the highest privacy risks. A SOC to 
monitor external and internal threats and vulnerabilities can 
improve organizational readiness to monitor and pre-empt 
breaches. Trained staff in SOCs also know how to escalate 
a security incident to the appropriate person or team in the 
organization, creating a more effective response to potential 
or on going data breaches:

• 49% of GDPR compliant firms have acted quickly and 
transparently when data breaches have occurred, compared 
to 36% of non-compliant firms.

• Over one in five non-compliant organizations (22%) have 
yet to document and implement procedures and processes 
to detect and manage data breaches in accordance with 
applicable laws.

Leverage platforms and the cloud for data protection: The 
cloud offers improved security for personal data compared 
to a data center. The executives we surveyed identified cloud 
platforms as the technology most commonly used for data 
protection and privacy (used by 84% of compliant firms). 
Stephen Schmidt, chief information security officer, AWS adds, 
“Machines get racked and stacked in a data center and perhaps 
forgotten. People may not know what they are being used for or 
who put them there. You cannot hide in a cloud environment as 
you get visibility into exactly what you have, how it is connected 
and how it is configured over time. Our customers have told us 
repeatedly that this gives them a much, much better opportunity 
to secure things properly than they had before.”

We check if we have to make an amendment to our 
global standard to accommodate new regulations, or 
whether we take a hybrid approach to accommodate 
any local deviations,

Henri Kujala, Here technologies
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Which of the following technologies is your organization already using for data protection and privacy?

1%
0%Blockchain

84%
73%Cloud platforms

35%
27%

Robotic process 
automation (RPA)

19%
17%Artificial intelligence (AI)

16%
12%

Microservices

9%
6%

Data pseudonymization

20%
15%

Industrialized data 
retention factory

70%
55%

Data encryption

Fully compliant organizations Organizations lagging behind in compliance

 Figure 11.     Cloud platforms and data encryption are organizations’ choice of emerging technologies 

Source: Capgemini Research Institute, Data Privacy executive survey, June 2019, n=1,100.

Establish integrated 
governance, risk management 
and compliance (iGRC) to 
build robust protection 
and privacy capability 
Implement privacy compliance program: Organizations 
need to commit to a comprehensive privacy compliance 
program, addressing budget requirements, regular audits, 
legal policy reviews and updates, and awareness-raising 
programs. Critical elements are:

• Leadership: They need to assign a senior executive 
for program implementation and identify all relevant 
stakeholders critical for success. We found nearly one 
in five non-compliant organizations have still failed to 
appoint an executive responsible for data protection and 
privacy compliance.

• Measurement: Regular measurement of KPIs to monitor 
progress regarding data protection and privacy regulation 
compliance is critical.

One way to ensure success is by implementing iGRC for 
analytics and business intelligence functions in organizations 
by ensuring data collection, storage, and processing is 
always viewed from a privacy and protection perspective. 
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Sustained communication across the organization, coupled 
with a cultural shift on how employees view data privacy and 
protection, is essential to achieve this.

Carry out due diligence on third party providers/partners 
and monitor compliance through audits When relying on 
third party providers, organizations shall carry out thorough 
due diligence in particular regarding the third-party provider’s 
or partner’s the level of compliance with GDPR requirements 
and any other data protection legislation.   Organizations 
must also review existing contracts with third parties/sub-
contractors/cloud service providers. Privacy compliance, 
especially regarding access to IT systems and data subjects’ 
personal data, is important to ensure an adequate level 
of personal data protection and security measures. It is 
also important to verify that during the entire lifecycle of 

a relationship with third party providers/partners, data 
protection audits are scheduled. We found that:

• 82% of GDPR-compliant organizations have taken steps to 
ensure that technology vendors (technology product firms, 
cloud vendors, data centers, hardware/infrastructure, etc.) 
are compliant with applicable data privacy regulations, 
compared to 63% of non-compliant vendors.

• 61% of compliant firms also audited sub-contractors for 
compliance with data protection and privacy regulations, 
compared to 48% for non-compliant firms.
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Conclusion
The increasing focus on data protection and privacy – 
and the introduction of more stringent regulations – is a 
global movement. While the GDPR is arguably the most 
comprehensive and far-reaching regulation so far, it is unlikely 
to be the last. This means that while many organizations are 
now grappling with the immediate need to meet compliance 
requirements, they must also be aware that this is not the end 
game. Data protection and privacy regulation is a continuous 
process that demands ongoing performance monitoring 
and improvement. Organizations need to promote a data 
protection and privacy mindset among employees and 
integrate advanced technologies to boost data discovery, data 
management, data quality, cybersecurity, and information 
security efficiencies. Firms that take these actions proactively 
– and view data protection and privacy regulation as an 
opportunity – will secure a significant competitive advantage.  
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GDPR readiness assessment

G
ov

er
na

nc
e

A Data Protection Officer (DPO) within the organization has been appointed

0 1 2 3 Score for 
section

The DPO reports to the highest management authority in the organization

There is a policy and methodology for privacy by design

A privacy notice exists that explains your organization's policy on personal 
data processing?

There a policy and methodology for privacy by default (including data minimization)

Agreements are in place with third-party processors of personal data

Training programs to raise employees’ awareness on personal data issues 
and regulations

There is a complete overview of personal data and processing systems

There is a complete and up-to-date understanding of “personal data” according to the 
GDPR

There are well-defined and maintained legal grounds for processing personal data

There is a well-defined process for transferring data between geographies when there is 
a legal basis

The contact details of the data controller and the DPO (if applicable) are made available 
to the data subjects for exercising data-subject rights (i.e., the right to access, rectifica-
tion, and erasure) and proper records are maintained 

There is a policy and process for archiving/deleting data when no longer necessary 

Total

A business process for complaints concerning privacy and personal data 
processing exists

Regarding direct marketing activities, the consent offered by the data subjects is freely 
given, specific, informed, and unambiguous

Consent is obtained from parents in the case of processing personal data of minors

There is a documented procedure in place to uphold data subjects’ rights (e.g., access, 
accuracy, erasure, etc.)

There is a procedure to check the correct implementation of personal data protection 
policies

There is a procedure to maintain the scope of personal data and track changes

0–22:  Low level of maturity for data privacy and protection

45–66:  High level of maturity for data privacy and protection

Overall score legend: 
23–44:  Medium level of maturity for data privacy and protection

There are business processes that classify risk involving personal data as low, medium, or 
high to help perform data privacy impact assessments

There is a documented procedure and process in place to detect and manage data 
breaches in accordance with the GDPR (within 72 hours) and related specific laws

Safeguards (e.g., anonymization, masking, pseudonymization, etc.) are available to 
protect personal data

D
at
a

Pr
oc
es
s

Se
cu
rit
y

0-Not implemented

To see where your firm stands in terms of data privacy and protection, this maturity assessment tool is included for your convenience. 
Using the key immediately below, mark your organization’s current level of maturity in the chart, then tally 
up the scores. The legend below the assessment chart indicates your firm’s level of preparedness. 

1-Under implementation 2-Implemented 3-Implemented, audited, and under improvement

25



Research Methodology
Primary surveys

Executive survey: 

We surveyed 1,100 senior executives, director level and above, spread across eight sectors: insurance, banking, 
consumer products, utilities, telecom, public services, healthcare, and retail. 

Executives belong to companies headquartered in: France, Germany, Italy, the Netherlands, Norway, Spain, 
Sweden, the UK, the US, and India.

India

Netherlands

Spain

Sweden

UK

Germany

France

US

Italy

Norway

Insurance Consumer products

Healthcare

Public/government services

Telecom

Retail 

Utilities

Banking

$1 - $5 billion

$5.1 - $10 billion

$10.1 - $25 billion

More than 25 billion 

1 - 5 million More than 100 million

6 - 10 million 51 - 100 million

31 - 50 million 11 - 30 million

14%

11%

11%

11%
11%

9%

9%

8%

8%

7%

43%

11%

42%

5%

13%

13%

13%

13%

12%

12%

12%

12%

27%

1%

20%

17%

25%

10%

By sector of operation

By consumer baseBy revenue

By country of 
headquarters
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India

Netherlands
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Sweden

UK

Germany
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Italy
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Insurance Consumer products
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Public/government services
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Retail 

Utilities

Banking

$1 - $5 billion

$5.1 - $10 billion

$10.1 - $25 billion

More than 25 billion 

1 - 5 million More than 100 million

6 - 10 million 51 - 100 million

31 - 50 million 11 - 30 million

14%

11%

11%

11%
11%

9%

9%

8%

8%

7%

43%

11%

42%

5%

13%

13%

13%

13%

12%

12%

12%

12%

27%

1%

20%

17%

25%

10%

By sector of operation

By consumer baseBy revenue

By country of 
headquarters

Focus interviews:

We also conducted interviews with industry leaders and experts, examining the current status and impact of data  
privacy regulations.
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Achieve and maintain the unavoidable 
opportunity with Capgemini’s GDPR and  
Data Privacy Services
GDPR has now been in 
effect for over a year, 
and we are starting to 
see similar regulations 
being implemented 
across the globe
We can implement practical solutions to help you 
achieve and maintain compliance and use data more 
strategically to benefit from the many opportunities 
that effective Data Privacy offers–in terms of greater 
trust and competitiveness. And we do so in the 
most cost-effective way possible. Our thousands of 
professionals in all regions deliver agility in both our 
working practices and digital capabilities, providing 
strategic consultancy and hands-on implementation 
across the GDPR and general Data Privacy lifecycle. 
They ensure organizations get access to deep 
experience in the domains that truly matter: Change 
Management and Digital Transformation, Governance, 
Risk & Compliance, Security & Protection and Data 
Management and Governance. We’re able to design 
and hardwire increased trust across the entire process, 
safeguarding the personal data rights of individual 
citizens, customers and employees – and turning that 
into wider operational and business gains.

Our approach to achieve and sustain compliance and 
help you take advantage of the opportunity, is built 
around the comprehensive portfolio of modular 
and scalable services below. Let us show you how 
accelerating your Data Privacy journey can bring 
significant benefits and competitive advantage. If you 
wonder whether you’ve missed out on the advantages, 
the development of proof of concepts can help 
guide decisions. If you need to make sure you remain 
compliant our As-a-Service, cloud-based models allow 
you to start small and cost effectively.

Assessment Services: Delivers a view on your 
processing compliance, strategic vision, Data 
Privacy awareness and integrates all internal and 
external teams.

Program Services: Designs the program to get you 
moving towards Data Privacy compliance and allows 
you to adapt and customize regulatory principles 
to your specific challenges, context, processes 
and culture.

Data Discovery Services: Allows you to understand 
and document where personal data exists throughout 
your organization and is the starting point for many 
aspects of Privacy Regulation, such as responding to 
access requests.

Data lifecycle services: Privacy requires organizations 
to only use as much data as is required to successfully 
complete a given task. It cannot be reused for another 
purpose without further consent a valid legal ground 
(such as consent). Individuals have the right to request 
that their data to be erased after a specific task, and 
our lifecycle services ensure that care is taken during 
the creation, processing and disposal of data.

Consent and Individual’s Rights Management 
Services: Analyses where consent is needed and how 
it can be (re)obtained. Implements processes and 
systems, which allow individuals to invoke their rights, 
such as the right to access their data and the right to 
be forgotten.

Pseudonymizing Services: Provides role-based 
access, masked and anonymized data for purposes 
like testing, marketing and analytics, and allows you to 
share data with external and internal audiences.

Data Protection Services: Defines and implements 
controls and solutions to ensure the proper protection 
of structured and unstructured data, and so reduce 
risk. Controls include access, encryption, key 
management and database  
access monitoring.

Breach Management and Reporting Services: 
Security-operations-center-as-a-Service for monitoring 
external threats and vulnerabilities, plus Data-leak-
prevention-as-a-Service for monitoring personal data 
repositories and flows.

Assurance Services: Once you are compliant, 
our Assurance Services ensure you remain so by 
monitoring, maintaining and updating your systems, 
processes and policies.
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1. Compliance, in this case, means the surveyed organizations’ interpretation of fully meeting the requirements of the GDPR. 
2. EU, “What are the GDPR Fines?,” April 2018.
3. IAPP, "Top 5 Operational Impacts of CCPA: Part 5 – Penalties and enforcement mechanisms,” August 2018.
4. BBC, “Four times more data breaches logged in UK,” May 2019.
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