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100% test coverage is possible and take comfort from this. 
But there is no such thing. All we can do is maximize the 
testing that is performed within the normal delivery constraints 
of time, cost and quality.

The best solution to this we have to date is to use the Risk-
Based Testing approach. With this approach we do just that 

– focus our testing on those parts of the solution that are most 
important to the business. This will enable the solution to 
achieve the required risk and quality profile. 

Other parts of the solution will still be tested but in a way and 
at a time in the delivery schedule that is appropriate to their 
relative importance. Give a tester a set of rules and a process 
and they’ll go away and implement it pedantically, so the 
testing of the solution in priority order can be considered a job 
well done.

the way we see itTesting

Risk-Based Testing (RBT) is a technique that is deployed in IT 
projects with varying degrees of success. It is used to deliver 
solutions that are unlikely to suffer significant failures (or bugs) 
in live. Although it provides information to all project team 
members and stakeholders, it is considered in many 
organizations to be something that exists only in the domain of 
the career tester. It has, they believe, no benefit to anyone else. 
All too often we hear that the Test Analyst, or if we’re lucky a 
Test Manager, will perform a risk assessment to understand 
where we need to focus testing. But this is to miss the point. 
Yes, Risk-Based Testing is a technique that is used by testers, 
but is has significant value to other members of the project 
delivery team and the wider stakeholder community.

This is the view of many testing guru as well as other testing 
professionals and the authors of academic test management 
training syllabuses. But they have never offered a compelling 
argument as to why this should be. In this paper we discuss 
what the real value of Risk-Based Testing is; how we can get 
over the emotional issues of process ownership and how to 
implement robust and valuable processes in the workplace 
using Sogeti’s practitioner approach.

The State of the Notion of 
Risk-Based Testing

Ask almost any project or program manager or business 
stakeholder why testers are involved in project delivery and 
they will respond that it is the tester’s job to stop bugs getting 
into ‘live’. Dig a little deeper and you will find there is an 
underlying belief that they will test ‘everything’. Unfortunately, 
the complexity of modern software products and the 
budgetary and time constraints that exist on all (yes even 
safety critical and missions critical) solution deliveries mean 
that this is untrue. 

As Glenford Myers states in his book The Art of Software 
Testing “In general it is impractical, often impossible to find all 
the errors in a program”1 . Yet the belief that testers will test 
everything still persists. So we have to have a way of focusing 
our testing on the most critical areas of the solution – those 
which, if they occur, cause the greatest impact on the 
business. Project Managers and stakeholders believe that 

1 The Art of Software Testing Second Edition, Glenford J Myers (P9)
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undesirable side effects that could occur if their new system 
doesn’t meet their stated (or implied) need.

Business Analysts understand very well how to express 
requirements in business terms (often to a tester imprecisely 
and in ways that are difficult to test, but this is a different 
problem), but the implications of the decisions that they make 
are often not recognized or considered.

They are, however, well placed, intellectually and influentially to 
consider product risk– after all they tend to have free access 
to all relevant project stakeholders and information – to 
identify, analyze and consider what remedial actions to take at 
the earliest point of the delivery process.

Testers are not always as well placed to perform the risk 
assessment. They are the historical custodians of product risk; 
after all they have the documented processes and make 
extensive use of the outcomes. But they are often not domain 
specialists in the solution being delivered. Adding to this is the 
fact that a large number of career testers don’t fully 
understand the Risk-Based Assessment and Testing process 
which means if it is done at all it is likely to be ineffective at 
identifying where the real problems exist within the 
proposed solution.

There is also a degree of protectionism within the testing 
community to keep a tight rein on what happens to their 
Risk-Based Testing. They too forget about the assessment 
part of the process. 

But let’s not forget it is critical to testers to have a high quality 
test assessment performed. It is this assessment that is used 
to define the strategy for testing of the proposed solution. If 
the strategy is inappropriate the chances of significant 
software failure when software enters live operation increases.

Of course, Testers have other uses for the Risk-Based Testing 
approach. It allows them to:

•	 Report effectively on the state of the solution being tested 
in terms other than defects found and tests executed

•	 Say No. With a comprehensive understanding of product 
risk they are able to provide the Project Manager and other 
stakeholders with a view on readiness to go live based on 
the perceived risk to the business

•	 Talk to stakeholders. If they are the ones performing the 
analysis they get access to people in areas of the business 
that may otherwise be considered ‘out of bounds’.

Risk Identification

The first real issue we have is in identifying the risk areas in the 
first place. The title of the technique – Risk-Based Testing 

– implies it’s the tester’s job. But often they know little about 
the business.

Sogeti’s TMap NEXT® process goes some way to resolving 
this issue by focusing on the Risk-Based Assessment and 
Testing (RBAT) elements2. It is now a risk assessment process 
that involves testing. We still have the challenge that it is a 
technique that requires input from many disciplines with the 
project, but tends to only be documented within 
testing methods.

Risk assessment is best performed by those who have an 
understanding of the overall issues or poor solution delivery. 
This is typically, the Business Analyst, Solution Architect or 
Live Services Manager. Product risk assessment is however 
not part of the key skills of a BA; training syllabuses don’t 
mention it and so they are, in general, ill-prepared to lead or 
contribute to this key activity.

Issue of Ownership of Risk

When the separation of assessment and test occurs, 
ownership changes during the solution delivery. Early on, 
testing is owned by the design team (Business Analyst / 
Solution Architect). As development begins ownership 
changes to the test team to derive appropriate tests for those 
risks that have been identified. This means that the process 
should be owned by those best placed to perform the task, 
irrespective of where in the overall delivery cycle this occurs. 
And within the Application Lifecycle there are a number of 
project delivery communities who have an interest if not 
a stake.

Project Managers are typically excellent at understanding and 
managing the risks of delivery of their project – late delivery 
and poor performing suppliers are handled with aplomb. 
Project Managers may not have the domain or technical 
knowledge to be able to effectively tease out risks relating to 
poor or incorrect operation of the solution.

Business and IT Stakeholders are concerned primarily with 
the outcome of the project they have commissioned. There is 
often scant regard for the technical details of all the 

Why Risk-Based Testing is not  
delivering value
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Case Study

The client issues

Sogeti (part of the Capgemini Group) had been working 
with a UK-based infrastructure engineering organization. 
They had numerous projects being delivered at any one 
time. These ranged from implementing cost-saving print 
spooling applications to safety related engineering 
solutions.

Failure to understand product risk for customer facing 
solutions would undoubtedly damage their reputation 
and could result in significant financial penalty (in the 
range of millions of pounds). But in some of their 
systems, product risk if not fully assessed and 
understood could result in loss of life.

This turned product risk from an issue of potentially 
allocating additional project budget to perform the 
assessment part of Risk-Based Assessment 
and Testing, into one where product failure had 
real tangible consequences.

the way we do itTesting

When implementing an effective risk-based assessment and 
test process we need to do the following:

•	 Understand the business value of a comprehensive 
understanding of product risk

•	 Identify risks as early as possible to aid go / no go 
decision making

•	 Formalize / clarify the ownership of the risk-based 
assessment and test process and the associated outcomes

•	 Provide a structured program of familiarization and training 
to all those involved or affected by the process.

We describe our approach to each of these activities below.

1.	 Understand the business value of a comprehensive 
understanding of product risk

The best way to change the view of Risk-Based Assessment 
and Testing is to understand the value to the business of a 
comprehensive understanding of product risk (how does this 
help/what is the result?). We read in books and hear on 
training courses that if we don’t understand product risk then 
our organization will suffer some or all of the following 
consequences:

•	 Damaged reputation
•	 Loss of business
•	 Financial impact
•	 Litigation.

But these are just words. Let’s put it into perspective by 
exploring the issues through a real case study.

We’ll return to this case study later in the paper when we talk 
about implementing the Risk-Based Assessment and Testing 
process. For now just consider the real implications of not 
understanding the product risks that exist in your solution 

– damaged reputation, loss of business, for the company’s 
executive officers perhaps even jail.

2.	 Identify risks as early as possible to aid go/no go 
decision making

The risk-based assessment can be put to other valuable uses 
within the organization. Occasionally, the analysis will identify 
a high number of significant product risks in the proposed 
solution. If these are known early enough it gives the business 
the opportunity to determine whether the business case for 
delivering the project outweighs the risks identified. If not, 

How do we get the benefits of Risk-Based 
Assessment and Testing for the whole 
organization?

there is an early opportunity to stop or to redesign or 
re-engineer the solution.

At the end of the project it allows Project Managers and 
stakeholders to decide whether they are happy to go live with 
a solution in a known state of readiness. The Test Manager 
will be able to report on all those risks identified early in the 
process that haven’t yet been subjected to formal test as well 
as those that have been tested and which require remedial 
action that is still been completed. So our technical testing 
technique has significant, perhaps more, value to the 
business. The business should therefore use the risk-based 
assessment as the basis of their acceptance criteria. This will 
move them beyond generic statements of “I want the solution 
to meet the spec.” and towards statements as to how well 
they need the different solution components to work. It is likely 
that acceptance will be tiered to require rigorous adherence 
for critical system areas and a more relaxed view for those 
areas that are less critical.
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Case Study

Applying the approach to acceptance criteria

Returning to the infrastructure organization, acceptance 
criteria had traditionally been based on the opinion of 
the relevant Business Analyst or Business representative 
and an assessment of test coverage. With the 
implementation of the risk-based approach and a more 
rigorous implementation of the traditional MoSCoW3 
prioritization scheme, acceptance criteria were 
described using language that was 
measurable and could be tied back to risk.

This refined view of acceptance definition will also allow 
Project Managers and other stakeholders to form a more 
informed view on readiness to go-live when the cost-time-
quality constraints kick in towards the end of the project. 

3.	 Formalize/Clarify ownership – Process and Outcomes

Earlier in this paper we described how the ownership of 
Risk-Based Assessment and Testing changes over time. As 
part of the implementation process it is important to formalize 
the ownership handover from project role to project role and 
to explicitly identify the purpose and use of the assessment. 
Ownership of the process will flow as follows:

The Business Analyst (or Solutions Architect) owns RBT from 
requirements elicitation through to completion of detailed 
design (this holds as much for agile deliveries as for traditional 
v-model or waterfall delivery). During these early lifecycle 
activities the business analyst will systematically analyze the 
solution either alone or with relevant project stakeholders to 
identify any product risks that are present in the solution. We 
are always guided to look for the improbable as well as the 
easy to identify.

This advice is still sound. There are specialist techniques4 we 
can use to help us identify risk that should be deployed, 
where appropriate. Typically, the business analyst will identify 

the importance of each risk to the business at the same time 
as identifying the risks, although sometimes these activities 
are separated. Whichever approach is taken, the Test 
Manager should be informed of the outcome of the initial 
assessment to enable the first draft of the test strategy to 
be created.

As the design is refined into functional and non-functional 
specifications and other detailed designs, the Business 
Analyst should refine their original assessment based on new 
information and design decisions that are made. At the end of 
each stage the Test Manager should be informed of the 
updates to the risk assessment so that these can be reflected 
in the testing strategy. Once the design work is complete, 
ownership of the product risk assessment passes to the 
Test Manager.

Our consideration is the issue of ownership of RBAT. We have 
already stated that the ownership of the outcomes changes 
over time; starting with the Business Analyst and then moving 
to the Test Manager. But there is still the matter of process 
ownership. Ownership should be at multiple levels. The 
Project Board (or steering committee), led by the Project 
Manager must own the outcome of the RBT activity at each 
agile cycle or waterfall / v-model milestone as the risk 
assessment changes depending on the outcome of the 
testing activity that has just been performed.

The Test Manager must own the implementation of the 
process as they are responsible for deriving how to test the 
biggest, most important or greatest impact risks. This split of 
process and outcome ownership ensures the overall solution 
delivery focuses on the right things at the right time with a 
transparency that keeps all stakeholders informed.

In traditional organizations the Quality Manager is custodian of 
all assurance processes. The Quality Manager therefore 
should own the need for the RBAT process to be followed. In 
organizations that don’t have this role, the assurance owner 
should own the need in the same way as the Quality Manager. 
Perhaps the Quality Plan should be resurrected to provide the 
assurance governance that is often missing.

5

3 MoSCoW is a requirements prioritisation scheme that identifies those 
solution areas that are Mandatory, Should be there, Could be there or Won’t 
be there this time.

4 OGC Management of Risk: Guidance to Practitioners Annex H



Case Study

Moving risk assessment to the earliest possible 
point

Early in the roll out of this process in our case study 
organization there was what turned out to be a 
compelling event in really understanding the power and 
value of a distributed risk-based assessment and 
test process.

The business analyst was assessing product risk after 
defining the first draft of detailed business requirements 
(the fact that these were business requirements is 
significant) and determined that there were some 
important product risks inherent in them – functionality 
hadn’t yet been specified to satisfy the need. This 
resulted in the business requirements being redrafted to 
remove some of those risks. For me this is a compelling 
event; by moving risk assessment to the earliest 
possible point in the delivery cycle, we have removed 
risk and saved significant amounts of money and rework 
later in the process. Just one “I hadn’t thought 
of that” moment on each project is likely to be 
sufficient to justify the extra investment in 
Business Analysts’ time.

the way we do itTesting

Strategy and Risk Grid

The Test Manager uses outputs from the risk-based 
assessment to create their test strategy. The assessment 
outcomes will list each risk area against an area of the 
proposed solution including its allocated risk value. For most 
applications a qualitative assessment of risk will have been 
sufficient but is likely to have been recorded numerically.
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Case Study

Using a Risk Grid

In our case study organization, there were ten risk 
values, see Figure 1 below of a typical Qualitative Risk 
Grid. These were divided into four risk classes (A – D) to 
enable effective product risk categorization for testing.

These classes were specified in the organizational test 
policy5 which had approval from senior stakeholders 
within the business. These risk classes were used to 
identify the degree of rigor to be applied to testing each 
class of risk. TMap NEXT® provides a recommendation 
on the different test design techniques that are 
appropriate for testing different types and criticality of 
risk.

This numeric representation then needs to be transformed into 
a manageable number of different risk classes. Otherwise we 
have too many risk values to handle effectively within the 
test strategy.

Guidance in the form of process documentation should be 
available to the test teams to guide them as to the best 
approaches to adopt for testing different types of risk. This 
again should be backed up by formal familiarization and 
training sessions to ensure consistent implementation of the 
approach. For Test Analysts in particular the adoption of a 
Risk-Based Testing process such as this may introduce 
testing techniques that they are not familiar with. Worked 
examples on the use of each test design technique are 
essential to ensure consistent implementation across the 
test team.

As testing progresses, the Test Manager is able to report to 
the Project Manager on the precise profile of product risk, 
based on the results of tests that are obtained relating to 
specific product risks.

The Project Manager is the recipient of information created 
as a result of adopting the risk-based assessment and test 
process and so there are few implementation issues to 
consider for them. What RBT will give them is the ability to 
really understand the full risk landscape on their project; it is 
no longer limited to a view of project risk enhanced by an 
incomplete understanding of product risk. This will then allow 
them to make informed decisions on whether to recommend 
live operation of a system to the business and to, perhaps for 
the first time, provide accurate reports to stakeholders on the 
solutions state of readiness for deployment.

Don’t forget their main role is to support and encourage an 
appropriate implementation of risk-based assessment and 
test on their project.
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5 Test Policy is a document that describes the purpose of testing, how it is to 
be measured, how system quality is to be assessed and how the testing 
delivery process will be assessed for improvement in the future.



Case Study

Embedding the approach

In our case study organization, formal 2 hour practical 
training sessions were mandatory for all members of the 
community. This ensured a consistent message and 
approach were defined.

It also allowed participants to ask questions, practice 
their new skills in a safe environment and learn about 
the benefits of using the technique. This 
training was supported by formal process 
documentation and How To guide.

the way we do itTesting

4.	 Provide a structured program of familiarization and 
training to all those involved or affected by 
the process

In order to implement the risk based assessment of business 
requirements a structured program of familiarization and 
training is required. This ensures all members of the business 
analyst community implement the approach in the same way.

When rolling out any significant change in the method of 
working we need to consider a number of factors. Strangely, 
the most important one isn’t the process itself! Change takes 
us into a period of uncertainty. What does it mean to me? Will 
I be able to do it? How will I be measured? Is my job or role 
at risk?

The change must therefore be managed through an effective 
strategy of open and direct communication. John Kotter6 
believes that Senior Managers - when implementing any 
business change that the vision is under communicated by a 
factor of ten and so whatever your communications strategy is 

– revisit it and make it really effective.

The strategy should include all impacted areas of the business. 
This will include testers, business analysts, project and 
program managers as well as other stakeholders.

Conclusion

The effective implementation of Risk-Based Assessment and 
Testing can quickly realize tangible benefits for an organization. 
The quality of deliverables starting with the statement of need 
(typically a requirements specification) is increased, because 
at each stage of delivery an assessment of risk is undertaken 
by appropriate project delivery specialists. The success of the 
implementation of RBT is dependent on a number of key 
factors: senior stakeholder buy-in; robust Risk-Based 
Assessment and Testing process and communication to all 
impacted roles in the project delivery process.

8 Let’s Move Risk-Based Testing into  the Business
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about how Sogeti and

Capgemini’s Testing 
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goals, please contact your 
local Sogeti or
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manager or our Global
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