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Introduction
Process control systems monitor and
control critical processes in businesses
such as electricity generation,
transmission and distribution, natural
gas and oil production and
distribution, petroleum products
refining, LNG plants and chemical
processing. A control system is a
combination of computer
workstations and servers, process
control equipment, sensors and
actuators and associated networks and
applications. These work in concert to
monitor variables such as
temperature, pressure level, etc., and
automatically make adjustments to
maintain preset specifications in a
technical process. In the upstream oil
and gas sector, these systems collect
sensor measurements and operational
data from the oilfield, process and
display the information to operators
and engineers, and relay control
commands to local or remote
equipment. In power generation,
process control systems are used for
the automatic start and stop of
generators, and generation load
dispatch. Similarly, in water pumping
stations, control systems provide
automatic start and stop of pumps to
ensure that sufficient water is kept in
tanks to meet consumer demands.

In the past, the PCD and office
domain have functioned
independently, each with its own
technologies and disciplines.
Increasing demands from the business
to provide users with real-time data or
remote access to field systems and
data have created the need to provide
more connectivity between the office
domain and PCD systems. In the last
ten years, use of open technical
architectures and protocols in process

control systems, field equipment and
wireless communications have
enabled giant leaps forward in
meeting these business demands.
These technologies now provide the
potential to optimise, integrate and
standardise operations. The business
benefits include improved access to
data, integrated applications across
diverse locations and operations,
optimised production, fast
implementation of new services,
increased mobility, and improved
safety. In 2006, the Norwegian Oil
Industry Association conducted an
Integrated Operations study to
quantify benefits. The conclusion was
that the potential value of integrated
operations for the Norwegian
Continental Shelf could lead to a 250
billion Nok value realisation by
20151.   

Process control systems have evolved
from relying on proprietary solutions
to using common off-the-shelf
hardware, operating systems and data
protocols. The dilemma is that this
same technology that enables better
operations and services also creates
increased risks of cyber attack.
Interconnectivity and shared domains
with suppliers, partners and internal
organisations provide potential entry
points for intruders. Cyber attacks can
originate from external or internal
sources, and can be initiated either
accidentally or intentionally. Internal
sources have been identified as
disgruntled employees, un-enforced
security policies due to inter-
departmental rifts, lack of user
training or poorly written code.2

Integration and
interconnectivity are creating a
new world of opportunities for
process control in the energy
industry. Process control
vendors are moving away from
stand-alone proprietary
systems to flexible
architectures and offering
value-added services. Real
business optimisation benefits
can be reaped through
improved data access,
integrated applications across
diverse locations, and the use
of common platforms,
interfaces and devices. To
mitigate security vulnerabilities,
most energy companies have a
process control domain (PCD)
security program underway.
Since the marketplace is
flooded with cyber security-
related tools and services,
there should not be a problem
with delivering process control
security without disrupting the
business - yet often there is.

Energy companies are facing a
new challenge: who owns the
business processes in the
PCD? Companies are not
struggling with technical
solutions, but with how to
embed security within their
business processes. As the
lines get blurrier between
technology domains, traditional
business roles and functions
are changing. The challenge is
to ensure that technology is
applied, managed and
maintained whilst truly
integrating with the business
processes to support the
business objectives.

1April 2006, The Norwegian Oil Industry Association, http://www.olf.no/english/news/?31335
22 007 Critical Infrastructure Institute
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Process control networks are essential
components of industrial operations
and are an integral part of national
infrastructures. Control room
operators must be able to rapidly
respond to an incident before it
becomes a crisis. An incident may not
just result in the loss of data – it could
develop into a chemical spill,
explosion, a national blackout5 or
production shutdown. 

The direst consequence resulting from
a deliberate cyber attack is a national
security breach. This risk has
propelled process control security into
a globally recognized energy industry
problem with focused governmental
attention.  In 2006, the U.S.
Department of Homeland Security
(DHS) led a full-scale cyber security
exercise (Cyber Storm) to test
communications, policies and
procedures in response to various
cyber attacks6. The importance of the
doing the exercise is explained in the
U.S. energy roadmap7.

“Control systems form the nervous
system of the North American energy
infrastructure. They encompass vast
networks of interconnected devices that
are essential in monitoring and
controlling the production and
distribution of energy in the electric
grid and the oil and gas infrastructure.
However, this span of control requires
control systems to communicate with
thousands of nodes and numerous
information systems – thus exposing
energy systems and other dependent
infrastructures to potential harm from
malevolent cyber attacks or accidents.”

Understanding the new scope
of risk
Process control network breaches can
have a significant impact on
operations, human safety, the
environment and a company’s
reputation. Companies need to
carefully balance business benefits
against risk when making technology
or procedural changes within the
PCD. Therefore, to take advantage of
new business opportunities,
companies must consider their
exposure to new threats and
understand the new scope of risk and
damages. 

Financially, the consequences of an
incident can be increased with
penalties and litigation costs in
addition to downtime, as in a
documented case where a hacker
broke into a U.S. power generation
company and subverted a data
historian into an online gaming server.
Although this attack was not
specifically directed at the process
control network, the company lost 1.5
days of emissions monitoring data and
was fined $1.5M in addition to
production loss, litigation and
recovery cost3.  Industry security
monitoring has now uncovered that a
trend of “hacking for profit” (covert
gathering and transmitting of
privileged information for sale) is
growing at an alarming rate4. 
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The DHS published eight major
findings from the Cyber Storm
exercise that included contingency
planning via risk assessment and
assignment of roles and
responsibilities, additional exercise
programs to strengthen cyber
responses, strategic communications
and improvement of process tools. The
U.S. developed educational and
training classes focused on PCD
security including web-based training
developed by the United States
Computer Emergency Readiness
Team8.  

Despite the abundance of security-
related services, products to build
competence and IT security standards,
energy companies face a significant
challenge that cannot be solved by
technological solutions. The
interconnectivity and integration
between technology domains also
demands a human interconnection.
Traditional business roles and
functions are changing. Cyber security
has become the “catalyst” that
demands that two domains must now
undergo radical change and link
people and processes that will provide
business continuity.

Organisational alignment
A risk management policy is essential
in resolving the security dilemma, but
formulating, enacting and enforcing
the policy requires close collaboration
between internal departments.
Companies may face a business
process ownership challenge: which
department takes the lead? The
inability of many companies to
address this challenge has led the U.S.
Department of Energy9 to list
governance and cultural change
within companies as the #1
vulnerability in a published top ten
list on PCD security issues.

3Critical Infrastructure Institute
4©2007 Byres Security Inc.
5August 14, 2003 Northeast Blackout Impact and Actions and Energy Policy Act of 2005, David W. Hilt, PE, North American Electric Reliability Counsel (http://www.nerc.com/)
6Fact Sheet: Cyber Storm Exercise, September 13, 2006, U.S. Department of Homeland Security
7Roadmap to Secure Control Systems in the Energy Sector, Sponsored by U.S. Department of Energy, U.S. Department of Homeland Security and prepared by Energetics Incorporated,

Columbia Maryland, January 2006
8http://www.us-cert.gov/control_systems/cstraining.html
9 U.S. Department Of Energy, National SCADA Test Bed Program, March 16, 2006



basis for secure PCDs to enable the
rapid adoption of incremental
improvements through iterative build
and standardise phases.

Awareness and understanding of
emerging threats and vulnerabilities
must become an integral part of a
company’s culture in order to devise
appropriate counter measures.

A vision of security-enabled
business processes 
In some energy segments,
governments have started to pass
legislation and perform security audits
that could lead to a regulatory
environment. Compliance
requirements similar to SOX11 and
HIPAA12 are expected within five
years13. The National Institute of
Standards and Technology has
released an initial draft of new
security guidelines for government IT
systems used for industrial control
processes. These guidelines are in a
revised appendix to NIST Special
Publication 800-53, “Recommended
Security Controls for Federal Information
Systems.”

In 2005, the U.S. government
established a forum of industry
players to create a strategic
framework, roadmap and vision for
process control systems cyber security
in the energy sector. The stated vision
focuses on business continuity and
national security14.

“In 10 years, control systems for
critical applications will be designed,
installed, operated and maintained to
survive an intentional cyber assault
with no loss of critical function.”.

•The organisational and management
models of the business are not
properly reflected in the IT solution.
In a multi-national business with
diverse operations, it may be
necessary and desirable to allow a
high degree of local freedom-to-act.

Managing security as a business
process means defining new working
relationships between system
operators, engineers, IT departments,
security specialists and business users
to achieve a common business
purpose. If the ownership challenge is
not resolved, it may cause significant
problems for companies trying to
develop cyber security and risk
management policies. 

Establishing effective
governance
Best practices which companies may
have gained from past business
transformations can pave the way in
establishing governance. Successful
transformation should be the outcome
of a joint effort where IT does what it
does best and operations does what it
does best. For a company to change
from a business-as-usual mindset to a
business continuity culture means
bridging the communications gap
between departments. 

A risk management policy must both
address the requirements for business
continuity and leave room for
business improvement, since new
technologies will continue to mature,
become more scalable, less expensive,
and deliver more sophisticated and
timely data. A robust risk
management policy can provide a

4

The ERP wave of the 1990s ushered
in new challenges in the office
domain, forcing CIOs/CTOs and
business managers to develop a
shared vision for software integration,
maintenance and international system
roll outs. Organisationally, another
important change occurred: an IT
representative gained a chair in most
corporate boardrooms. The immediate
result was better decision-making and
standardisation of tools and
techniques, triggered by IT posing the
question, “How can we create
repeatable, efficient and cost-effective
processes through IT that improve the
bottom line?”

IT/security functions have continued
to produce business value in the office
domain through centralized
infrastructure and services, risk
reduction, workflows and processes.
IT standardisation in the office
domain requires enforced conformity
and consistency from users but
standardisation may not be
appropriate in all domain situations.
This is especially true in the PCD,
where there is no one-size-fits-all
solution because each plant is unique
in size, operations and risk.
Regardless of the board influence IT
representatives have gained; they are
not connected to the production
business. So when a governance
decision is made to drive IT-enabled
business change in the PCD to
improve security, three major
problems are created10 : 

•The users are less inclined to adopt
the IT solution, claiming that it
doesn’t work for them.

•The top-down specification of
process workflows lacks flexibility
on the plant floor. 

1020 07 Lost in Translation, A handbook for Information Systems in the 21st Century, Nigel Green, Carl Bate, Evolved Technologist Press, NY, NY
11The Sarbanes-Oxley Act of 2002 (Pub. L. No. 107-204, 116 Stat. 745). Sarbanes-Oxley is a U.S. Federal law that contains 11 titles that describe specific mandates and requirements for

financial reporting.
12U.S. Health Insurance Portability & Accountability Act of 1996. for improved efficiency in healthcare delivery by standardizing electronic data interchange and protection of confidentiality

and security of health data through setting and enforcing standards. 
13Process Control Security Forum publications, www.pcsf.org

Roadmap to Secure Control Systems in the Energy Sector, U.S. Department of Energy and U.S. 
14Department of Homeland Security, prepared by Energetics Incorporated, January 2006.
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Forward-thinking companies will
interpret this regulatory climate as a
vehicle for business improvement to
capture the benefits of technology and
incorporate current best practices
from internal departments, strategic
business partners and vendors.
However, it would be a trap to focus
transformation on technology
solutions that will certainly provide
short-term health insurance, but will
not result in sustainable, profitable
growth based on robust, reliable and
secure operational efficiency. The
question becomes, how can security
processes enable my company to
thrive? The vision must be built
around how each part of the business
will contribute and leverage each
other, whilst satisfying regulatory
requirements, audits, and industry
compliancy, and promoting
production optimisation.

A company should consider the
breadth and depth of the security
program across multiple business
streams. Primary streams should be
selected on the basis of known
compliancy and high-risk facilities.
Multi-stream rollouts should include
reusable implementation components
to rapidly apply lessons learned.

How will your company report and
react to incidents internally and
externally? Is there a current IT
reporting system already in place that
could be expanded? Could an actively
monitored reporting system lessen
risk of threat occurrence in multiple
locations? How will your company
contribute to a deeper industry
understanding of cyber threats and
risks by sharing incident information?
The Industry Security Industry
Database15 tracks network cyber
incidents (malicious and accidental)
that directly impact industrial and

SCADA operations. The sanitised
incident data has been reported since
1994 for trend analysis and better
understanding of consequences and
protective measures.

To deliver the vision, you must first
transform work relationships between
the office and PCDs to achieve a
common business goal by making
operators/engineers sufficiently
knowledgeable about IT security
concepts and making IT/security
professionals sufficiently
knowledgeable in process control
objectives. In other words, bridge the
communication gap.

TTeerrmmiinnoollooggyy IITT//ooffffiiccee ddoommaaiinn PPrroocceessss CCoonnttrrooll DDoommaaiinn

SSeeccuurriittyy oobbjjeeccttiivvee
pprriioorriittiieess

11)) CCoonnffiiddeennttiiaalliittyy
22)) AAvvaaiillaabbiilliittyy
33)) IInntteeggrriittyy

11)) IInntteeggrriittyy
22)) AAvvaaiillaabbiilliittyy
33)) CCoonnffiiddeennttiiaalliittyy

DDoommaaiinn pprriioorriittyy SSeeccuurriittyy SSaaffeettyy

CCoommpplliiaannccee
BBaasseedd oonn ggeenneerriicc
ssttaannddaarrddss

SSiittee--ssppeecciiffiicc aanndd rriisskk--
bbaasseedd

CCoonnsseeqquueennccee
mmaannaaggeemmeenntt

SSuussppiicciioonn ooff tthhrreeaatt
rreeqquuiirreess iinntteerrvveennttiioonn

IInntteerrvveennttiioonn mmuusstt nnoott
ddiissrruupptt pprroocceessss ccoonnttrrooll
ffuunnccttiioonnaalliittyy

SSeeccuurriittyy ssttaannddaarrddss IISSOO//IIEECC 1177779999 IIEECC 6622444433 ((ddrraafftt))

EEqquuiippmmeenntt lliiffeettiimmee 55 yyeeaarrss 1155--2255 yyeeaarrss

AAccccoouunnttaabbiilliittyy GGlloobbaall LLooccaall

PPeerrffoorrmmaannccee HHiigghh tthhrroouugghhppuutt aanndd
ccoonnssiisstteenntt rreessppoonnssee

LLooww tthhrroouugghhppuutt aanndd
ttiimmee--ccrriittiiccaall rreessppoonnssee

AAvvaaiillaabbiilliittyy PPllaannnneedd oouuttaaggeess aarree
aacccceeppttaabbllee

SShhoorrtt oouuttaaggeess ccaauussee vveerryy
lloonngg pprroocceessss ddeellaayyss

SSeeccuurriittyy ffooccuuss DDaattaa aanndd tthhee sseerrvveerrss EEqquuiippmmeenntt uusseedd ffoorr
ccoonnttrrooll ooff pprroocceesssseess

SSyysstteemmss mmaannaaggeemmeenntt CCeennttrraallllyy mmaannaaggeedd VVeennddoorr--mmaannaaggeedd

Bridging the communication gap
Three critical success factors can act
as change agents:

•Establish a common language.
•Form trust relationships through
work teams.

•Encourage a collaborative working
environment with external groups.

11)) EEssttaabblliisshh aa ccoommmmoonn llaanngguuaaggee
Companies should create a common
language between functions, that
aligns the organisation and starts the
move from functionally focused
security to business-enabling security.
Over the decades, each domain has
developed a common terminology
with different contextual definitions.
The table illustrates typical differences
in definitions for what at first appears
as common terminology.

15© Byres Security Inc.
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time and resources from both
domains in external collaborative
work groups to:

• Reduce internal projects that are
already being addressed in the
industry.

• Participate in standards
development.

• Take advantage of external
knowledge sources.

• Enhance the technical vision. 

The Process Control Systems Forum17

has taken an international
coordination role in bringing together
collaborative workgroups and
interests groups to resolve a variety of
issues and broadcast specific news on
process control system security.

With the lack of standards, many
companies began to create their own
PCD security standards. However,
through international cooperative
work groups, ISA99 has completed
work on its Part 1 standard, Security
for Industrial Automation and Control
Systems: Concepts, Terminology and
Models. The standard is currently
before the American National
Standards Institute for final
approval18.

The DHS recently drafted a Catalog of
Control System Security Requirements19

to help facilitate the development of
control systems cyber security
industry standards. This catalog
contains practices that various
industry bodies have recommended to
increase the security of control
systems from both physical and cyber
attacks. Guidelines are also being
published in specific energy sectors20.

For standardisation, this table
illustrates that both domains have
security standards – but they are not
necessarily compatible or transferable.
Whilst many general IT standards and
procedures can be applied in the
PCD, some differences in approach
may be required so as not to impact
production nor affect the integrity of
safety systems. This means the typical
IT standardisation formula needs to
be adjusted and aligned with
standards16 for industrial control
system security.

22)) FFoorrmm ttrruusstt rreellaattiioonnsshhiippss tthhrroouugghh
wwoorrkk tteeaammss
The best way to create awareness
about the unique terminology used in
each domain is to assign joint domain
work teams to develop strategy, vision
and the resulting operational plan.
When teams work together, they will
create a common language built on
trust. This provides an opportunity
for team members from different
domains to explain and simplify their
terminology in a win/win
environment. A side benefit in
forming collaborative work teams is
the ability to expand competencies
beyond functional boundaries to
generate broader business
understanding. A key project to
launch would be collaborative risk
assessments that result in feasible risk
mitigating controls for both domains.

33)) EEnnccoouurraaggee aa ccoollllaabboorraattiivvee wwoorrkkiinngg
eennvviirroonnmmeenntt wwiitthh eexxtteerrnnaall ggrroouuppss 
Since 2005, collaboration has
occurring at many different levels,
including governments, vendors,
standards organisations, operators,
laboratories and educational facilities.
Companies should consider investing

The expectation is that individual
company standards will eventually be
replaced or made compliant with
international industry standards, as
these become mature21.

Developing the cyber security
policy 
A cyber security policy should specify
requirements for procedures, technical
architecture and assurance. During
implementation, a “defence-in-depth”
strategy should be used. This means
setting up multiple barriers to prevent
a security incident from occurring.
Typically this includes several levels of
network separation within the PCD,
and only allowing interconnections
between systems located in the PCD
and those in other networks via an
intermediate demilitarized zone
(DMZ). The DMZ is typically
comprised of firewalls, application
servers and data transfer services.

Should a security incident occur, the
defence-in-depth strategy puts in
place a number of response
mechanisms to limit the consequences
and quickly recover from the incident.
This “bow-tie” methodology may be
used to identify necessary controls for
causes and consequences and is an
excellent starting project for joint
domain work teams. It is essential to
direct the focus so that it is not only
on technology, but also on
organisational readiness; e.g. creation
of governance, ensuring that staff and
contractors have the correct
responsibilities, skills and training,
validating processes, and compliance
auditing.

16IEC 62443, Security for Industrial Process Measurement and Control (draft) 

ISA-99.00.01, Security for Industrial Automation and Control Systems, Part 1: Concepts, Terminology and Models, DRAFT 

ISA-99.00.02, Security for Industrial Automation and Control Systems, Part 2: Establishing an Industrial Automation and Control System Security Program, DRAFT
17https://www.pcsforum.org/
17http://www.isa.org/MSTemplate.cfm?MicrositeID=988&CommitteeID=6821
19Catalogue of Security Requirements (Draft), July 2007, Control Systems Security Program Idaho Falls, Idaho 83415
20The Norwegian Oil Industry Association has drafted a guideline to improve overall information security of the offshore industry and improve the safety and regularity of the operations on

the Norwegian Continental Shelf. LF Guideline No 104, Information Security Baseline Requirements for Process Control Safety and Support ICT Systems, Revision No 3, 01-04-1007

21 An exception is North American Electric Reliability Council with established Critical Infrastructure Protection (CIP) standards
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Conclusion
The leaps in new IT and
telecommunications technology
represent exciting opportunities for
energy companies in every sector –
from the competitive advantage to
find and produce difficult oil reserves
using digital oilfield of the future
concepts, to securing and optimising
refining and chemical production, to
safe and responsible distribution
through utilities. But huge technical
leaps can cause devastating falls, as
documented process control cyber
security incidents have proven. 
In this new era of security
consciousness companies can be
reactive and wait for change to affect
them, or they can be proactive and
embrace change to strive not only for
business continuity but continuous
business improvement. 

“A corporation is a living organism: it
has to continue to shed its skin.
Methods have to change. Focus has to
change. Values have to change. The
sum total of those changes is
transformation.”22

When developing security solutions to
meet the cyber security challenge, the
first steps should be in transforming
your organisation to become security
savvy, looking to the marketplace for
viable tools and training, and joining
collaborative work groups to influence
the global change.

Creating an implementation
blueprint 
A business continuity plan should
describe how an organisation prepares
and responds to future security
incidents that could jeopardise the
organisation's core mission and its
long-term health. This paper has
described a number of issues to
consider during preparation and
implementation of a cyber security
program in multiple domains. When
creating an implementation blueprint,
it is recommended that the following
actions be incorporated:

• Prepare a program charter
identifying business goals,
legislation or other compliancy
requirements, scope, budget,
governance and any business-
critical milestones. 

• Examine existing corporate cyber
security policies, standards,
processes, and technical solutions in
both domains.

• Identify where common solutions
can be leveraged. Develop a
common language for terminology.

• Develop new cyber security policies
and standards, which will be used
as the target specifications for
implementation and compliance.
This should be based on mature
industry standards.

• Within the scope of the program,
map the current level of compliance
with the target policies and
standards. Decide on a methodology
for risk assessment of non-
conformances. 

• Assess the level of risk associated
with areas of non-conformance by
performing threat and vulnerability
analyses. Use matrices illustrating
consequence against likelihood of
occurrence to prioritise mitigating
measures. 

•Using risk-based prioritisation,
identify the remedial measures to
include in an iterative
implementation program. e.g.
organisational, procedural,
technological and assurance
improvements and changes. Identify
and plan the remediation projects
and program milestones.

• Document any residual risk
acceptable to the business. Describe
how residual risk shall be regularly
re-assessed.

• Develop a change management
plan.

• Develop and pilot the remedial
measures. Verify that technical
solutions, processes and procedures
support the business needs.

• Develop sustainable organisational
readiness for the rollout.

•Rollout the solutions, whilst
ensuring that staff and contractors
have been adequately trained.

• Audit the implementation to ensure
compliance and to capture the need
for further improvements. 

22Andrew Grove, Intel Senior Advisor
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