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E

urope’s Global Data Protection Regulation (GDPR) is a
ground-breaking regulation that aims to put control over
personal data back into the hands of individuals. Sighting
this uphill task and fearing stricter regulatory action owing
to non-compliance, many organizations are scrambling to be
ready as soon as possible. In this report, we look beyond the
compliance side of GDPR and uncover the latent opportunity
that can help organizations gain individuals’ trust and
competitive advantage. We surveyed 6,000 individuals and
1,000 industry executives across eight countries to gather
their views on this subject (see Research Methodology for
more details). Our research affirms that:
• The GDPR is an opportunity waiting to be tapped –
individuals are more willing to engage with, and be more
loyal to, organizations that protect data, and going above
and beyond the GDPR brings even greater reward.

• However, most organizations are not ready to seize this
opportunity – significant work remains to be done to
increase not only compliance levels but also compliance
maturity and to bridge the gap between the preparedness
of organizations and the expectation of individuals.
• An immature approach will have significant
consequences because consumers are prepared to take
action if they are unhappy with organizations’ GDPR
compliance performance.
• To convert the GDPR from mandate to opportunity,
organizations must take a series of steps, ranging from
educating customers and citizens and winning their trust,
to building a culture of respect for personal data within the
organization.
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The GDPR is an opportunity
waiting to be tapped
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“Whatever the size of your organization, the GDPR is
essentially about trust. Building trusted relationships
with the public will enable you to sustainably build
your use of data and gain more value.”
Steve Wood, deputy commissioner for policy at the UK’s
Information Commissioner’s Office (ICO)1
Steve Wood’s words are a rallying cry to see Europe’s
General Data Protection Regulation as more than just a
compliance exercise. Instead, organizations should see it as
a significant opportunity to build consumer trust and turn
organizational data into value in a sustainable way. However,
despite this clear prize on offer, many organizations have
limited ambitions and a perfunctory approach to ensuring
compliance by the go-live date of May 25, 2018.

We surveyed 6,000 European consumers and 1,000 industry
executives to determine and quantify the wider GDPR
opportunity. Our research finds that complying with GDPR
– and going above and beyond its requirements – offers
significant benefits.

Compliance brings
immediate benefits
Our research shows that a narrow approach focused solely on
compliance ignores some of the upside. We show that getting
the GDPR right:
1.

Encourages consumers to spend more, as consumers who
trust organizations when it comes to data privacy are
willing to spend more
2. Enhances employee loyalty.

Figure 1. Consumers are willing to engage more with GDPR-compliant organizations.
As a consumer, which of the following have you done when you are convinced that the organization you are interacting with is
protecting your personal data? (Percentage of individuals)
33%
29%

28%

28%

16%
12%

Share your positive
experiences with
friends and family

Purchase more
products from the
organization
I have done it a few times

11%

Increase your
spend with the
organization

12%

Transact more
frequently with
the organization

Have done it regularly

Source: Capgemini Digital Transformation Institute GDPR Individuals Survey, March–April 2018.

More than one in three consumers

(39%) will spend more with an

organization when convinced that the
organization protects their personal data
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1. Consumers are more willing to engage with
organizations that protect data. When consumers
are convinced that an organization is protecting their
personal data in line with the GDPR mandate, nearly half
(49%) would share their positive experiences with friends
and family (see Figure 1). In addition, consumers have
already rewarded organizations that have better data
protection and are likely to do so again once the GDPR is
in effect:
–– 40% have transacted more frequently with the
organization, either a few times or on a regular basis
–– 39% have purchased more products
–– 39% have increased spend, with those who have
increased it spending as much as 24% more, for instance,
on premium or more expensive products and services.

“It [GDPR] will encourage marketers to talk to people when
they need something and not simply contact them about
something they might want. Rather than pushing products
using flaky data, we can handle data in a smart way to create
magic moments when people really require help,” says Rupert
Bedell, CMO of Unum, a leading insurance firm in the US
and UK.
2. GDPR compliance enhances employee loyalty. The
positive ripple effects of the GDPR are not just limited
to consumers. As Figure 2 shows, employees reward
their employers with higher loyalty and positive word-ofmouth when they are convinced that their employer is
protecting their personal data.

Figure 2. Employees turn into advocates of their employers when they are convinced that their personal data is protected.
As an employee, what have you done when you are convinced that the organization you are employed with is protecting your
personal data? (Percentage of employees who are likely to take these actions based on their past behavior)
42%
35%

34%

19%

Sharing my positive
experiences with
friends and family

Ranking the
organization high
on employer of
choice assessments

Providing
high employee
engagement ratings

Source: Capgemini Digital Transformation Institute GDPR Individuals Survey, March–April 2018.

More than one in three employees (35%)
are likely to provide high ratings to their employer
when convinced that their personal data is protected
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Providing
feedback and high
ratings on social
media

Going above and beyond
GDPR guidelines brings
even greater rewards
While achieving compliance makes good business sense,
our research found further untapped opportunity for
organizations willing to go one step further. Today’s
consumers are already thinking far beyond regulatory
compliance in how they evaluate organizations and decide
which ones receive their business. We find this in a significant
set of consumers (over one in five, or 22% of the population),
who we call “Data Rights Advocates.” These advocates expect
organizations to go above and beyond the GDPR mandate
and are willing to give more business and loyalty in exchange.
We identified three levels of consumers in terms of GDPR
expectations, ranging from those who are satisfied with a
basic level of compliance to those who want organizations to
go much further:
• Level 1 – Data-Indifferent consumers (45%). These
consumers are unaware of what the GDPR means for them
or believe that it makes no difference to them. They are
also indifferent toward the data privacy standards of the
organizations they deal with. For example, they do not
expect organizations to have very high security standards
that specifically focus on personal data.
• Level 2 – Data-Engaged consumers (34%). These
are consumers who expect above-average compliance
standards. For example, they want to hear from
organizations as GDPR-related changes are rolled out.
• Level 3 – Data Rights Advocates (22%). These are
consumers who expect organizations to go the extra mile
and provide a state-of-the-art experience when it comes
to personal data security and privacy. They will strongly
promote organizations that clearly and visibly demonstrate
their commitment to personal data privacy.

As Figure 3 shows, Data Rights Advocates provide the richest
rewards for organizations, in areas such as average extra
spend and willingness to promote the company:
• We asked consumers whether they increase their spend
when convinced that an organization is protecting their
personal data. Nearly half of Digital Rights Advocates have
done so in the past – more than other two categories. They
are also willing to increase their spend by an additional
14% – significantly more than consumers in the other
two categories.
• Data Rights Advocates are also likely to be strong
promoters (45%) of those organizations that demonstrate
a commitment to protect data rights. This is significantly
more than the Data-Engaged (18%) and Data-Indifferent
consumers (8%). The average NPS for organizations from
Data Rights Advocates only would be +15. But from DataEngaged and Data-Indifferent consumers, it would be -26
and -65 respectively.
Leading organizations recognize this opportunity and shape
their GDPR strategy around it. Marek Pietrzyk, security
project manager at the Swiss bank UBS, said: “Our goal was
to have a sophisticated system for protecting customer data
that can also be used as a way of differentiating us from our
competitors and of attracting new customers.”3

45% of Data Rights Advocates

will be promoters of organizations
that demonstrate a commitment to
protect data rights – more than the
other two consumer categories
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14%

Average increase in spend by
Data Rights Advocates when
convinced that an organization is
protecting their data

Figure 3. Customers reward organizations that go above and beyond.

Prize for going above and beyond GDPR compliance
45%

18%

14%
8%

8%

Share of promoters

Average increase in spend when convinced that
an organization is protecting their data

Data-Indiﬀerent Consumers

Data-Indifferent
Consumers (45%)
• Unaware of what the GDPR means
for them or think that it makes no
difference
• Are indifferent to data privacy
standards of organizations they deal
with
• Do not place a high emphasis on
engaging with the organization or
hearing from them about how the
GDPR will affect them
• Do not desire better control over
their data held by organizations

9%

Data-Engaged Consumers

Data-Engaged Consumers
(34%)
• Expect an above-average level of
GDPR compliance e.g. Simpler
privacy policies and a better
security standards
• Want to be kept engaged by
organizations and be rewarded for
their engagement
• Expect offers and promotions in
exchange for sharing personal
data in conformance with the GDPR

Data Rights Advocates

Data Rights Advocates
(22%)
• Expect organizations to go above
and beyond the GDPR
• Give high importance to: simple and
clear privacy policies, innovative
ways to manage their personal data,
and having best possible controls
over their data held by organizations
• Place a very high level of trust in
organizations that clearly and visibly
demonstrate their commitment to
data privacy

Capgemini Digital Transformation Institute GDPR Individuals Survey, March–April 2018, Capgemini Digital Transformation Institute Analysis.
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Who are the Data
Rights Advocates?
This cohort displays several
characteristics that set them apart
from others. They are a group who:

• Are aware of the GDPR and what it
means for them
• Place higher emphasis on data
privacy and security
• Expect organizations to follow the
GDPR in word and spirit (see
Figure below).

• More than half (53%) are fully aware of the GDPR and what it means for them
• About a third (30%) are millennials (<32 years of age)
• They expect very high standards of compliance
–– 91% expect organizations to go above and beyond GDPR to ensure personal
data privacy and security
• They are likely to take stricter actions against non-compliant organizations
–– 55% will reduce their spending with organizations they see as non-compliant
vs. 37% of all other consumers
• They are also likely to reward highly for higher standards of data protection
–– 48% will increase their spending and by upto 18% on average for receiving a
better experience with respect to the privacy and security of their data

Source: Capgemini Digital Transformation Institute GDPR Individuals Survey, March–April 2018, Capgemini
Digital Transformation Institute Analysis.
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The maturity challenge –
most organizations are not
equipped to seize the
GDPR advantage
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While the benefits of GDPR compliance are significant,
very few organizations are well positioned to seize the
opportunity. Reasons include:

• A failure to give the GDPR the attention it deserves, with
many taking a perfunctory approach
• Lack of preparedness
• A tendency to be out-of-sync with consumers’ data privacy
expectations.

One in two organizations has a perfunctory approach to the GDPR
Many organizations fail to give the GDPR the attention it
deserves:
• Nearly one in five organizations (19%) fail to make the
GDPR a top priority (see Figure 4).

• 31% feel that the sole purpose of their program is to
comply with the mandate by the deadline.
• Only around a quarter of organizations (28%) see the GDPR
as an opportunity to gain consumer trust and competitive
advantage, in addition to being a compliance mandate.

Figure 4. Nearly half of the organizations are taking a perfunctory approach to the GDPR.
Which of the following statements best describes your current approach to GDPR implementation

Beyond the compliance mandate and the
opportunity to our organization, the GDPR
will help us do the right thing to uphold
the privacy and security of personal data

22%

19%

28%
The GDPR, in addition to being a
compliance mandate, is an opportunity to
gain competitive advantage and consumer trust

GDPR implementation is not one of the highest
priorities for our organization

31%
The sole purpose of our GDPR program
is to comply with the mandate by the deadline

Numbers may not total to hundred, due to rounding.
Source: Capgemini Digital Transformation Institute GDPR Executive Survey, March–April 2018.

Only about one in four (28%)
organizations believe that the
GDPR is an opportunity in addition
to being a compliance mandate
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Nearly half of organizations are lagging in terms of compliance
One manifestation of this perfunctory approach is that most
organizations are still lagging in terms of compliance. As

Figure 5 shows, 51% of organizations are either lagging or
feel they will be only partially compliant by the deadline.

Figure 5. Nearly half of organizations are lagging even as the deadline looms
How ready is your organization for the GDPR?
We are completely compliant and will be
market leaders in GDPR implementation

We will be partially compliant by the time the
GDPR comes into eﬀect, as there is
still a long way to go
22%

12%

39%
Our organization is lagging behind
in GDPR implementation,
but we are working hard to become
ready by the time the GDPR comes into eﬀect

28%
We are largely compliant and
expect to clear all checks and audits by
data protection authorities

Source: Capgemini Digital Transformation Institute GDPR Executive Survey, March–April 2018.

When asked how long it would take to reach compliance,
85% said it would take more than three months – beyond the
GDPR go-live date. One in four organizations (26%) will not
be ready for the GDPR by the end of 2018, as Figure 6 shows.
“A sizeable number of organizations won’t be ready by the
deadline and beyond,” says the Data Protection Officer at a

large UK retailer. “The key would be to ensure that the basic
requirements of the law are adhered to. It also means being
able to demonstrate to data protection authorities that the
organization has put in place a foundation for the
GDPR and is working toward compliance at full speed.”

Figure 6. 85% of organizations are unprepared for the GDPR deadline.
Starting now (March-April 2018), how much longer will your organization take to be completely ready for the GDPR?
85%
29%

31%
17%

15%

6%

3%

12–15
months

>15 months

Total
<3
months

3–6
months

6–9
months

9–12
months

Source: Capgemini Digital Transformation Institute GDPR Executive Survey, March–April 2018.
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It is worth noting that although organizations are working
toward compliance, the maturity of the compliance will
vary across organizations. While many organizations will
at first be compliant using manual processes, some will
automate compliance requirements, and a few will likely take
a strategic view and set up robust processes and systems to
meet regular compliance obligations. As such, organizations
would continue to improve their maturity of their
compliance processes well beyond the date they become
GDPR compliant.

There is a significant perception gap between organizations
and consumers around consumer data privacy and security
performance:
• On average, 80% of executives believe that consumers
trust their organization with the privacy and security of
personal data
• But only 52% of consumers agree (see Figure 7).
This overconfidence can blind organizations to the
improvements they need to make in data practices and
prevent sufficient investment. Such organizations will
eventually lose out as consumers increasingly demand a bestin-class data protection experience.

Organizations are out-ofsync with consumers’ data
privacy expectations
Figure 7. Organizations overestimate consumer trust.

Do consumers trust organizations with the privacy and security of their personal data?
80%
52%

Overall

83%
61%

Italy

79%
62%

Spain

79%
52%

France
Executive view

77%

81%
52%

48%

Germany

80%

46%

United Kingdom Netherlands

74%
53%

Sweden

Consumer view

Source: Capgemini Digital Transformation Institute GDPR Executive and Individuals Survey, March–April 2018.

80% of executives

believe that consumers
trust their organization
with data privacy while only

52% of consumers agree
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The state of GDPR compliance
The US, UK, and Spain lead all other countries in GDPR compliance
GDPR compliance, by country
4%

3.3%

3.3%

3.7%

37%

45%

46%

63%

55%

United States

United
Kingdom

4.1%

3.1%

3.6%

3.7%

49%

49%

52%

59%

68%

54%

51%

51%

48%

41%

32%

Spain

Netherlands

Germany

Italy

France

Sweden

Largely or completely compliant

Lagging behind or partially compliant

Investment as share of global revenues

Manufacturing, Retail, and Utilities lead other sectors in GDPR compliance
GDPR compliance, by sector
4.1%
3.6%

2.9%

3.4%

3.7%

3.7%

3.8%

43%

45%

45%

48%

51%

51%

53%

65%

57%

55%

55%

52%

49%

49%

47%

35%

Manufacturing

Retail

Utilities

Telecommunications

Banks

Public services/
Government
services

Insurance

Automotive

Largely or completely compliant

Lagging behind or partially compliant

3.6%

Investment as share of global revenues

Based on executive responses to the question: “How ready is your organization for the GDPR? (please select one that applies to your organization) – completely
compliant, largely compliant, partially compliant by the deadline, and lagging behind.”
Source: Capgemini Digital Transformation Institute GDPR Executive Survey, March–April 2018.
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An immature approach
will have significant
consequences
#*@@#*@!*!
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Consumers will take action
if they are unhappy with
GDPR compliance levels

its GDPR mandate and failing to adequately protect their
personal data. We found that more than 70% of those
consumers who are likely to take some action (over 39% of
the overall population) will take actions such as removing
their data and stopping all business with the organization
they perceive to be in breach of the GDPR (see Figure 8).

More than half of consumers (57%) will likely take action
when they find out that an organization is in breach of

Figure 8. Consumers are likely to take prohibitive action against GDPR offenders.

Will you take action if the organization you are interacting with is not ensuring protection of your personal data?
43%
No

Yes
57%
Consumers are likely to take strict actions against organizations they
perceive to be in breach of the GDPR

71%

71%

75%

50%

I will request the
organization to port my data
to a diﬀerent organization

I will stop doing business
with the organization and
switch to some other
organization

I will reduce my spending/
business with the
organization and switch to
some other organization

I will request the
organization to erase the
data that they hold on me

Source: Capgemini Digital Transformation Institute GDPR Individuals Survey, March–April 2018.

57% of consumers are likely
to take action when they find
out that an organization is not
ensuring data privacy
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Executives around the
world underestimate the
extent of consumer activism
following GDPR go-live
Overall, 71% of executives believe that consumers will not
take significant action around their organization’s data
privacy and security practices, as Figure 9 shows. “We haven’t
seen any substantial increase in consumer interest in matters

of personal data protection. We don’t expect it to change much
beyond the GDPR deadline as well, unless there is any event
that draws media attention and widespread consumer interest
with it,” says a senior executive at a large European bank.
However, only 43% of consumers agree that they will likely
take no action. If the extent of individual action turns out to
be higher than anticipated, a large number of organizations
might find themselves underprepared to handle incoming
requests related to individual data, further eroding individual
trust in organizations’ data privacy practices.

Figure 9. Organizations underestimate the extent of individual action.
Percentage of executives who believe that individuals would not take signiﬁcant action after GDPR comes into eﬀect
vs.
Percentage of consumers who are likely to take no action when organization are not ensuring protection of personal data

69%

67%

69%
54%

39%

Spain

76%

74%

71%

55%

34%

United Kingdom

71%

69%

Italy

Netherlands
Executive view

45%

44%

39%

Sweden

France

Germany

43%

Overall

Consumer view

Source: Capgemini Digital Transformation Institute GDPR Executive and Individuals Survey, March–April 2018.

“

We haven’t seen any
substantial increase in
consumer interest in matters
of personal data protection.”
A senior executive at a
large European bank.
17

The action taken will
depend on level of trust
Once the GDPR is in effect, organizations that enjoy less
trust will receive more individual requests to delete their
data. As Figure 10 shows, 64% of consumers are likely to

request non-EU companies to delete their data if they find
organizations non-compliant once the GDPR comes into
effect, as only about 38% of consumers indicate high levels
of trust. But this drops to 49% for banks, which enjoy higher
levels of trust.

Figure 10. Organizations trusted less by individuals will face more significant action.

Comparison of consumers' level of trust and likelihood to have their data removed
67%

Your bank(s)

49%
65%

Your employer

49%

Alternative payment providers/ﬁntech ﬁrms
(PayPal/Google wallet/Square Cash, etc.)

58%
45%
58%
61%

Your insurer(s)

55%
56%

Governmental organizations

53%

Retailers (with physical stores)

69%
49%

E-commerce ﬁrms (with online only
operations –Amazon/Alibaba, etc.)

58%
44%

Telecom ﬁrms

61%

Internet companies (Google/
Facebook/Twitter/Snapchat, etc.)

39%

Non-EU companies doing
business in the EU

38%

Share of consumers that trust the organization

51%

64%
Share of consumers likely to request removal of data
if they ﬁnd organizations non-compliant

Source: Capgemini Digital Transformation Institute GDPR Individuals Survey, March–April 2018.
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This trend also holds true at a national level, as Figure 11 shows.
Figure 11. Individuals who trust organizations less are more likely to take action, by country.

individuals who trust organizations highly vs. those who are likely to have their data removed in case of
non-compliance, by country
62%

61%
53%

54%
52%

52%

41%
34%

Spain

48%
45%

46%
44%

Germany

Netherlands

38%

34%

Italy

Sweden

United Kingdom

Share of individuals who place a high level of trust in organizations

France

Share of individuals who are likely to request removal of their
data if they ﬁnd organizations non-compliant

Source: Capgemini Digital Transformation Institute GDPR Executive and Individuals Survey, March–April 2018.
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Individuals are most sensitive about their identity, contact information, and financial history

Once the GDPR comes into eﬀect, which types of data would you want to have deleted, if you no longer want them to
be used by the organization?

Social information (e.g., Connections with
other people, relationships, etc.)

8%

Location history

9%

Consumption habits (e.g., what youconsume,
quantity and frequency of consumption,
preferences, etc.)

9%

Spending habits

Communication records (e.g., emails, calls,
online messages, browsing, etc.)

12%

14%

Employment history(e.g., employer details,
compensation and beneﬁts, etc.)

Payment details/history

Demographic details (e.g., age, gender,
ethnicity, etc)

Financial details/history

Contact details (e.g., name, address,
email IDs, phone number, etc.)
Identiﬁcations, (e.g., Social Security number,
Passport, biometric data, etc.)

Source: Capgemini Digital Transformation Institute GDPR Executive and Individuals Survey, March–April 2018.
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24%

28%

32%

40%

51%

61%

What should organizations
do to convert the GDPR
mandate into an opportunity?
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To reap the rewards of the GDPR, organizations must shift
their perspective and view the GDPR not just as a compliance
mandate, but also as an opportunity to gain competitive
advantage and build trust with customers, employees, and
citizens. As Figure 12 shows, organizations need to take a

series of external and internal actions. Organizations must
accelerate the actions they take with their customer base
while rapidly building on a healthy data culture and investing
in key technology platforms.

Figure 12. Key actions required to convert the GDPR from mandate to opportunity

Educate

Educate individuals and
win their trust

Identify

Identify the Data-Rights
Advocates

Innovate

Drive innovation eﬀorts to help
individuals exercise greater
control over their data

Build

Build a culture of
respect for
personal data

Engage

Engage with individuals to
understand what matters

Invest

Ensure investments and
systems are in place for a
smooth GDPR roll-out.

External actions

Source: Capgemini Digital Transformation Institute Analysis.
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Internal actions

Accelerate customerfacing initiatives
Educate customers and
citizens to win their trust
Organizations need to start seeing the GDPR as an
opportunity to strengthen trust with customers and citizens.
One way to start doing this is to go beyond repurposing
existing information and creating basic educational content

and building awareness by running dedicated campaigns
with this content. As Figure 13 shows, less than half of
organizations have adopted most of these practices. Leading
organizations, such as UK retailer John Lewis, put significant
efforts into such initiatives. The company worked with a
creative agency to help design its communications strategy
for the GDPR.4 Steve Wright, the company’s group data
privacy and information security officer, said: “You’re going
to need a really good communications program […] Don’t just
send people the relevant [GDPR] articles. Create materials
they’ll understand.”

Figure 13. Leading organizations take consumer and citizen awareness seriously.

To what extent have you taken the following steps to create greater awareness about how your organization's GDPR
implementation will impact individuals? (Percentage of executives who regularly do it)
45%

43%

We have created educational content for individuals to
bring awareness about the GDPR

We run dedicated eduation campaigns about
GDPR across our communication channels with
our individuals

Source: Capgemini Digital Transformation Institute GDPR Executive Survey, March–April 2018.

Organizations can also bolster the trust individuals have in
them by demonstrating their commitment to data privacy.
Nearly three-quarters (71%) of consumers in our survey said
that they are likely to place higher trust in organizations
that clearly and visibly demonstrate their commitment to
upholding data privacy. The head of regulatory compliance

“

at a large European insurer echoed the insight: “We definitely
think it can be an advantage if the consumers know that their
data is being dealt with in a compliant manner, they would
trust us and they would like us more than companies who are
not able to show such compliance.”

You’re going to need a really good communications program
[…] Don’t just send people the relevant [GDPR] articles.
Create materials they’ll understand.”
Steve Wright, group data privacy and information
security officer, John Lewis
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Drive innovation efforts to help
individuals exercise greater
control over their data
Individuals want organizations to give them simple access to,
and control over, data privacy. Although, it is not mandated
by the regulatory framework, leading organizations have
been adopting innovative approaches to help individuals

exercise more control over their data. In a time of increasing
data breaches, individuals see this as a necessity and not the
luxury that organizations deem it to be.
As Figure 14 shows, individuals want a range of access
vehicles, ranging from data query forms to self-help portals
to dedicated call centers. For example, Google Takeout
allows users to export and download data from their
Google products.

Figure 14. Individuals are looking for innovative approaches to gain control over their data but organizations are lagging.

Use of innovative approaches will help organizations gain consumer trust
Dedicated contact persons/anonymous email IDs to
collect my queries and data-related requests

41%
61%
42%

Speciﬁc help desks dedicated to handling
personal data requests

46%

Self-service portals where I can browse and download
relevant data, e.g., Google Takeout

33%
44%

Automated processes to fetch and share the
data requested by me

28%

Periodic mails communicating how I can access my data e.g.,
Google account action mails

27%

Dedicated call center support to help me with
my queries on the GDPR

Percentage of organizations that have
implemented the approach

35%

30%
17%
28%

Percentage of consumers who view
these approaches favorably

Source: Capgemini Digital Transformation Institute GDPR Executive and Individuals Survey, March–April 2018.
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Identify the Data-Rights Advocates
among your customers and
convert them into ambassadors
Data Rights Advocates offer significant value if you can meet
their expectations. Understanding these individuals better
and improving engagement with them leads to positive word
of mouth. We found that 60% of these individuals would
be willing to share their positive experience of dealing with
an organization that protects their personal data with their
friends and family.
Organizations need to better understand the profile of this
segment and fine tune their marketing and communications
approach. This will be key because organizations need to
demonstrate high standards of GDPR compliance in order
to win over Data Rights Advocates. Organizations can
achieve this by showcasing certifications and seals provided
by industry associations and consumer rights groups. For
example, CNIL in France delivers “privacy seals” that allow
users to identify products and processes that assure a high
level of protection of personal data.5 Organizations would do
well to involve them in co-development of their GDPR-related
changes. Three in five consumers (61%) in or survey indicated
that they highly value being involved by organizations before
and during rollout of GDPR-related updates such as providing
feedback on privacy and data security measures.

Engage with individuals to
understand what matters
A senior GDPR executive at a large online payments
company believes individuals’ data privacy expectations
have considerably evolved: “More than ever, individuals
are aware of the value their data has for organizations.
Therefore, individuals are now much more conscious about the
potential abuse of the data if it is not controlled. They believe
safeguarding sensitive data is a hygiene factor now and they
are looking for more transparency, control, and prevention of
abuse of their data.”
A large banking group in Europe wanted to be more aligned
to changing customer expectations and overhauled its CRM
strategy to focus more on educating customers on financial
matters rather than product marketing. It conducted largescale research to find out what customers think of the bank’s
marketing strategy and how their data is used. As a result of
working hand-in-hand with actual customers on this research,
the bank got to know what mattered. Although consumers
trusted the company with their data, they were looking for
more relevant communication and help on topics such as
password protection and identity theft. This formed the basis
of the group’s new CRM strategy.

60% of Data Rights Advocates

would be willing to share their
positive experience of dealing with
an organization that protects their
personal data with their friends
and family.
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ever since. We have made sure that every employee handling
critical data has access to comprehensive documentation
and protocols to follow in crisis situations. All our employees
undergo mandatory online training that covers technical,
legal, and foundational aspects of personal data privacy
and security.”

Build a culture of respect
for personal data
Several executives we spoke with highlighted the crucial
nature of inculcating a culture of respect for personal
data among organizational team members. The sensitivity
involved in handling personal data must be understood
as widely as possible within and beyond organizational
boundaries through a concerted effort. As a senior executive
at the digital banking arm of a large European bank said: “We
realized early on that employee awareness is the key to data
protection in digital banking and have been working toward it

Leading organizations take steps to educate their employees
and make data privacy part of their organizational DNA (see
Figure 15). We defined leading organizations as organizations:
• That are fully compliant or largely compliant with the GDPR
• That believe the GDPR will help them do the right thing in
maintaining privacy and security of personal data.

Figure 15. Leading organizations lead the way in building a culture of respect for personal data.
To what extent have you taken the following steps? (Share of organizations that have implemented these to a great extent)
66%
51%
43%

33%

32%
22%

We provide additional training to
personal data-handling employees
to educate them about all the
changes that the GDPR brings

16%

17%

We have taken eﬀorts to ensure
that the entire organization is
aware of the GDPR mandate

All organizations

Leading organizations

8%

We are committed to upholding
individual right to privacy and the
GDPR is acting as a catalyst to ingrain
this into the DNA of our organization
Followers

Source: Capgemini Digital Transformation Institute GDPR Executive Survey, March–April 2018, 341 Leading organizations, 759 followers.

Ensure investments and systems are
in place for a smooth GDPR roll-out
Private organizations have stolen a march over public
organizations in terms of the core foundations for GDPR

compliance: setting up organization-wide systems and
processes and allocating sufficient budgets (see Figure 16).
The key foundations of any GDPR program, when done right,
they can go a long way in ensuring the success
of the initiative.

Two in three (66%) leading organizations provide
GDPR trainings to personal data-handling employees
whereas only 43% of the other organizations do so
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Figure 16. Public organizations need to put in more work on systems and investments to catch up with others.
To what extent has your organization implemented the following practices?
(Share of organizations implementing to a high extent)
84%
80%
68%

79%

Put organization wide systems and
processes in place to ensure
GDPR compliance

81%

84%
81%
68%

71%

Allocated suﬃcient budgets
across relevant functions to
implement the GDPR and also
sustain it over time

Adhered to a code of conduct
prepared by a business
association and approved by a
Data Protection Authority (DPA)

All organizations

Private organizations

Public organizations

Source: Capgemini Digital Transformation Institute GDPR Executive Survey, March–April 2018.

A large majority of private organizations have implemented
key activities related to GDPR compliance (see Figure 17).
These include data discovery and consent and individual

rights management. Most government organizations are yet
to implement them.

Figure 17. Private organizations have implemented key GDPR activities to a larger extent
How would you rate the level of implementation of your organization with respect to the following activities related to the
GDPR? (Share of organizations with a high level of implementation)
63%
59%

63%
60%

62%
57%

48%

45%

Data discovery

Consent and individual
rights’ management
All organizations

Private organizations

43%

GDPR assurance

Public organizations

Source: Capgemini Digital Transformation Institute GDPR Executive Survey, March–April 2018.
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Conclusion
GDPR is an excellent opportunity for organizations to gain
consumer trust and competitive advantage. To reap the
benefits, organizations now need to weave the key tenets of
the GDPR into their organization culture and ensure systems
and investments are in place. Working with individuals during
this journey will be key to winning their trust and rewards.
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Research Methodology
Consumer Survey:
We surveyed 6,000 consumers (aged 18 and above) across seven countries – France, Germany, Italy, Netherlands, the UK,
Sweden, and Spain. The survey was conducted in March-April 2018.

Sweden

18-21

60+

11%

9%

13%

Italy
25%
46-60

17%

11%

22-32

By Age

25%

United
Kingdom

By Country

11%

17%

France

Spain
17%

28%

17%

Netherlands

33-45

Germany

Executive Survey:
We surveyed 1,000 executives from organizations spread across eight countries – France, Germany, Italy, Netherlands, the UK,
the USA, Sweden, and Spain. The survey was conducted in March-April 2018.
Automotive

Sweden
Manufacturing
22%

8%

Utilities

8%

Retail

9%

Netherlands

9%

9%

15%

By Country

Germany

Spain
9%

Banks

22%
Public services/
Government services

14%

15%

15%

8%

By Sector

United States

15%
15%

8%

Italy
Insurance

United
Kingdom

France

Telecommunications

We also conducted in-depth discussions with senior executives from large organizations with more than $1 billion in annual
revenues each.
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Take full advantage of the unavoidable
opportunity with Capgemini’s GDPR services
Whatever stage of the journey you’re at, we can implement
practical solutions to help you meet compliance and
use data more strategically to benefit from the many
opportunities the GDPR offers–in terms of greater trust
and competitiveness. And we do so in the most costeffective way possible. Our thousands of professionals in
all regions deliver agility in both our working practices and
digital capabilities, providing strategic consultancy and
hands-on implementation across the GDPR lifecycle. They
ensure organizations get access to deep experience in the
domains that truly matter: Change Management and Digital
Transformation, Governance, Risk & Compliance, Security &
Protection and Data Management and Governance. We’re
able to design and hardwire increased trust across the entire
process, safeguarding the personal data rights of individual
citizens, customers and employees – and turning that into
wider operational and business gains.

organization and is the starting point for many aspects of the
GDPR, such as responding to access requests

Our approach to moving you towards GDPR compliance
and helping you take advantage of the opportunity, is
built around the comprehensive portfolio of modular and
scalable services below. If you’re not quite ready yet, we can
accelerate your GDPR journey. If you wonder whether you’ve
missed out on the advantages, the development of proof of
concepts can help guide decisions. If you need to make sure
you remain compliant our As-a-Service, cloud-based models
allow you to start small and cost effectively.

Pseudonymizing Services: Provides role-based access,
masked and anonymized data for purposes like testing,
marketing and analytics, and allows you to share data with
external and internal audiences.

Assessment Services: Delivers a view on your processing
compliance, strategic vision, GDPR awareness and integrates
all internal and external teams.
Program Services: Designs the program to get you moving
towards GDPR compliance and allows you to adapt and
customize GDPR principles to your specific challenges,
context, processes and culture.

Data lifecycle services: The GDPR requires organizations to
only use as much data as is required to successfully complete
a given task. It cannot be reused for another task purpose
without further consenta valid legal ground (such as consent).
Individuals have the right to request that their data to be
erased after a specific task, and our lifecycle services ensure
that care is taken during the creation, processing and disposal
of data.
Consent and Individual’s Rights Management Services:
Analyses where consent is needed and how it can be (re)
obtained. Implements processes and systems, which allow
individuals to invoke their rights, such as the right to access
their data and the right to be forgotten.

Data Protection Services: Defines and implements controls
and solutions to ensure the proper protection of structured
and unstructured data, and so reduce risk. Controls
include access, encryption, key management and database
access monitoring.
Breach Management and Reporting Services: Securityoperations-center-as-a-Service for monitoring external
threats and vulnerabilities, plus Data-leak-prevention-as-aService for monitoring personal data repositories and flows.
Assurance Services: Once you are compliant, our Assurance
Services ensure you remain so by monitoring, maintaining
and updating your systems, processes and policies

Data Discovery Services: Allows you to understand and
document where personal data exists throughout your
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