
Capgemini Managed Firewall Service provides organizations with a 
comprehensive firewall management solution that includes design, 
implementation, and end-to-end security operations support. Our 
security experience will enhances your operations and help make sure 
your firewall is secure. Firewall updates, rule changes, tuning, and 
24/7 monitoring by our security professionals are integral parts of our 
service – resulting in reduced operational costs and helps enable your 
staff to focus on core cybersecurity needs. 

Capgemini’s Managed Firewall Service is vendor neutral. Clients 
can leverage their current firewall investment, using leading 
firewall vendors.

A Trusted Leader in Firewall Management
Leverage our 15+ years of cybersecurity device management 
experience with market-leading firewalls and technology from:

• Cisco
• Juniper
• Check Point

Extensive Experience with Automated 
Firewall Policy Analysis

• Intranet / Extranet migrations 
• Firewall technology refreshes
• Policy cleanup and optimization
• Security risk detection and reporting 

Significant Device Management Operations 
Experience
• Experience integrating with client change processes 
• Experience with global clients – across a wide range of industries 

and markets.

Managed Firewall Services
Comprehensive Firewall Management Solution

Service Features:

• 24/7 Log monitoring

• Real-time threat monitoring 
and response

• Log threat detection

• Device provisioning and 
deployment

• Device configuration, health, 
tuning, and privileged user 
monitoring

• Updates and patch 
management

• Performance and availability 
management

• Backup and recovery

• Flexible SLAs to match the 
device criticality

• 24/7 escalation and context-
aware alerting

• On-demand device, security, 
and compliance reporting

• Assigned Service Delivery 
Manager 

• Assigned Certified Security 
Engineer

• PaloAlto
• Fortinet
• PulseSecure



About 
Capgemini

A global leader in consulting, technology services and 
digital transformation, Capgemini is at the forefront 
of innovation to address the entire breadth of clients’ 
opportunities in the evolving world of cloud, digital and 
platforms. Building on its strong 50-year heritage and 
deep industry-specific expertise, Capgemini enables 
organizations to realize their business ambitions 
through an array of services from strategy to operations. 
Capgemini is driven by the conviction that the business 
value of technology comes from and through people. It is 
a multicultural company of over 200,000 team members 
in more than 40 countries. The Group reported 2018 
global revenues of EUR 13.2 billion.

Learn more about us at

www.capgemini.com/cybersecurity

Extend your Internal Team
Firewall management is a resource-intensive task requiring a high level 
of experience to help prevent unauthorized access and costly breaches. 
Capgemini Managed Firewall Service optimizes firewall performance, 
reliability and security effectiveness by configuring, tuning, updating 
and monitoring your deployed firewalls 24/7.

Security Device Management Options 
Capgemini Managed Firewall Service provides choice – enabling you to 
best fit the solution to your needs. We offer multiple managed options 
ranging from consulting offerings to complete in-house operations.  
We design, implement and manage your security operations and 
solutions using a vendor-neutral approach, run by highly trained subject 
matter specialists operating in US-based primary and backup Security 
Operations Centers (SOCs.)

Time Tested Management Processes and Procedures
We customize our Standard Operating Procedures (SOPs) to fit your 
unique firewall environment and device management requirements. 
Our documented methods of procedures allow guidance for all 
operations. We provide enterprise level architecture assessments, to 
guide any development, deployment, and testing including performing 
testing as a proof-of-concept for new functions as needed. We layer our 
firewall management into your enterprise-wide cybersecurity policies.

Why Partner with Capgemini? 
For nearly two decades, we have managed the cybersecurity specific 
needs of the Global Fortune 2000. Our cybersecurity service is backed 
by one of only three commercial SOCs audited regularly by the US 
DHS and GSA. We manage cybersecurity in national security, critical 
infrastructure, healthcare and life sciences, and engineering and 
industrial organizations in 22 countries worldwide. We offer a choice 
of best-fit options for service deployment including 24x7 remote 
monitoring, fully hosted solutions, and both on-premises and hybrid 
cloud security implementations. Take advantage of our experience and 
our dedication to developing technology, processes and methods to 
effectively deliver cybersecurity solutions.

Next Step: 
Reduce cost and complexity of your firewall management. Talk to a 
highly-skilled Capgemini cybersecurity experts today.

Add on Features:

• Architecture, engineering, conversions, and 
deployment

• Circuit outage management and reporting 

• Out-of-band operational validation

• Advanced health monitoring 

• Critical incident response
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For further information, please contact: infra.global@capgemini.com


