CLOUD IN THE ENERG Y
SEC TOR
Untapped potential

MANAGEMENT
SUMMARY

The German energy industry has been characterized by three mega trends over the past decades.
These include liberalisation, which opened markets and allowed for competition, an energy
transition which decentralized large and bundled energy sources and supported renewable
energies, as well as digitalization. The latest trend is currently in its upward phase and can
immediately be utilized as a solution to some of the challenges derived from the other trends.
Digitalization can be defined as the distribution and integration of IT, as well as new technologies,
in our society. In the last decades, IT has become an important enabler of business by supporting
the improvement in the following areas:
• Scalability: Easy adjustments of capacities to fluctuating requirements/ user numbers.
• Flexibility: Improved reaction to market developments through simple integration of
new functionalities.
• Agility: Increased speed-to-market for the usage and development of new functionalities.
The key here is a multi-speed IT, which provides an environment within which solutions for new
market requirements can be developed and current processes can be stabilized. The setup of such
an IT environment can often be lengthy and cost-intensive, yet Cloud Technologies can provide
this multi-speed IT without having to compromise on high IT investments. They provide a virtual
environment, which stabilizes processes and allows for a quick and practical reaction to new
market requirements. Many use cases from various industries show how the way to the cloud
can be a very effective lever to gaining essential competitive advantages. Cloud add-on services
such as cognitive computing and analytics can increase interesting opportunities in the context of
digital transformation. The decision to utilize the Cloud does not lead to success by itself though;
decisive is a Cloud strategy appropriate for your company. Three key elements play an essential
role in the success of a cloud implementation. The selection of the most fitting service model
from:
• Software as a Service (SaaS)
• Platform as a Service (PaaS) and
• Infrastructure as a Service (IaaS)
the determination of the digital maturity level of the organization, and a holistic approach
regarding digital strategy.
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HEADWIND FOR UTILITIES
Over the past decades, the
megatrends of liberalization, energy
transition, and digitalization have had
a lasting effect on the energy industry.
That includes new business models,
processes and market participants.
This induces change across the entire
energy value chain and breaks open
established structures.
Liberalization: In the 1990s
competitive market conditions were
forced into the energy industry. A
discrimination-free access to all
energy value chain steps was enabled
for market participants. Suddenly,
also new market participants
could participate in energy trade,
production and free end-customer
sale, along with the traditional
vertically integrated energy suppliers
and municipalities.

Energy transition: By passing the
power saving law in the 1990s the
prerequisites for the energy transition
were set. For the first time, utility
companies are obliged to accept and
even reimburse the energy from
renewable conversion processes
provided by third parties. However,
the development and expansion of
renewable energies was boosted with
the approval of the first Renewable
Energy Sources Act (EEG) in the year
2000. Due, in large part, to the nuclear
disaster of Fukushima in 2011, the
energy transition gained tailwind
again. Additionally, the development
of renewable energies intensified
the pressure to lower price levels
of electricity and gas due to the
economic crisis.

It is becoming increasingly difficult
for energy companies to market
their own portfolios along the
value chain. Previously, market
prices were prescribed and own
generation capacities were intended
to “guarantee margin”. Today,
decentralised and volatile structures,
as well as the client as both a
consumer and producer (prosumer)
move into the foreground. Moreover,
as an effect of the financial crisis,
new regulatory conditions (EMIR,
REMIT, MiFfD2, MaStR, etc.) have
been implemented to ensure market
transparency and minimize financial
risks. These have created a heavily
regulated market environment
where established business models,
like those of the energy traders,
are questioned.
.

DIGITALISATION

ENERGY TRANSITION

LIBERALIZATION

Figure 1: The three mega trends of the energy industry
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Digitalization: The latest mega
trend, which sets the energy industry
under pressure, was, just like
liberalization and decentralization,
initially driven by regulation.
The “Digitalization of the energy
transition Act” is pushing ahead with
the use of intelligent measuring
systems in order to secure the
increasingly complex synchronization
performance between decentralized,
volatile, generation and load
structures. However, the dynamics
of digitalization go beyond this
regulatory framework. The pivotal
point is the (end) client. They require
products and services to be digitally
available or enhanced - in all areas
of life. Therefore, the intensified
competition around the ever
changing (end) client is an important
aspect along with the technical
necessity to ensure security of supply
in the grid.

Direct implications on the energy
industry
The three mega trends imply direct
challenges, which utility providers
must react to:
Integration of renewable energies
• Renewable energies increase the
complexity in the provisioning of
continuous electricity supply and
substantially increase expenses
during energy provision.
• Energy consumers transform
into both energy producing and
consuming market participants,
the so called „prosumers”.
For energy companies, high
investments are necessary to
create secure interfaces and thus
ensure a consistent energy supply
nationwide.

“

Without serving the
customer interface
with new, innovative
products and business
models, energy
providers are being
replaced by digital
players at the
infrastructure level.”

Without serving the customer
interface with new, innovative
products and business models,
energy providers are being
replaced by digital players at the
infrastructure level.
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Strict regulatory environment
• The implementation of operations
and security related standards (EMIR,
REMIT, MiFiD 2, MaStR, KRITIS, etc.)
generates additional costs for the
business when supplying energy.

Growing amount of data
• The importance of digital data is
increasing. Specific knowledge,
as well as a holistic approach are
required to enable the collection and
analysis of this data.

Increasing competition
• Falling wholesale prices for
electricity and gas lead to a
significant value reduction of the
own generation portfolio.

• Disruptions from new competitors
usually arise outside the core
business areas of utilities by shifting
assets to informational values, eg.
the customer interface.

• Trading gets increasingly short term.
Liquidity, volatility, and margin
potential are decreasing with
simultaneously increasing risks.

Efficiency and operational excellence
• The persisting pressure on improving
the margin forces energy suppliers
to seize opportunities to lower
costs and increase automation
potentials in all areas from technical
management to customer processes.

• The competition around the
customer is becoming intense –
without new digital products and
business models the established
energy suppliers will be displaced
by digital players that are close to
their customers.
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However, utility providers have
recognized that new opportunities
have emerged from changing market
conditions. The have started to
develop new innovative products,
services and business models through
the usage of new technologies.

With these, they have been able
to propel their transformation to
digital energy service providers. Key
words like Smart Home, Smart Grid,
Virtual Power Plants, and Connected
Building are quoted often for private
and commercial customers in the
media. This gives the impression that
the underlying concepts are further
developed for the users than they
actually are. The frequent use of
buzzwords is deceptive; the transition
to a truly digital energy industry is still
at an early stage and although many
individual digital initiatives have led to
competitive advantages for a select
few, the long term benefit can only be
yielded through a total transformation.

Cloud in the Energy Sector

This total transformation to a digital
energy service provider, known as
digital transformation, stretches
across four dimensions:
1. Customer experience
2. Operative business
3. Business model
4. Basis
Customer experience: The new
customer is connected, informed
and active: Comparing energy tariffs
online, exchanging experiences
with other internet users, giving
recommendations and changing the
provider with a few clicks. Additionally,
the new customer sets expectations
of new offers and services based
on experiences from other, already
strongly digitalized, branches like
the telecommunication, retail or
media sector. The customer expects
an enhanced customer experience
and demands new possibilities, to
contribute actively.
Operative business: With the help
of measures to increase the operative
excellence, utilities try to hold out
against the persistent margin- and cost
pressure in their core business areas.
They are increasingly looking into the

automation of their processes, from
back office to business management
to the customer interface. Especially
here service automation potential
and increased sales can be realised
through a better understanding of the
customer journey.
This not only realises a significant
(process-) cost reduction, but also
higher perceived customer service
level is reached. On the other side
new, mostly manual, reporting
processes are automated to fulfil
regulatory requirements. The
digitalization enables utilities to make
old, unattractive business models
profitable again.
Business model: Digitalization means
much more than the digitalization
of existing business processes or
the customer experience. It mainly
brings the possibility - and even the
necessity – to develop and implement
new business models. They range from
smart home apps to the provisioning of
platform functions and offer a not yet
foreseeable scope of opportunities.

enable digitalization on a human
and organizational level (Change
Management), IT obtains a totally new
meaning in the age of digitalization.
It becomes an enabler for innovative
business models, optimization of
business processes and reconstruction
of the customer journey.
A key focus of IT in the future must
be, to demonstrate the potential of
new technology. This includes not only
accompanying the business in digital
transformation but also ensuring
operative excellence. A trend can
be observed - own developed core
business applications are replaced
by commercial standard software
solutions. Classic examples in this
context include the booming business
with ETRM-software in energy
trading as well as CRM solutions in
(energy-) sales. The historically grown
IT applications, which are still mostly
based on spreadsheet software are no
longer able to handle the new, digitally
driven business requirements.

Basis: Crucial for the dimensions
1-3 are required competences in the
basic areas of organization, IT and
culture. While culture and organization

Figure 2: the four dimensions of a digital transformation
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THE KEY LIES IN A
M U LT I - S P E E D I T
Figure 3: Capgemini multispeed-IT-approach
Treated:

Type of
change
Create
Innovations

Proven new concepts to gain an innovative lead

New business ideas, smart digital
products and services
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but oﬀers diﬀerentiation to the competition
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Generate
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End of diﬀerentiation
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systems

End of life

Fast
< daily/weekly
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< monthly
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changes
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In the highly competitive energy
markets, inefficient IT processes
and structures lead to negative
effects on company performance
and consequently a clear competitive
disadvantage. If as a result of
digitalization, the business is
transforming, the requirements on
IT are also transforming. In order
to deal with the increasing pace
and to be able to drive the digital
transformation, a quick reactivity to
change is inevitable. This requires
an IT that can act fast and flexible to
the same extent. Moreover, ongoing
processes must be continued in a
stable and reliable way. Different
requirements for IT start to arise. To
meet those requirements, a divided
approach has proven most effective.
While one division is oriented to
day-to-day business support and
follows traditional development
cycles, another division provides an
environment in which new ideas for
the business can be tested, developed,
and brought to market by agile teams.
In summary, this IT must cover four
basic requirements:
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• Scalability: Easily adjust capacity to
fluctuating demand/number of users
- to reduce the costs and enable
growth

• Agility: Increased speed-to-market
for the development and use of
innovations - to make products &
services available faster

pricing models. The only way to do
that is to use Cloud technologies.
In contrast to the tedious and costly
set-up of traditional systems, Cloud
based IT resources are available
on demand, are paid per use, and
enable the creation of highly efficient
automated IT and the use of DevOps.
However, choosing Cloud does not
necessarily lead to success. Crucial
is a Cloud strategy suitable for the
company

• Stability: Protection of business
processes through trouble-free
operation of the traditional IT
infrastructure

In the following sections, the term
Cloud just as possibilities for leveraging
the mentioned as well as other
potentials will be discussed.

• Flexibility: Improved response to
market developments through easier
integration of new functionality

Setting up such a multispeed IT
in the company, usually involves
high investments and binds a lot
of resources. This often leads to
the situation that a decision about
urgently needed IT investments fails
due to the overwhelming costs of
possibly unused IT resources and the
long implementation time. However,
required are very fast availability of
resources and scalable capacities,
access to innovations and flexible

Cloud in the Energy Sector

T H E R O L E O F C LO U D I N
D I G I TA L T R A N S F O R M AT I O N
The term Cloud has existed since the
beginning of the 20th century and
has since been interpreted in many
ways. Often it is not clear how Cloud
technology can and should be used
as a key competitive advantage in the
digital era.
The use of Cloud technologies is
a particularly effective lever for
businesses to evolve from the
“traditional on-premise” solution,
which is essentially maintained,
further developed and operated by
the company’s IT, to an externally
sourced on-demand model. Within
seconds, businesses get access to
almost unlimited computing power.
Some have already made use of this
competitive advantage.
Examples from other industries
Netflix: One of the most prominent
examples of Cloud’s successful support
of a business model is Netflix. The
streaming provider already recognized
in 2008 that flexibility and scalability
are essential to counteract peaks in
the use of their streaming services. In
2015, for example, these accounted
for 37% of total North American
Internet traffic.

Outsourcing to the Cloud enabled
Netflix to automatically increase
capacity to serve peaks, to shut down
when not in use, and pay only for the
actual capacity used. For this reason,
the company operates its platform
entirely on Amazon Web Services
(AWS), the current largest provider of
Cloud infrastructure with an estimated
two million plus physical servers and
over 33% market share (April 2017).
Despite continuous growth with
more than 1,000 times the streaming
volume since 2008, adding many
more resource-intensive features
and processing ever-increasing
amounts of data, Netflix can reliably
deliver its streaming offering with
99.99% availability. Additionally, the
costs per streamed title have fallen
sharply. Another positive effect is
the release of previously allocated
IT capacities. Instead of tying up
significant resources to run their own
vast IT infrastructure, they were able
to devote them to more value-adding
activities after migrating to the Cloud.
Zalando: Zalando has also recognized
the added value of the Cloud. Initial
attempts to create their own Cloud
infrastructure in 2013 failed. Similar to
Netflix, the company then switched to
the AWS Cloud as part of its “Radical
Agility” concept. This example shows
that a Cloud infrastructure does
not necessarily have to be self-built.
Instead, proven market Cloud solutions
can often be more attractive.

However, EVU and energy service
providers are still at a very early stage
and are just starting to explore the
spectrum of Cloud opportunities
for themselves. The most common
reasons for the restraint in the energy
sector are the lack of skills, concern
about insufficient data security,
violations of compliance and the
non-transparent costs as well as the
underlying complexity (Figure 4). The
survey clearly shows that many energy
companies lack an understanding of
the possibilities and capabilities of
today’s Cloud solutions and providers.
Consequently, Cloud-based solutions
are only partially implemented.

“

According to
Gartner, by 2020, an
enterprise-wide; “No
Cloud” policy will be
as rare as a “no
internet” policy today”
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Figure 4: Survey Findings "Expected Cloud Transformation Challenges in the Energy Sector"
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To raise the Cloud’s potential sensibly and efficiently, one must
understand first which technology
fits the company. In addition to the
question of the deployment model,
above all the depth of Cloud services
need to be clarified. Modern Cloud
providers essentially offer three
basic on-demand service models:
Infrastructure as a Service (IaaS),
Platform as a Service (PaaS) and
Software as a Service (SaaS) (Figure 5).
With Infrastructure as a Service
(IaaS) infrastructure components
such as virtual machines are
automatically made available via a selfservice portal in any quantity. Instead
of waiting days and weeks to create
and configure a virtual machine, a
developer can select a pre-configured
virtual machine on a management
surface with one click and use it
minutes later.
A Platform as a Service (PaaS)layer automates the provision
of a development and operating
environment. The management of
databases, security, integration,
development tools, associated
test and release processes
and the management of the
operating environment are
consistently automated.

Software as a Service (SaaS) delivers
ready-made applications that can be
used directly by the customer as a web
application. Operation, development
and maintenance of the software are
carried out by the SaaS provider.
IaaS and PaaS can be operated both
as a private Cloud on dedicated
machines and as a public Cloud on
shared machines. A private Cloud
environment can be operated within a
company’s own data centres or hosted
by a provider, whereas a public Cloud
environment is always operated by an
IT provider. SaaS, on the other hand,

“

Cost is always the
conversation starter.
Agility, though, is
probably the single
biggest reason that
enterprises move to the
Cloud.“
Andy Jassy,
CEO of Amazon Web Services

operates only as a public Cloud. In a
private Cloud, the elasticity of Cloud
capacity is typically limited by the
limited data centre resources. Large
public Cloud providers like AWS
continuously invest in their data
centres and have millions of physical
servers in globally distributed data
centres at their disposal. Therefore,
they are able to react much more
flexibly to high load peaks and scale
capacities automatically.
Moreover, Cloud providers offer
innovative Cloud value-added services
such as Artificial Intelligence and
Cognitive Computing and Analytics,
which offer exciting potential for
improving customer interaction,
automation and business model
innovation.
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POTENTIAL S THROUGH
CLOUD SERVICE S
Figure 6: Cloud increases agility, improves quality and helps reduce costs
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Traditionally, applications are developed
and operated on a manually provided
application stack. Virtual machines are
set up, integrated and secured into
the enterprise IT on physical machines
(server / computer, network, storage). A
developer waits several days, or in some
companies even weeks, for a virtual
machine deployment. Subsequently,
development and test environments
are set up to develop or install
applications (e.g. standard software
such as SAP). The deployment and
customization of IT environments for
development, test and production and
the manual test and release processes
lead to long development and release
times. The release of new features and
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enhancements typically takes months,
ideally weeks.
In contrast, the introduction of IaaSund PaaS components leads to an
automated provisioning of the relevant
infrastructure component. In a fully
automated PaaS environment, a
developer only has to write the code
and pass it onto the platform. The
test and release of the new code
is automated.
It is therefore possible to provide new
ready-to-use functions within hours or
minutes with agile methods.
Cloud management and maintenance
as well as integration with enterprise IT

and other Cloud environments are also
automated through Cloud management
platforms / Cloud orchestration
software and integration platforms
(such as Capgemini iPaaS).
These levers enable companies to
respond quickly to customer and market
needs, i.e. regulatory requirements. At
the same time, compared to traditional
solutions, total costs are reduced
by up to 40%. The consequent use of
Cloud technology enables PSCs to focus
on value-adding processes and not be
hindered by IT-technical necessities.
PSCs, however, have not had
enough confidence in data security
in the past, focusing instead on

Cloud in the Energy Sector

ready-to-use standard applications
that are made available as Software
as a Service from the Cloud. Recently,
however, large Cloud providers for
IT infrastructure and application
development that heavily invest
in security, regional data centres,
availability, performance, scalability
and innovation for Cloud technology
have established themselves. CIOs
from well-known companies are even
convinced that the data centres of large
Cloud providers (e.g. AWS, Microsoft,
Capgemini, SAP) are more secure than
their own.

Not all used applications are suitable
for migration into a Cloud environment,
so that an application analysis must
first identify those with high business
benefits and high efficiency potentials.
The Cloud transition therefore requires
strategic considerations, robust
business cases and a clear roadmap that
considers organizational, architectural
and procedural aspects.

“

The use of a
suitable Cloud
technology reduces the
deployment time of a
virtual environment by
a factor of 10,000“
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CLOUD USE C A SE S FROM
THE ENERGY INDUSTRY
Figure 7: Use of Cloud technologies along the energy value chain (abstract)
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Despite the poor placement when
it comes to the degree of digital
transformation, many applications of
Cloud technologies can be found in
the energy industry today. To classify
them more easily, the energy sector
value chain was divided along the
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three Cloud service models
(Figure 7). It becomes clear that
various software use cases can
be found in the upper third, the
SaaS model. Additionally, in the
lower third, computing and storage
performance is primarily provided

through the IaaS model. It must be
noted that figure 7 only represents
and excerpt; four key benefits can
additionally be realized using Cloud
technologies.

Scalability: Easy adjustment of capacity to
ﬂuctuating requirements

Agility: Increased
Speed-to-Market for the
development of new
functionality

Flexibility: Improved reaction
to market developments
through simpler integration
of new functions

Financial beneﬁts: Lower
TCO for IT-Systems

Cloud in the Energy Sector

Selected use cases from the energy industry

London, UK •

Reduction of licensing
fees by 2.0 million Euro
Per year

Purchasing system not
scalable and heterogneous
High complexity of the system
Collaboration along the
supply chain is not optimal
System is not suitable for
company‘s growth plan
Goal: Cost saving, improved
client experience

Value chain:

IaaS

88,000 employees • 75.7 billion Euros in sales

Management of 100%
of Suppliers with SAP

Increasing the use of
The existing product
catalog by 45 %

Challenges:

IaaS Rome, Italy •

SaaS

24.000 Employees • EUR 18.8 billion in sales

Solutions:
Launch of a Cloud-based
B2B- sourcing and
purchasing platform
Complete integration with
existing SAP systems
possible (ERP and Supplier
Relationship Management)

Cost cutting for storage
and. Computing power
by 60% or 20%

Autonomous supply
of the DevOps-Teams
with memory and
processing power

High reliability, 99.9%
availability

Reduction of IT service
delivery time by 90 %

Challenges:

Solutions:

Group strategy until 2019:
Digitization of the business
and development of new
digital business models

Migration of 9500 servers
and 1700 applications to
the AWS Public Cloud at
locations in 30 countries

Process improvement and
eﬃciency increase

Own and external data
centres are replaced by
Cloud services

14% increase in sales; Cost
reductions of 8%
Goal: Cost saving, improved
client experience

Value chain:
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T H E WAY TO T H E C LO U D
Figure 8: Capgemini`s set of industry-proven Cloud capabilities
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an agile IT service partner that
drives innovation in fast changing
environments and thus significantly
contributes to competitive
advantage and corporate success.
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For Cloud solutions to fully access
the previously presented potentials
and thus become a successful
enabler of the digital transformation
for Energy & Utility Companies,
Capgemini has developed a multilayered “Cloud transformation
approach”. The approach covers 8 key
Cloud capabilities which companies
should consider during their
Cloud transformation.
The illustrated capabilities are
applicable across industries and
will be described in more detail in
this section.
N

Assessing Cloud-Maturity
within the Organization

Understanding the As-Is
situation is the first step of each
transformation and ensures a good
understanding about the current
state of the underlying IT and
business environment. The focus
of this assessment is typically a
detailed analysis of the application-,
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Definition of the Cloud
IT- Operating model

infrastructure landscape as well as
core business and IT processes. The
assessment provides a clear picture
regarding the overall Cloud readiness
of the organization. In other words, it
shows which components are Cloud
ready and which are not and indicates
how much effort and change is
required on the Cloud journey.
Developing a clear CloudTarget picture
Based on the Cloud maturity
assessment and in alignment with
existing business goals, the Cloud
target picture e.g. a clear Cloud
strategy should be developed. The
Cloud target picture must reflect
the overall business objectives and
state which business processes will
be supported and strengthened by
the Cloud transformation. Having a
clearly formulated Cloud strategy is a
starting point from which smaller and
more tangible target pictures can be
derived and set as a baseline for the
Cloud transformation plan.

The costs of Cloud transformation
and the expected monetary
benefits are key for any Cloud
decision. Besides the initial costs
for the technology implementation
itself it is crucial to consider costs
arising from existing contracts as
well as the transition expenditures
of parallel operations of the
on-premise environment and the new
Cloud solution.
There are expected savings due to
the need-based usage of IT resources
and the shorter time to market
for new technology components
which go hand in hand with a faster
access to new business models
and associated revenue potentials.
Moreover, operational costs for the
development of digital business
solutions decrease significantly.

Cloud in the Energy Sector

Design of a safe
Cloud-target architecture
The centrepiece of every Cloud
introduction remains the underlying
architecture. The complexity of the
Cloud transformation significantly
depends on the Cloud maturity of
the application- and infrastructure
landscape. The lower the degree of
maturity, the higher the complexity
and the higher the effort required to
build up the necessary technical basis
for a successful Cloud transformation.
Especially for EVUs, which in most
cases still have a very traditional
infrastructure with a lower degree of
Cloud maturity the development of
active programming interfaces (APIs)
for the integration of SaaS, IaaS
and PaaS is a big challenge and
requires high efforts and bears
a high risk with respect to data
security breaches. These factors
must be carefully considered before
embarking on the Cloud journey.
A further challenge for EVUs

integrating Cloud technologies into
ongoing standard processes and
legacy infrastructure is the sufficient
recognition of new regulatory
requirements such as EMIR, REMIT,
MiFiD 2, MaStR as well as the
integration of future oriented Cloud
value-added services such as artificial
intelligence, cognitive computing
and analytics which can become
very crucial for EVUs in future. All
the above-mentioned factors must
be carefully considered and placed
in the Target-Cloud Architecture.
Besides knowing the involved
Infrastructure elements, a holistic
understanding of the end-to-end
data flow is another critical success
factor in designing a safe futureoriented target Cloud architecture.
Creating a common
Cloud-culture

Cloud transformation. As shown, a
Cloud transformation implies farreaching organizational impacts e.g.
changes in the collaboration between
IT and business as well as adjustments
in existing support processes which
also includes the involvement of
partners and end consumers. In
addition to the commitment of top
management for the Cloud initiative,
the success of a Cloud transformation
significantly depends on the right
involvement of key employees and
the effective enablement through
training initiatives. Accessing the
complete potential of Cloud can
only be accomplished through a
proper cultural shift towards an
agile, customer-focused future,
which requires an effective changeManagement- concept which ensures
an effective approach right from the
beginning.

Beyond the technical capabilities, it
is important to ensure that people’s
needs are identified and addressed
carefully before, during and after the

“

The role of IT is
transforming from a
reactive development
department to an agile
IT service partner who
collaborates closely
with the business to
drive innovation and
significantly contributes
to competitive
advantage and
corporate success”
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