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The Role of IT as Business Enabler and Influencer changes completely with the Digital Transformation 

power. This touches all parts of Business, as well as IT, from the handling of requirements in the 

core development to operations, including the platforms used.

I am often asked by our customers to provide support in this dynamic and fast moving environment. 

But it is obvious that “one fits all” is no longer appropriate. So I am happy to be able to offer a 

collection of patterns developed by APPS Evolve!, our research and development department 

for software engineering and architecture in the Digital Era.

These patterns can be installed into the different situations and can help to find the right decisions 

in the challenging Digital Journey companies are taking.

Munich, March 2016

Dr. Uwe Dumslaff
Chief Technology Officer 

and Corporate Vice President
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Digital Transformation is a buzzword, not only used by those within IT, but also by those whose 

business is affected by the ongoing changes. So let’s have a closer look at what we are talking 

about.

IT has been changing the business of other professions for the last few decades. Now the IT 

business itself is changing: new players are taking over existing business models and delivering 

them with constantly decreasing prices. Completely new business models are rising, some of 

them replacing existing ones and making them obsolete. This forces companies to think about 

their business model, about their strengths and the products they want to deliver tomorrow. Many 

of the new business models are based on technology changes and at the same time drive IT 

disruptions by themselves in all areas including:

• Technology

• Delivery Models

• Payment Models

At the same time, the already existing time and cost pressure for all kinds of products, including 

IT, is still increasing. Even if this still seems to be normal change, there are big disruptions, not 

only for the IT industry, resulting from these changes. The current changes, named digital 

transformation, are different in at least four ways:

• We are no longer talking about one company or one group of companies changing 

or disappearing. We are talking about a stock market, where digital companies, 

owning nearly nothing apart from a great new business idea, well-qualified people 

and perhaps an operating center, become worth much more than long-established 

companies with a high number of physical possessions.

• Complete sectors are influenced, even if, up to now, they had nothing to do 

with digitalization. For example, the taxi business challenged by Uber or the 

accommodation business challenged by Airbnb.

• It involves the majority of people on earth, even those who are very poor, for example 

in parts of Africa, where digital payment mechanisms based on mobile solutions, 

have set up completely new markets in quite a disturbing way. For example, for 

micropayment and solutions such as Instalment, a system used in Brazil (and probably 

other countries) to split a purchase of something expensive into a number (say six) 

payment rates without involving a credit card.

• It is very much driven by one major achievement: the Internet, the network of networks, 

now allowing the wide spread of mobile devices and the new ways of social interaction 

based on mobile devices, as well as on the low cost availability of networks.

Capgemini has explored this change together with MIT (Massachusetts Institute 

of Technology). More on this can be found here: (http://www.capgemini.com/news/

new-research-from-capgemini-consulting-and-mit-sloan-management-review-reveals-why).

From a more IT-based perspective, these changes come with new types of IT systems. 

TechnoVision discusses the different aspects of the Digital Transformation and its relation to 

these IT Systems. More on TechnoVision 2015 can be found in [TechnoVision].

In this book we go one step further: we provide our insights on how to implement the new type 

of IT systems that are characteristic for Digital Transformation and offer services to the world, as 

well as making use of existing services outside their own companies. So in fact, we have a kind of 

self-similar service hierarchy looking a bit like it is built from LEGO®, where the bricks can be used 

to build new, higher-order buildings.
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On this Book
This book addresses different groups of readers:

• The IT decision makers: they can get new insights into how they can manage their IT 

department, the interaction with the business and the collaboration with partners

• The business person: they can get an idea of which types of decisions they will be able 

to take for the development of their business

• The software architect: they can get concrete answers on how to find the right 

responses to the questions that are posted to them and concrete examples for the IT 

solutions that solve given business requirements

This book will evolve. That means we will provide these things in an iterative way, continuously 

integrating new experiences and feedback. Therefore we will be happy to get your feedback 

via email. 

We start with a description of how a typical IT system supporting the Digital Transformation looks 

from an architectural point of view.

Then we address typical architectural questions that arise for these systems and that are new 

compared to the conventional IT system. In parallel, the big vendors especially, enlarge their 

portfolio with frameworks, operating models etc. Therefore this is a discussion on how these 

complement the architectural considerations.

The second part of the book deals with the changes “The Way We Work”1 is going through 

because of the business putting even more focus on time to market and cost. This requires 

a very close collaboration between business and IT, and through this, to develop solutions as 

integrated, new business concepts, in an agile and lean way. 

In the third part, we have a look at the business side of digital transformation, because we believe 

that there are change patterns here as well. Identifying them eases the collaboration of business 

and IT because they can be used at the beginning of a digital transformation program to clarify 

what goals have to be addressed.

Finally, within the appendix, as well as the list of authors, we provide references and links to 

other literature.

With respect to the buzzword character of many of the terms used in this book, we have added 

a glossary in the appendix.

1 The Way We Work here means the setup methodologies, communication approaches and related 

tools for everything, from gathering the ideas of the customer to the quality assurance, etc.
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Systems that characterize the ongoing “Digital Transformation” come along in various forms and 

appearances. There is an augmented reality system to identify the dress my neighbor is wearing 

(http://venturevillage.eu/zalando-introduces-new-recognition-feature-we-tested-it), as well as a 

“wearable system” enriching a t-shirt, which provides me information about my health (http://

www.omsignal.com/), to name just two examples.

It is obvious that bespoke systems as well as package-based solutions or even better, a 

combination of both, offer a way into and beyond the Digital Transformation. So, the dichotomy 

from the old days, by characterizing the development of information systems by either building 

them from scratch or customizing a vendor product, has stopped being useful. This has major 

implications for software engineering and IT architecture.

Nevertheless, for the analysis of these “Digital Transformation type of systems,” we have to look 

at their common characteristics and what distinguishes them from conventional systems.

Characteristics
We see the following aspects as characteristics of Digital Transformation type systems.

Elaborated interfaces
There is an elaborated user interface for direct manipulation: the user interacts with data they can 

“grip.” This may be in forms of augmented reality, special graphics interface, speech recognition and 

any form of “gamification.” All in all, the interfaces of systems in the eye of Digital Transformation 

tend to be more and more like “interfaces” to real persons or real things. Consequently, this 

means that the boundary between reality and virtual reality becomes somewhat blurred.

Of course, these interfaces are no longer bound to PCs, the common device of a past era, but 

for a variety of devices such as mobiles, tablets, data glasses, wearables, etc. often specialized 

for a specific purpose and use.

In addition, the systems of this new era of Digital Transformation will no longer differentiate between 

internal, mostly benevolent, and external, more or less malicious users. Users are to be treated 

as such, as paying customers, who will and should expect IT services of the agreed quality. 

So, inside customers will become more like outside customers, in the terms of service 

provision: they are identified and authorized in the same way as outside customers, and 

in the era of “bring your own device” and ubiquitous computing, there is no other way 

possible – any constraint or assumption on devices or environment may prove invalid. 

Outside customers will get the inside service, i.e., there might be no special inside services in 

some areas. So single sign-on, mesh-up of several services, etc., will be possible for outside 

users as well. In terms of billing, a service provider, such as the internal IT department, will treat 

both, inside and outside users similarly.

LEGO®-like service composition
There is no longer a clear frontier between custom and package-based software. Instead, in the digital 

transformation type of system, there is typically a mixture where new products, components, etc. 

from different vendors are put together with a lesser or greater amount of custom software, in a way 

that allows new business. These components may introduce localization, photo or sound recognition, 

interaction with the Internet of Things (IoT), data analysis, etc. These systems live in, by and on an 

ecosystem of other services, i.e. Digital Transformation Type of Systems. These ecosystems are 

provided either within an organization or from outside partners or service providers, so there is no 

longer a centralized control on value chains, rather a need for self-regulation of service provision and 

usage. As a result, there is no longer a separation between the inside and outside of an organization.  

With the concept of IoT, this service ecosystem even goes one step further: the information systems 
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themselves, i.e., the things, interact with various services over the Internet to provide their functions. 

eBay is a good example of this, where you can link your shop into the eBay search, buy and 

feedback mechanisms, reporting back the status of your delivery. As your shop might be built 

on several other services from different providers as well, we get a LEGO®-like composition, 

where bigger constructions might be built on smaller ones, single bricks or other constructions.

As a consequence, we find that aspects such as data integrity, data protection, security, 

consistent customer experience, etc., have to be ensured over the entire service composition.  

If you want to build a red wall, you have to ensure that all the bricks, no matter what their 

provenience, come in this color. You can hardly repaint them later on.

User Communities
The systems of the Digital Transformation provide some sort of user community, where the users 

share knowledge and content (not necessarily only technical information), provide review, or 

simply comment on the way the provided services work. There is a new quality of interaction in 

the age of Digital Transformation a provider of information services has to cope with. They even 

have to encourage user interaction to build user loyalty and profit from user contributions. The 

strength of a user community will become a decisive competitive advantage.

On the other hand, operating models around conventional brokering, such as the real estate 

business, third-party logistics, travel agencies, etc., are in danger of becoming replaced by user 

communities around a specific platform.

Variety of delivery/provisioning, operating and billing models:
Up to now, in many cases a package based solution was paid for along with the infrastructure it 

is running on or the number of people making use of it etc.  A bespoke solution is typically paid 

for as fixed price or based on effort. In the age of the Cloud things change. One cannot foresee 

how many kernels a piece of software is running and therefore the billing models have to change, 

or at least this has to be taken into account.

With today’s applications, better services will be provided by different Cloud provision models, 

they will come with various operating models and do billing in various ways. Commonly, there 

will be billing per usage models, but there will also be financing by advertising.

All in all, the assignment of the internal operations department will change: on the one hand, they 

will have to monitor the usage and availability of outside services. On the other hand, they face 

the challenge of providing service in a reliable manner to a vast number of inside and outside 

users or of using both systems respectively.
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Overall, we have something looking like this:

Different services operated by different providers and 
based on different technologies

Integration and Orchestration with cross cutting functionalities like accounting, monitoring, 
big data analysis (incl. prediction)

Different devices 
consume and deliver

Figure 1: Orchestration of devices and services in the Digital world

Reduced time to market
There might be two archetypical situations within the Digital Transformation scenario. Either 

the enterprise is ahead of the completion, the first with the new business idea, and wants to 

make most of this competitive advantage, or the enterprise has to catch up with competitors 

that already do their business in the digital sphere and threaten the enterprise’s market position. 

Either way, there is very strong pressure to reduce the time for implementation of the business 

idea and to provide the new services to the customers, i.e. the time to market. However, there 

is a caveat: if the new offering is technically immature or provides security risks, failure might 

result. So, the architect is caught in the middle: architecture and design must not slow down 

the implementation of the business idea, but, at the same time, must demonstrate a robust, yet 

flexible structure for the solution, which the core business deserves.
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Even if there are well-accepted blueprints for setting up a good design/architecture, in special 

cases the trend towards increased flexibility results in a type of shift for the architecture as well. 

In our opinion, guiding principles and patterns become even more important.

Instead of trying to resolve every architecture issue up front, the architect shows and prioritizes 

the forces that will rule their decisions. These drivers set constraints for the architecture approach 

and thus form architecture principles and guidelines. If the architect does not consider these 

drivers, their work may be useless or, at best, ineffective. On the other hand, just stating some 

architecture principles without basing any decisions on it, will turn those principles into useless 

documents.

The following main drivers of the Digital Transformation program will lead to a good foundation 

of principles for governing the architecture work.

5.1 Integration: more than pure  
service connecting

Lego®-like service composition as a means for companies to maximize agility, flexibility and 

lower their IT budget, could lead to more complexity resulting from, at least at first glance, non-

architectural issues:

• A multi-vendor ecosystem 

• Compliance and sovereignty issues 

• Integration with legacy environment 

• End-to-end management 

To build up the solution as fast as possible, one has to rely on already-available services, 

especially for infrastructure, platform and integration. External service providers may provide 

those information systems and platform services as a Cloud service, package-based applications 

or even by legacy applications. They have to comply with common standards, so they can be 

orchestrated easily within the solution.

Multi-vendors means, at the same time, that it becomes more challenging to find the right service 

and to get a good feeling for the constraints under which it is provided. The same holds true for 

compliance and sovereignty issues, as well as for the question of integration into the existing 

environment, and last but not least, for the end-to-end operations. In a distributed system, a 

business transaction or use case, traverses many systems, so if we want to keep traces on it, 

we have to correlate logs from several independent systems. This is a new challenge that did 

not exist in the old mono-system world. The same holds true, for example, for performance. In 

a distributed system, performance is no longer dependent on your platform alone, because a 

transaction will involve many others’ systems.

Therefore many companies are requesting an easy way to cope with such complexity, through 

brokerage and orchestration. These solutions should bring:

• A single view of any Cloud services subscribed to, within their company 

• End-to-end control without disrupting their business

• Agility, with whatever Cloud works for them: public, private or hybrid

• A way to diminish or cancel integration/aggregation headaches

• A smarter way to handle security across different providers

• The insurance to have no service contract traps and billing simplicity

• End-to-end security
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To address these different points, the market is developing brokerage and orchestration platforms.

From the design perspective of a single service, we have to take care of the entire transaction 

chain, because we can never be sure in advance that the counterpart providing a service is 

up. So the importance of roll-back concepts, etc., from a business point of view is increasing 

as we build new end-to-end, fully automated processes, which work in real time. There are no 

overnight batch processes, but there is direct and immediate reaction of the whole application 

landscape and an update of the complete information status.

The digital transformation type of systems only works if we are able to meet the challenges that 

come about from a federation of services, both on premises and from the Cloud. So we have 

to clarify how we:

• Manage data when it is everywhere

• Make customer services available to all consumer channels

• Make services available for our business customers – and charge for it 

• Avoid point-to-point communication

• Create a pluggable architecture, where you can swap in and out SaaS services, 

avoiding lock-in

• Create reliable systems from unreliable SaaS services

• Deploy solutions across PaaS and IaaS providers, avoiding IaaS lock-in

The orchestration platform is vital to meet the above challenges and create a sustainable ecosystem 

of services.

Pattern: Platform first
Setting up services without having the orchestration platform in place might raise a lot 
of questions, especially related to non-functional requirements. But functional require-
ments also are affected by the lack of an orchestration platform due to the fact that 
each service has to come along with all the functionality a Could platform pro-vides. 
Therefore, the orchestration platform must be built into the design from the outset – not 
added later as an afterthought.

The cost of establishing this is often overlooked when projects start – leading to a 
much higher cost for making changes later. The entry cost with new generations of 
integration tooling, including PaaS offerings, also depends very much on the existence 
of the orchestration layer.

5.2 Data is at the core of integration
If we look at the architecture of digital transformation IT systems with respect to data, we find 

that there are two major issues that have to be addressed:

• What is the new role data is playing to enable new business models?

• Data at the enterprise level: why does classical data modeling fall short when dealing 

with heterogeneous applications?
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5.2.1 The new role and nature of data
Data, and the analysis of data, enables business approaches that were unimaginable a few years 

ago. For example, there may be an app that is used by bikers in a big city in South America to 

find their way. As the app data is stored centrally, the provider is able to use this data for traffic 

monitoring and traffic control, topics that are relevant for cities. Therefore there is a real business 

case behind this app. This is a simple example, but it lies beyond the typical examples dealing with 

marketing and sales.  But the question of how to enable this data and of where to gather it and at 

what point in time, are vital. Therefore, we have to deal with data in heterogeneous applications.

With the rise of multimedia devices producing almost innumerable pictures, masses of text in 

native languages, etc., the nature of data is changing. We can no longer only deal with classical, 

structured data; we have to take unstructured data into account as well. For this, there already 

exist types of services and applications enabling its storage and interpretation as well an analysis.

5.2.2 Classical data modeling approaches are 
not enough

Information objects, i.e. descriptions of real-world objects, which we call business objects, and 

their interrelationships, play a central role in software projects: they lay the foundations for new 

functions and interfaces. Without a detailed knowledge of them, an architect will drown with any 

attempt to change existing systems or to build new ones. During the replacement of an existing 

system, the migration of information objects plays a decisive role. Understanding their life cycle is 

only half the job when it comes to understanding business processing concepts. As long as an 

architect deals with isolated software solutions, it seems to be an easy task: a classical data model 

is engineered specifying the necessary information objects and their interrelationships in detail. 

The data model describes the relevant information objects, their attributes and interrelationships. 

It forms the basis for defining new functions and interfaces. Migration is then, among other things, 

a mapping from the (hopefully) existing old data model, onto the new one. But what happens if 

the new system is one of the above kinds, built on services with a different provenience? Classical 

data modeling will surely fall short here. In a more and more complex world, in which it is still 

necessary to provide consolidated information in nearly real time and in high quality, a tested 

and proven answer to this question is of immense value.

Let us consider, for example, the information object “customer.” Usually, the functional data models 

of many systems in an application landscape contain a “customer.” As long as a “customer” can 

be regarded in an isolated manner in each system, there are no boundary conditions for modeling 

this information object. However, this situation changes as soon as two systems need to exchange 

customer information: system A knows customer Smith. System B knows also a customer Smith, 

but how do they know if these are identical Smiths or not? Through this example, a whole set 

of problems can be illustrated, which arise when analyzing and documenting semantic overlaps 

and interrelationships between data models. Identity is the common principle behind these kinds 

of problems, which has different facets:

• Identity from a purely functional point of view. An identical business object in real life, 

represented by different information objects

• Identity in the modeling

• Identity in the actual data

• Identity in the real world
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What is more, we not only deal with the information objects themselves, but also with the related 

metadata (information, for example, on data changes, access restrictions, etc.) With the new 

IT-related legal restrictions, such as the IT-Sicherheitsgesetz in Germany and the upcoming 

European regulations on data security, things will become even more difficult because we will 

have to answer questions like: who is allowed to receive information about customer Smith. 

5.2.3 Standardization
So far, we have assumed that the functional data model can be specified solely on the basis 

of company-specific requirements. However, this situation changes as the inter-company 

entanglement of applications increases. There are standards for exchange formats already, at least 

for those areas where an intense intercompany exchange of data already takes place. EDIFACT, 

for example, is a widely excepted standard to exchange invoice information. These standards 

will define a subset of the data that needs to be exchanged between services, and through this 

it will define the coarse granular boundary conditions that the enterprise-wide data model needs 

to take into account. 

The growth of the ecosystem an IT service is used in will, then, result in the need for more and 

more standardization, not only on interfaces, but also on the underlying data models.

5.2.4 Data quality
A standardized model for data and applications is the basis for an improvement of data quality. 

Inconsistencies in the data transport chain can be identified much more easily. In addition, 

data transport chains can be cut shorter because everyone can know where to find the high 

quality data and does not need to make use of data that has been changed, for example, due 

to rounding mistakes.

At the same time, an enterprise-wide data model forms the basis of a common understanding 

of what data of high quality is all about, and how one can constantly control and improve the 

data quality. Well-defined consistency conditions are one example of this aspect. They should 

be documented in the enterprise-wide functional data model as well.

Pattern: Data second

Even if services come along with the concept of independency, it is necessary to think 
about the data model in your area of responsibility to ensure a common understanding.

Pattern: Eventual Consistency

Identify the services that only need eventual consistency. 
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5.3 Design for operations
IT operations has the goal of achieving stability, efficiency and reducing costs. Effectively, they 

resist change as it introduces risk. On the other hand, IT development organizations want to 

execute very quickly, doing cool new stuff, using new tools and technologies. These two groups 

have competing goals, and tend to work separately rather than collaborate. This holds true not 

only in classical environments but is becoming even more relevant in a fast evolving world.

To address this challenge, we have to rethink our attitude towards operations.

Pattern: Design for operations
Clarify the requirements and responsibilities your operations can take and how this 
results in a framework for the usage of external and internal services, defining as-pects 
such as service level agreements, cross-cutting functionality such as authorization, 
data location, etc. 

Introduce a DevOps-like thinking with appropriate automation etc.

5.3.1 IaaS readiness 
If we need or want to put an application into the Cloud we have to design it in a way that enables 

for elasticity, which means that we have to take care of all aspects related to parallel execution. 

If parallel execution is not considered right from the beginning it will become quite hard to take 

advantage of real Cloud scenarios, where the operator adds resources and reduces them 

depending on the load, termed IaaS-ready. Existing applications must be analyzed and possibly 

refactored in order to get them IaaS-ready. 

Pattern: Ensure scalability and elasticity as far 
as is reasonable
Make a clear concept for all of your services to ensure scalability and elasticity. Good 
patterns include:

• Composite applications

• Loose coupling

• Stateless components

• Idempotent components

• Eventual consistency

A good starting point can be found on [12factors]
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5.3.2 Reachable or unreachable,  
that is the question

With the rising importance of mobile devices, the growing number of autonomous devices 

providing data (like refrigerators or with respect to, for example, our running cars) and at the 

same time running of services via Cloud, we have to take aspects into account for our solutioning 

that were of hardly any significance before. 

Having to deal with multiple devices also results in the need for accepting not to know about the 

status of devices, because either the device is off duty or the network is not working. This might 

result in serious issues, especially in the world of industry 4.0 where a producing machine might 

wish to get additional material, not being able to realize that the packaging machine, which is also 

needed, is not working. Putting one server in the middle makes distributed systems fragile. The 

same holds true if your user is using a mobile device. The typical app user is only partly willing 

to accept that working with an app is not possible if the connection is down. And at the same 

time, system availability is a challenge because systems are composed of components, which 

have differing availabilities. Consider setting up caches between components or emergency, 

degraded modes for when components are not available.

Pattern: Deal actively with non-reachability

When designing apps, be aware that you have to deal explicitly with non-connectivity 
not only from a technical point of view but also from a business process one.

Possible solutions are: caching, respective business design, fallback services, and 
circuit breaker patterns.

5.3.3 Small, single-purpose services as 
elementary building blocks

Functional flexibility calls for single purpose, mutually independent, highly decoupled and context-

free services, a concept termed microservices. For creating options within the architecture, 

respective IT services will be able to be deployed independently and easily switched on or off 

during runtime. This obviously requires new ways of automated deployment and operations. Of 

course, this concept of small, single-purpose services may increase cost and reduce performance 

as well, and the architect has to balance this with the business value for meeting the “window 

of opportunity.” In addition, you have to take care once more of consistency, and this will even 

have an impact on business.

Pattern: Design services of right granularity

Challenge yourself to get services that are self-contained, one purpose implementing 
and that are an atomic activity. Think in teams for the services, a service that can be 
dealt with within one agile team has the potential to be a good one.

 Without this step you will probably always stick to classical structures.
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5.3.4 Events are of rising importance
Connecting our IT system with more and more types of devices, the flow of arriving requests 

changes. In the classical world, for example of websites, you can typically serve requests in the 

order they are arriving. In a more and more multi-device–oriented world, we need to deal with 

prioritization of incoming requests, their explicit monitoring and interpretation.

Pattern: Design for real-time handling of 
events
With the rising importance of sensors (IoT) the challenges for event rise and timing 
restrictions gain importance. For event handling, there are already well-known mecha-
nisms (real-time world) and frameworks for handling them. These can be transferred to 
new application areas, for example in the context of sensors, etc. So classical business 
IT and technical IT are fusing together, and both can make use of the mechanisms of 
the other one. Modern technologies, such as in-memory databases, can be used to get 
a real-time picture of the event flow.

5.3.5 Payment  
influences architecture

Building software from different services results in the need for designing the architecture according 

to the payment model for the underlying services and the produced one. For a mobility service 

provider, we have to have a balance between:

• Posting plan requests for parts of the route: We should know for each provider 

whether there is a difference between posting one big request and for posting multiple 

requests to get the timetable

• Availability checks: It might be that you can get the availability together with the 

timetable but for a higher price, or that you must post single availability checks to save 

money

• The order of final booking requests might depend on the cost and the constraints for 

cancelation requests

Not only is the information on the pricing models for the partners relevant, it is also relevant for 

our own business model. What type of usage lets us earn money? Is it promotions? Then it might 

be wise to keep the customer on our site for as long as possible. If it is a monthly fee, then we 

might be happy getting the request served as fast and as well as possible, because providing 

insufficient information makes them post further requests.

Pattern: Align your workflows with the cost 
models for the services used
Ensure that you know explicitly both your own business model and those of your part-
ners so you can take them into account when designing your workflows.
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5.3.6 “Bon risk appétit”
It is hard to gain the user’s trust and it is easily lost. Therefore, all architecture decisions have 

to include security and the user’s requirements in data privacy, in the first place. In our digital 

transformation type of systems, we are going to have a lot of external services provided, maybe 

via Cloud. As a consequence of distribution, securing a system is more difficult because the 

number of potential vulnerabilities is proportional to the number of interacting systems. 

Standards and protocols such as HTTPS and SAML2.0 can help to secure systems, but if the 

weakness is not in the system itself, but in the human operating the system, technical standards 

must be enforced by certifications such as SAS 70 or SSAE 16.

On the other hand, security is the number one concern, and it still prevents a few customers 

from making use of all the Cloud benefits. This results in severe concerns related to several areas:

• The question of interconnectivity 

• Uncertainty with respect to the service provider: how secure is my data at their server 

infrastructure? Who is able to change the functionality? 

• Where is the data stored?

• Who can access my data legally/illegally?

• What is done to prevent my data from being stolen?

But this is not the only area where security aspects might stem from. Introducing mobile apps 

might also result in security issues, due to the fact that you can’t know what other apps are on 

the smartphone using your app, and what they are going to do.

And last but not least, there is the user posting a fast question to his preferred user group to 

get the answer very fast, while completely ignoring the fact that this spreads company internal 

matters to the rest of the world.

We will start by taking a closer look at the security issues resulting from use of the Cloud. It is 

about “finding the gaps” between the required compliance model in the individual context and 

the desired Cloud model.

1. When it comes to infrastructure, the risks remain mostly the same, whether your 

applications are hosted on-premise or on-Cloud. Beyond-Cloud security risks make 

use of Cloud security benefits. 

2. In the case that everything is clear on the infrastructure level, there might still remain 

some data residency/data privacy issues, which can only be solved on the application 

level.
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The following picture shows more on these relationships.
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Figure 2: Cloud Security

5.3.6.1 Data privacy and resulting residency constraints
Due to the upcoming EU and local laws on data privacy, it is becoming more and more important 

to think very carefully about the data privacy and resulting residency constraints. With applications 

built in the digital world, this becomes even more important because due to Cloud-based and 

mobile applications, your data is not longer in your safe (if it ever was).

This means that you should ask yourself “who is accessing your (customer’s) data, where are they 

located and what will they see?” And, as a result “how can I maintain the control of this data?” 

For sure, not all data is relevant, but we are talking here not only about person-related data but 

also about data on technical innovation, etc. In short, all data, where you want to ensure that 

not everyone might see it.

Pattern: Take care of your data
Identify the critical data (along with legal restrictions and your companie’s own) and 
think about who might see it. For all data where you find some restrictions, you have to 
implement, along with IaaS, PaaS and SaaS, the related measures such as encryption, 
tokenization of the database level, etc.

5.3.6.2 The user: the unsecure component
We have to accept that the user already had a lot of power to bring risk to our data, operations, 

etc., but this potential is growing. In a world where everything is connected to everything else, 

we cannot really prevent people posting a confidential message on their social network. The 

only measure is to enable people to know what they are doing. If we are discussing security, this 

means we have to take people into account as well and ensure, via appropriate communication, 
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that they know explicitly what they are doing when using WhatsApp2, for example, on their private 

device that they are also using as a mail client.

Services have to be sure that they are really talking to a valid app and not to a fake one. So setting 

up a security concept means putting identity management for apps in place as well, because 

then the user will not take the role of the gateway.

Pattern: Go for simple when using security 
mechanisms
If you do not know your users personally and the number of people dealing with your 
software is high enough, then you have to ensure very easy mechanisms to support 
security and to avoid the negligence of your users.

5.3.6.3 Detection instead of higher and higher walls
The more complex applications (including services) become, the less security can really be 

assured. We have to bring services out of the firewall, and we have to allow external services 

to access our services. So we have to think about violation detection as well as about installing 

more and more preventative measures.

Pattern: Design for data abuse detection
Think about how to find out whether your data or software is violated. Depending on 
your security goals, implement an appropriate logging, monitoring for non-typical us-
age, threat hold violation, consistency checks, fraud detection, etc.

5.4 Software is not the only  
thing to design

Especially in environments where we have to deal with Cloud services and mobile apps and 

devices that are provided by third-party services, the quality and reliability of the services, as 

well as trust, become important issues. As competition increases at all levels, service level 

agreements (SLAs) become a competitive factor. SLAs are supported by:

• A service definition: containing a description of the service provided by the service 

provider

• Services represented by service objects – associated with one or more SLA parameter 

2 WhatsApp is a trademark of WhatsApp Inc., a California corporation

33

the way we see itApplication Services



Pattern: Plan your offering with respect to the 
total value chain
For all services used in your value chain and your own offering: 

• Understand roles and responsibilities

• Evaluate business level policies

• Understand service and deployment model

• Take release management at the provider side into account

• Identify critical performance objectives

• Evaluate security and privacy requirements

• Identify service management requirements and their interaction

• Understand the disaster recovery plan

• Prepare for service failure management

• Develop an effective management process

To guarantee an agreed service level for a service you offer, you must be capable of measuring 

and monitoring relevant metrics. As a consequence, the service user must be able to measure 

the entire chain of services they compose together, to be able to argue with the users as they 

are typically a service provider as well (if not only a user), along with the different dimensions:

SaaS

PaaS

IaaS

IT OPERATIONAL
METRICS

IT & BUSINESS
INTEGRATION &

ORCHESTRATION
METRICS

BUSINESS
METRICS

Picture 3: Metric Framework
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Pattern: Implement SLA measurement
SLAs that cannot be measured are useless. On the other hand, normal operations 
typically already provide a lot of means for measurement. But typically they cannot 
measure directly business SLAs. So again, the right way is to clarify the measurement 
needs for all layers (SaaS, PaaS and IaaS).

Last but not least, thinking only about the services provided to the customer is not enough. A new 

key to success is the time-to-market response. Short release cycles for providing new features, 

etc., are required and you must be able to develop a new feature in weeks, or even days. To be 

able to do this you need an automated release platform that automates testing and deployment.

Pattern: Take your production line  
into account
Set up a production line over the entire chain from development over quality assur-
ance to operations that support as much automation as possible to become fast, trace-
able and reliable. Go for DevOps.
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6 The Way We Work
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The Digital Transformation type of systems comes with the need for a new way to work. 

This results from the following:

• We need to innovate together with the business, so already thinking in predefined 

solutions might not work as well.

• Speed and the usage of existing Cloud services can only be achieved if the 

requirements engineering is done in way that is influenced by the methodology used in 

the package-based world. 

• Non-functional requirements (NfRs) must be known directly from the beginning in a 

very clear and measurable way to ensure that we can choose the right services for our 

solution.

• Quality assurance gains increasing importance both during the development process 

and during operations. In fact, quality assurance during operations, in the sense 

of “to what degree do we improve the business,” becomes a driving force in the 

development process.

So, the way we work becomes very similar to an ongoing improvement cycle.

Develop/Improve
Business Idea              

Design, Implement
& Test

Validate 
during operations

Picture 4: Constant business improvement instead of delivering a system.

The following ideas hold true, no matter whether you are going for an agile project model or an 

iterative one. The concrete implementation in your project might very well differ.

6.1 Requirements engineering and 
specification

6.1.1 New business models become part of 
the development

To support the discussion with the business, right from the beginning, we offer some disruption 

patterns that might help structure discussion on what the business needs. Slightly different 

patterns can be found in [Sogeti2015], [CG 2015] and [CC2015].
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6.1.1.1 Distribution of work and individualization
Up to now, companies have tended to deliver the entire value chain by themselves or make use 

of suppliers that are also companies. This situation is changing due to technology evolution. 

The new concept is built on the much more heterogeneous structure of customers taking the 

role of suppliers.

Examples:

• Uber: A revolution in the domain of taxis, where private individuals 

take over transportation tasks without having a taxi license.                                                   

http://www.rbb-online.de/wirtschaft/beitrag/2014/06/taxifahrer-protestieren-gegen-

app-anbieter.html

• Motorola: Visual and functional design is done via a challenge.                              

http://www.watson.ch/!299053983

• Elster: A program that enables you to upload your tax declaration, which is a 

contribution to this distribution of work as well, because the tax organization does 

not need to work on the conversion of a tax declaration provided on paper, into an 

electronic one.

• Electric Power production: Every house with a solar panel on its roof becomes 

an energy producer. This is a radical change to the very centralistic view of energy 

production we had before.

• Amazon’s self-publishing platform: This platform enables authors to provide their 

books to the public, without any upfront filtering by an editor. Only the reading crowd 

decides on success or disappointment. This means the classic business of a publisher 

becomes obsolete, at least in some areas.

6.1.1.2 From hierarchy to network
The way Wikipedia works is completely different from the classical ways of information collection, 

provisioning and production. Votes from dedicated teams are no longer relevant; the decision 

on quality is made by the crowd. The same is true for shopping processes where the crowd 

decides on the value of a shop, the quality of a book, etc.

6.1.1.3 From owning to usage
Nearly everyone who buys a book in an electronic version via iTunes store or Amazon, does not 

get a personal copy they can pass to others, but only the right to read the book. This results in 

a kind of lean understanding of ownership and saves us (in the given example) from endless and 

expensive to transport shelves of books (this holds true even if Amazon thinks about lending 

books to others). Another example of this is car sharing.

6.1.1.4 From different storage locations to one extended 
memory

Some years ago, the classical traveller had paper tickets for each segment of their journey, along 

with items such as travel guides, maps etc. Today, the traveller only needs a smartphone and 

everything is to hand. The result is that people expect that one thing fits all.

39

the way we see itApplication Services



6.1.1.5 From “virtual or physical” to integration
Today, there are still companies where you can either do your shopping activities via their online 

shop or go to their physical store. But, what we can see on the market is that people want to 

have both worlds integrated together. They first do some searching and filtering on the Internet, 

then go to get a hold of their object of desire, to see whether it really fits. After that, they go back 

to the Internet to find an appropriate vendor.

6.1.1.6 From truth to fuzziness and probabilities
Up to now, we were expecting clear, consistent and unambiguous answers from systems. With 

the rising number of different sources of data and the increasing relevance of the crowd, etc., 

not only will these kinds of answers be relevant, but also so will answers like: up to 80% the 

answer is correct and based on the following derivations and the number of ambiguous answers 

is increasing.

6.1.1.7 From standard to individuality
For a long time, when you had decided on a vendor, you could only choose your car from a definite 

and relatively small catalog. Things have changed and even the large automotive companies 

offer a lot more accessories that allow customizing. But today, customers want even more and 

more flexibility and individuality, no matter if they are buying muesli, a t-shirt or a car. And the 

vendors are reacting appropriately.

• One confectionary example could be found here: http://www.mymms.de/

The same concept can also be seen at shoe manufacturers such as Nike, www.shoesofprey.de 

and many other industries. And even people wanting their car to carry individualized graphics 

are already finding help:

• http://www.hexis-graphics.com/en/products/view/375 

6.1.1.8 Time is money
The classical way to define the price for a product is to calculate the cost, add a margin, evaluate 

this against the market and that’s it. But what really happens? In the travel and transport market 

you can already see something else, quite obvious. Here the price is not fixed; it is recalculated 

in relatively short cycles to ensure utilization of planes, etc. What’s happening now is that end-

consumer companies, such as Otto (a big retailer in Germany, not based in shops but printed 

catalogs, and today certainly with an Internet shop as well), are also moving towards dynamic 

pricing. Companies such as Blue Yonder and Profitero also support this kind of predictive pricing. 

The interesting question is when those systems will define “my” price, not only based on market 

factors, but also on my personal behavior.

6.1.1.9 Location and time are irrelevant
It is particularly very busy customers who do not want to go to a bookstore or to a travel agency 

during opening times. Instead, they want to sit in a restaurant, discuss with a friend about a dress 

and order it directly, without leaving their place. The same holds true for opening and closing 

windows, checking the heating status etc. And this is not only about the young and working 

40 Chapter 6



part of our population, this reduced need for getting outside, walking to a store etc. is also quite 

appealing for the elderly and those no longer so mobile.

6.1.1.10 Conversely, what is also true: location  
 and time are relevant

For many different business processes, we want our counterparts to know where we are, and 

perhaps better than we could describe ourselves. This holds true for all types of rescue and 

supporting systems, no matter whether in the case of an accident or in searching for a gasoline 

station.

Pattern: Make use of Business Disruption 
Patterns
Drive the discussion on what functionality should be implemented by making use of 
business disruption patterns to ensure that the involved parties do not remain in their 
old-fashion thinking.

6.1.2 Brick thinking
As soon as you have a rough idea about what is required, start thinking about existing SaaS. 

Here, your platform might provide you with a large amount of interesting functionality.

Pattern: Start Brick thinking
Make use of the services already existing in your chosen framework and look outside 
at other sources of valuable services suitable for your purposes.

Pattern: Iterate between the disruptive ideas 
and the usable services
Rethink your business functionality, together with the customer, as soon as you iden-
tify the brick stones, and gain additional value (more and better functionality) out of this 
iteration.

Pattern: Make your requirements tangible
To ensure the right common understanding of what you are going to build, provide 
prototypes, sketches of the user interface etc.

6.1.3 Non-functional requirements (NFRs)
Functional acceptance is well known and understood. Non-functional or system quality 

acceptance is harder, especially for the loosely coupled systems in the new Digital Enterprise. 

Digital Transformation requires services at any time, at any location, with any device with minimal 
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response time. Customers expect an all-channel-experience with outstanding usability making 

use of new possibilities such as voice control. An application must always be available, because 

users connect from many time zones across the world. When information systems are not available, 

users will look for another – and may be lost. So, investment in robustness and resilience of IT 

solutions are investments in customer loyalty.

Pattern: Think of the NFRs right from  
the beginning
Often the non-functional requirements are not considered until they pose a problem 
during acceptance. This is far too late and often leads to losing money (especially in 
fixed-price projects), project delays, large workloads and the loss of customer confi-
dence. 

You need to capture non-functional requirements from the start of the project, work-
ing with all the stakeholders (not just the direct customer). Think about all of the roles 
working with the system. For example, what does the live support team need from the 
system?

6.1.3.1 Identifying and capturing of NFRs
NFRs are easy to miss. Consider using the FURPS+ categorization. NFRs may already be in 

existing documentation, but it is likely you will need elicit them from your stakeholders and 

remember that the requirements belong to the stakeholder. Don’t invent requirements for the 

client as this may lead to acceptance and delivery problems that affect the project’s margin.

In order to measure and test an NFR you need to be able to state it clearly. Please remember 

to start early and revisit the NFRs (because the world is changing). There are five skills that are 

important when working with NFRs:

1. Capturing them from the customer 

2. Proposing and validating them with the customer 

3. Defining them formally 

4. Developing a common NFR vocabulary that the team understands 

5. Broadcasting the NFRs to all stakeholders 

To define an NFR formally and make it testable, consider using this model: Given … When … 

Then … The “Given” clause tells you the NFR’s context, the “When” clause tells you the input 

that causes something to happen and the “Then” clause tells you what the desired outcome is. 

Pick definitions that are realistic and achievable.

One of the best ways to frame an NFR is to use an existing user story as the basis for the test and 

acceptance. If there are no user stories available, you should not wait for them. You can always 

start in collaboration with your client. Taking the user stories as a basis for the discussion with 

the customer allows discussion in their business language. For example, if you were discussing 

a travel ticketing system and you said that the system’s database can store 500 TB of data, this 

will not mean as much to the customer as saying that it can store five million travel itineraries.
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Pattern: Use the customer’s business 
language to describe the NFRs
Using the customer’s business, or problem domain language means that the custom-
er gets more meaning from your demonstration and this enables them to better judge 
whether the NFR will be appropriate.

Now the customer can understand it, we can measure it and test it, and they can accept it.

6.1.3.2 Prioritizing NFRs
NFRs affect several functional requirements and have significant influence over an architecture. 

One should try to find out the extent to which each NFR may affect a given functional requirement 

or the architecture. You should determine such a value (i.e., the degree of importance of an 

NFR for a given FR) and talk with your client. The prioritization order depends upon the context/

business needs of your product. Besides the customer, you as a software engineer or architect 

are also a stakeholder.

One way of identifying priorities of requirements is to assess the risks involved in case a requirement 

is not realized. Assess how much value (e.g., increased revenue, cost reduction, protecting 

revenue, cost avoidance) in terms of currency and business impact it would earn for a given 

story/NFR. Try to gauge if the given NFR/SLA is measurable or is just a plain statement of a story. 

Ask questions and try to have the NFR measurable, so that it can be testable.

Investigate the advantages and disadvantages of requirements prioritization on the basis of risk 

estimations.

6.1.4 NFRs are strong influencers of your 
architecture 

Usually, this is not something one can build as an add-on to the existing process and IT landscape, 

but has to be designed as an intrinsic element. This is normally not an easy task because they 

are cross-cutting and include a lot of dependencies. 

This means that each and every design decision might have an impact on the NFRs and vice versa.

Pattern: Make your design decisions related 
to NFRs
Consider maintaining a mapping between NFRs and design decisions that tells you 
how the decisions fulfill the requirements (or how the decision compromises the re-
quirement).
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6.2 Measurement and testing
Typically, measurement and testing are only thought of at the later phases of an engagement. But 

it helps to think about them early and to evaluate whether, for example, a test-driven approach 

can help save effort on specification and therefore add speed. If you are moving to a DevOps 

approach, measurement and automated E2E testing right from the beginning is key.

6.2.1 What are you measuring?
When you measure a system, you should measure it as a whole and not its constituent parts. 

This is important because NFRs will be judged based on the performance of the whole system. 

The user will have no view of the underlying components.

Pattern: Be SMART
If you can’t measure it, you can’t test it! Make sure that the NFRs are SMART (Specific, 
Measurable, Achievable, Relevant, Time-bound). 

Measurement is the key success factor regarding NFRs over the whole life cycle of the 
project. It enables you to identify the hotspots, analyze problems, and predict changes. 
This works independently from the way these are documented. Decide in which sprint/
build each NFR will be testable.

Sometimes it is not possible, practical or cost-effective to measure the complete system. In this 

case, take frequent measurements with smaller scope and reserve larger measurements for 

regular but less frequent measurements.

Sometimes the act of observing a system changes its behavior. When measuring software 

systems, we need to avoid or minimize this. All measurements require some overhead, and it is 

important that this is kept to a minimum and out of the results as far as possible.

Many development technologies can produce “checked” builds that contain debugging and 

tracing code. You should not take measurements from this build unless you deploy it on the 

production system.

Consider a system that schedules hundreds of operations. The performance impact of the 

measurement can be reduced by reporting the runtime of the operations as a block rather than 

individually. In addition, you can store the data asynchronously.

When you measure a system it is important to record the measurement’s context. Some possible 

types of context are the number of concurrent users, system resources, volume of data, the 

acceptable system responses, given the situation and the system’s external environment. An 

example of an environmental factor is a slow legacy network that connects the system to others.

When you are planning measurements, take time to think about how representative the environment 

is. Is it a scaled-down model of the real environment? Does it have different characteristics to the 

real one, such as being more reliable? Think about how these differences will impact decisions 

based on the measurements.

When you take a set of measurements, record the context that the measurement took place in. 

This helps to compare like with like and demonstrate meeting NFRs to the customer.
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Pattern: Implement business performance 
monitoring that supports the validation
Business performance monitoring is an essential process that helps you understand 
how well your business is progressing towards its goals and objectives. To validate 
the NFRs, it is critical to understand what needs to be measured, how it should be 
measured, and where the data will come from. The ability to access any data from any 
source is crucial to the success of your business performance monitoring initia-tive. 
With various tools on the market to monitor the production servers or test envi-ronment 
servers, all monitoring tools analyze the log files. So remember “log files are your only 
friend.”

You should also provide a solution for how to access and merge these files. For ex-
ample, you might make use of the ELK stack, which can become part of your system.

You have to identify all the relevant measurements points. This usually includes the calling of other 

services (local or Cloud services), client, server, database, etc. The goal is to log the runtime E2E 

and store raw data for the different layers and services that are part of one business transaction. 

It is essential to use a unique identifier for that, which is used for storing the information. Please 

note that a business transaction can consist of several technical transactions.

You should always include the following information:

1. Business case (name of the business case)

2. Unique business transaction ID (for tracking a call over all system layers)

3. Host IP or hostname (useful when analyzing log from clusters)

4. (Optional) Business parameters such as collection sizes and business keys

5. (Hashed) User IDs for filtering user activities (be aware of worker council issues!)

6. Runtime

7. Local timestamp

Please note that you should also include the available mechanism of used APIs (e.g., Hibernate) 

and consolidate the data.

Compared to pure technical profiling, this business performance monitoring is built directly into 

the application. This means its log messages can easily be enriched programmatically by the 

business data necessary, for later analysis.

The raw source for analyzing or drilling down on root cause analysis is the server log files. Various 

tools available on the market measure, analyze, collate and send out reports. The approach 

remains the same – the log files/database are referred to, to build upon the analysis. The simplest 

approach for doing an offline analysis is to use some scripts to parse and aggregate the log files 

or database. Excel is very powerful for that, e.g., by using a pivot table. The analysis should be 

done regularly to identify trends. The synchronization of clocks is not necessary when using 

this approach. You can easily correlate (with the unique business transaction ID) and calculate 

the offsets from the given data.
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Pattern: Regularly analyze and check for 
trends
For every change in build, and in agile projects, if your SLA is deviated, make a point 
of checking and observing the trends of failures. Remember that this analysis can help 
prove your NFRs.

Pattern: Analyze usage profiles during 
operations with the client
It is important to keep your client updated and informed about your (innovative) way 
of validating the NFRs. The SLA, or response time raw data, can be used to analyze 
the behavior of the users. So we create a usage profile from the raw data. This usage 
profile should be handed back to the client, because usually they are not aware how 
the system is used in “real life.” You and your customer might be astonished by the 
actual usage!

6.2.2 Testing NFRs
In today’s competitive marketplace with various vendors providing a vast landscape of technologies, 

testing NFRs has always been a challenge in terms of scoping and timelines. Different projects 

have different architecture landscape and even though the approach for performance testing 

the application remains the same, strategy may differ based on project requirements and the 

in-scope items.

Pattern: Set up an appropriate testing 
infrastructure
Think about using smart tools (simulators/stubs/mocks) to depict your complex end-to-
end, real-time system.

The tools can be used for modeling the different performance behaviors of the replaced unit and 

for estimating the achievable gains or identifying other bottlenecks. This can be done by running 

load/stress tests for testing the CPU, memory, I/O and network. In this way, the behavior of the 

application can be examined and new bottlenecks can be identified.

Development of a model for user workload that your application receives is an important 

prerequisite for any performance-testing project. This should take into consideration various 

performance aspects of the application and the infrastructure that a given workload will impact. 

Depending on the type and goals of a load test, one or more profiles may be appropriate for 

designing a load test scenario. Choosing the workload profiles representative of anticipated real 

load over time (be it an everyday usage scenario or high peak) results in more accurate answers 

to the main questions of load testing, such as: will my site support N users performing a search 

at the same time? And: what is the highest number of users that my site will support – while 

remaining within specified quality and performance guidelines?
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Test data creation and test script design is a very important piece in building your correct 

performance (load/stress) test scenario. Identify the test scripts to be written that are critical 

and not so complex to script, to be included for sanity tests, once you get a build. Try to get in 

as much easy-to-maintain, reusable custom coding, error detection techniques: remember that 

the changing builds mean maintenance of your scripts.

Identify your test data requirements well: performing an update on the same row in a database 

1,000 times has a different performance profile than updating 1,000 different rows.

Try to reuse the data created from an earlier script’s output.

Pattern: Make the NFR test cases part of your 
automated tests
Introduce formalized test cases for the non-functional requirements that include the 
information described above. Ensure that as much as possible is automated to en-sure 
regular testing, parallel to development. Go for DevOps.

6.3 “Design for Digital”
“Design for Digital” means the design of systems of Digital Transformation type, as characterized 

in the chapter The Digital Transformation Type of Systems. This presents new challenges for IT 

architects, no matter whether they are working at the enterprise level or putting their focus on 

a single system.

When designing for digital, the architect basically has responsibility in four directions:

• Business outcome and business value 

The main purpose of all IT work is to support the business and to provide new options 

for the business. It is the duty of the architect to consider the business outcome of all 

IT measures and decisions. This, of course, requires in-depth business knowledge.

“Design for Digital” is design for the future business. 

• Time is the most limited resource 

In the current era of Digital Transformation, many business models will be created and 

most of them will fail. For the few that succeed, one of the key success factors will be 

that they were the first to provide the specific business model or the needed service. 

Even if the IT solution is not as mature as one may want it to be: the first one entering 

the playing field sets the rules of the game.

In the case of failure, early identification helps, before you invest too much money or 

spend too much time on a solution. Early tests will deliver early feedback, which you 

can use for your next attempt.

Avoid long and intensive planning: “No plan survives the first enemy contact.” 

(Helmuth von Moltke) Time is the most limited resource in the Digital Transformation 

scenario. Therefore, the deliverables of the architect have to be limited to an amount 

really providing benefit. Basically, this leads to the way to defining the deliverables 

required from the architect: think of the issue to be resolved for a successful Digital 

Transformation, and through this, derive the necessary deliverable.

“Design for Digital” is design for now instead of tomorrow.
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• Ensure flexibility and adaptability 

New drivers require adaption for architecture as well: volatile and fast-paced markets 

require flexibility and adaptability of the IT solution. The latest thinking suggests an 

agile, as well as lean, approach for its development is the best way to achieve this.

Some evangelists of Agile voice criticism of the conventional way of doing architecture 

or, indeed, doing architecture at all: “It creates many useless and meaningless 

concepts, leading to the notorious Big Design Up Front (BDUF), which helps no 

one. Enterprise architects would impose rules and guidelines on the projects, which 

prevent simple, practical solution and prevent quick adaption to change.” To be honest, 

many of these reproaches are quite justified, looking at some enterprise architecture 

practices.

There are several techniques and methods used under the broad idea of Agile. So we 

refer here to the Agile Manifesto (http://www.agilemanifesto.org/) as the authority for 

these. I want to emphasize two aspects from this manifesto:

 ° Working software over comprehensive documentation

 ° Responding to change over following a plan

 

So there is a need to develop architecture together with working software. When following an 

agile approach, it makes no sense to thoroughly develop a complete architecture for the whole 

enterprise and have it implemented with the Digital Transformation program. Instead, the architect 

starts with a coarse overall draft plan, to become detailed when the need for decisions arises 

or response to change is requested.

“Design for Digital” is design for change. 

• Putting together different ways of IT implementation and provisioning  

The landscape and system design will be a patchwork of different options: there will 

be bespoke solutions working seamlessly together with package-based solutions, 

provided by Cloud provision models of different flavors. In addition to this, technology 

diversity will increase. The challenge for the architect is to ensure a homogenous user 

interface that contains complexity, so flexibility and maintainability is ensured.

“Design for Digital” is designed for use instead of reinvent the wheel.

A lightweight enterprise architecture framework is needed, simple to use and to maintain, with 

a minimal set of essential architecture deliverables. With TOGAF 9.1 we see an architecture 

framework as: “a conceptual structure used to develop, implement, and sustain architecture.” 

The main purpose of such a framework is to visualize a solution and solution alternatives for the 

organizational and IT structure with their outcomes, to marshal all the development work within 

a Digital Transformation program and to provide guidance for architecture decisions.

As an answer to this challenge, we propose such an enterprise architecture framework to support 

digital transformation developed “under fire,” i.e., in practice, for Digital Transformation programs.

A lightweight framework for Digital Transformation has to address the following 
questions:

Question: What must the Digital Transformation of the enterprise achieve?

This issue is about why we actually want to transform the business. There is a business 

idea and some business goals, with an underlying business strategy, and set business 

objectives according to the business strategy. When looking at business transformation, 

opportunities the IT provides trigger the business idea, at least to some extent. So there 
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is already a close mutual interference between business and IT, at the starting point of 

Digital Transformation.

There may be some additional business constraints: the given time frame, geographical 

scope, the general functional scope, the target operation model, etc. If the legacy IT 

landscape is of any importance, a coarse heat map or gap analysis is also part of these 

considerations.

All together, this forms the architecture context for Digital Transformation. The architect 

is well informed to clarify this context with all the stakeholders before the first step of 

their work. This clarification comprises also their formal assignment, the statement of 

architecture work as referred to in TOGAF: “verifying and understanding the documented 

business strategy and goals.” The context may be mostly vague in some parts, at the 

beginning. Some aspects of this context may even change during this Digital Transformation 

endeavor. So the documents for describing the architecture context shall allow the tracing 

of changes to it and the decisions that triggered those changes.

As the Digital Transformation scenario is focused on implementing something new, the 

architect does not take the legacy business strategy into consideration much. If this is 

part of the acknowledged architecture context it is usually referred to as an add-on to 

the target business strategy and thus part of it.

The benefit of compiling this architecture context is to set a goal for the Digital Transformation 

in order to align all stakeholders. As Digital Transformation is usually a risky and costly 

engagement, it is imperative to rally everyone around the set goals.

From a TOGAF customization perspective, we formally add architecture context as an 

architectural input. We do not assume that it will fully clarify or in any way remain constant 

for the Digital Transformation program, not even for one iteration, quite the contrary, it will 

and has to change according to market experience and demand, customer feedback, 

competitive situations etc.

Question: What is going to be realized?

Derived from the architecture context, the architect creates an architecture sketch. They 

look for the overall value chain of the enterprise, the business and IT capabilities required to 

realize this value chain, and order all of this in some reasonable way, in so-called domains. 

This may already include some preliminary decisions on insourcing and outsourcing, and 

thus on the scope. This will show a way to make the achievement of goals for the Digital 

Transformation program feasible. All in all, this results in an architecture vision.

The benefit of an architecture vision is the alignment of the architect and the stakeholders 

of the transformation on the future structure of the transformed enterprise. Through this, 

the architect’s assignment from the architecture context gets clarified, but there is no 

need for a formal statement of architecture work, which in practice, is rarely issued.

Looking at the TOGAF customization, we see the architecture vision as the first deliverable 

of the enterprise architect, not as a means to get the statement of architecture work signed 

off. The statement of architecture work is therefore skipped. Following the principles of the 

Agile Manifesto, we see no value in a formal assignment for the architect. The respective 

stakeholders should trust the architect to realize the goals and objectives as stated in 

the architecture context. This follows the statement from the Agile Manifesto: “Customer 

collaboration over contract negotiation,” where the Digital Transformation program may 

be seen as the architect’s customer.
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Question: What are we going to do to realize the architecture vision?

After clarification of the architecture vision, there is a need to describe, on a high level, 

the necessary measures to get this architecture vision into reality. This comprises two 

deliverables, derived from the overall drivers of Digital Transformation and the architecture 

context: Business and architecture principles as guidelines for the actions to be taken 

and for future architect decisions. They form the guide rails for the Digital Transformation 

program. These architecture principles, applied to the domains in the architecture 

vision, gives a foundation for measures to be taken to realize the architecture vision. The 

description of these measures has to be rather coarse to leave room for options and 

reaction to change. They are to be detailed in individual projects to be started within the 

Digital Transformation program. So the architecture principles, together with the defined 

measures for realizing the architecture vision, form the architecture action plan.

The architecture action plan is the architect’s input to the Digital Transformation portfolio 

and roadmap. Of course, the management of a Digital Transformation program has to 

take some other aspects, beyond the architectural aspects, into consideration when 

deciding on the project portfolio and roadmap, such as the availability of knowledgeable 

resources the investment plan, etc.

These three activities: compiling the architecture context, deriving the architecture vision 

and the architecture action are all the enterprise architect needs at the beginning of a 

Digital Transformation program. Any more details shall be left to the individual projects/

initiatives or later architecture decisions, to be made at the right time. Architecture vision 

and architecture action plans have to be coarse and flexible. Business may change at 

short notice, and we want (staying true to the Agile Manifesto) to embrace change.

There is especially no use in elaborate design before the actual implementation starts. 

It will just slow down the program, and any decisions taken will be too early and will not 

pass the test of time.

Of course, an architect always bases architecture vision and an architecture action plan 

for a Digital Transformation, on business considerations and business architecture. For 

this reason, there is no sense in putting business in opposition with IT: we need a holistic 

view. And we have to keep in mind our starting statement: IT is the business.

TOGAF 9.1 lacks something such as an architecture action plan, and proposes an 

architecture roadmap instead. But this architecture roadmap needs a defined architecture 

as a prerequisite. This is too detailed for the approach we want to follow here.

Question: What is the contribution of a certain project to the realization of the architecture 
action plan?

When the Digital Transformation program starts, i.e. the defined project portfolio gets 

worked through; there is a need to provide guide rails for each project. According to the 

defined scope of each project, the measures from the architecture action plan defined 

for this respective scope become part of the project’s backlog.

This is formalized by an architecture contract or an architecture outline for a certain 

project. This deliverable documents the contribution of the project to the architecture 

action plan.

By putting together the architecture outlines of the projects with their degree of 

implementation, the enterprise architecture is able to value the degree of realization of 

the architecture vision.
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TOGAF 9.1 thinks of an overarching architecture project, which then starts certain work 

packages to implement the proposed architecture. In practice, the enterprise architect 

almost never starts projects. Usually, they are an advisor to the portfolio management 

when defining individual projects. However, to ensure the alignment of the projects within a 

Digital Transformation program, the architecture outline is needed. Otherwise, all the sprints 

within the projects will only result in a “Caucus-Race” (Lewis Carrol, Alice’s Adventures 

in Wonderland). So, the architecture outline in the sense used here is an add-on with 

respect to TOGAF 9.1.

Question: What functionality does a project implement?

We assume that the individual projects within a Digital Transformation program will follow 

an agile approach. Given that there will be the need for adapting the Digital Transformation 

program at short notice, there is no alternative to it. So user stories provide functional 

requirements that populate a projects’ backlog. These functional requirements have to be 

fulfilled by atomic building blocks, the services. When we look at these from a business 

perspective, we see them as business services.

A business service is described on the one hand as having three parts: its business goal 

(the purpose of the service), the business role (as the role of the actor for this service) 

and the activity this actor executes. Another view of a business service is as business 

objects, as consumed input of a business service; created or transformed.

Linking the business services by their provided, respectively consumed, business objects 

shows the dependency between the services. This forms a special viewpoint for business 

services, the business collaboration view.

From the required business services, the project architect will derive the required 

information system services and the platform services needed to support these. They 

will map “non-functional” requirements to these derived information system services. As 

this takes place under the imperative of Digital Transformation, we can assume a one-

to-one relationship between business and information system services.

As a result, the project architect maintains a conceptual view of the services to be 

implemented during the course of the project. This conceptual view consists of the cross-

reference of business services; information system services and platform services; and 

the business collaboration view.

With this conceptual view, the project keeps track of already implemented services and 

its backlog of functionality still to be implemented.

This conceptual view customizes TOGAF 9.1 strongly. This approach does not go for 

the whole business architecture, as we only need the required business services. The 

business collaboration view shows how these business services collaborate. A Digital 

Transformation scenario focuses on the application architecture, therefore the information 

system services form the basis for further architecture considerations.

Question: How do the services work together?

The heart of the architecture work in a project is the grouping of the information system 

services within the scope of a project. From the business collaboration view, the project 

architect sees the dependencies between certain business services, which result in 

dependencies of information system services. Architecture principles, the domain structure 

as defined in the architecture vision and the joint utilization of business objects, result in 
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an ideal structure of components. The architecture outline of the respective project sets 

scope and guidelines for this blueprint.

By the terms of Digital Transformation we think of the application structure directly reflecting 

the business structure. The project architect derives application components based on 

the business structure, so we get a logical view of application components.

A project architect orders the platform services required to support the application services 

as well, and thereby creates a logical view of the technology components. 

Both the logical application component and the logical technology component view form 

the logical component view. Its purpose is to show the ideal intended architecture and 

the effect of architecture decisions to it.

Again, this is a very strong customization of TOGAF 9.1, focused on application 

architecture within the project scope, and taking the necessary technology architecture 

into consideration. This logical component view is seen as a minimal viewpoint. A project 

architect may need to derive further viewpoints when special concerns of stakeholders 

become apparent.

Question: With what does the project realize the logical components?

Considerations from the architecture context, such as procurement of services, such as 

using Cloud service, utilizing a software package or even continuing legacy applications, 

lead us to the actual components to build. For the majority of required services and 

logical components, these will be provided by either commercial-off-the-shelf (COTS) 

software packages or services provided from the Cloud. As time to market is the strongest 

driver within the Digital Transformation scenario, newly built services and their respective 

components have to be limited to the absolutely necessary ones. Ideally, we follow a 

more or less mesh-up approach for the implementation.

The architect must decide between different solution alternatives, using different 

combinations of software packages and Cloud solutions – and possible different ways 

of integrating them. This leads to a number of architecture trade-off decisions based on 

the ideal structure given by the logical component view.

The resulting physical component view is the IT blueprint and will serve to resolve 

deployment and operations issues. It provides the project with a concise and consistent 

view on the decisions that are meant to last. Of course, this view will show areas where 

adaption to change is still possible, thanks to built-in options.

So this physical component view provides the project a concept for a stable base on 

which the project can build.

Again, for the physical component view, we focus on application and technology 

architecture in a combined way, which is different from the approach TOGAF 9.1 takes.

So within a project, the project architect creates and maintains three basic views for 

the project: the conceptual, the logical view and the physical view, with the architecture 

outline as the starting point.

Question: How does the enterprise architect execute architecture governance?

The enterprise architect is responsible for maintaining and adapting the architecture vision 

and the architecture action plan, tracking the progress the projects make towards realizing 

the architecture vision and the carrying out of the architecture action plan. These are 

the competencies by which the enterprise architect executes architecture governance.
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To get information on the progress the projects within the Digital Transformation program 

have made, the enterprise architect organizes architecture reviews.

This review not only checks how far the project has implemented the architecture outline, 

but also any derivations from this architecture outline, and need for adaptation of the 

architecture action plan and/or the architecture vision.

Business reasons, outside triggers or any other reason may pose the need for change 

to the architecture vision and, consequently, on the architecture action plan. This, of 

course, triggers change within in the architecture outline of the projects and change in 

the projects, especially in the project’s architecture views and implementation. So another 

part of the architecture governance is the tracking of applied change throughout the 

Digital Transformation program.

The benefits of architecture governance are quite clear. Only with effective architecture 

governance can the architecture vision be realized. If there is no architecture governance, it 

will be difficult to apply the change of the Digital Transformation program to all the projects.

6.4 People and the distribution  
of work

Architects with different views on Digital Transformation Type of Systems need different skill sets 

depending on the scenario they are working in. For example:

• Building the services for the Cloud

• Orchestrating business functionality out of existing Cloud services

Especially with the latter, there is a need for a close relationship with the business they are 

working for. They need to have a sound understanding of the cultural setting a solution has to 

work in, because these cultural differences influence solutions and are at the same time hard to 

communicate, like the following examples show:

• The German legal system is based on a completely different approach to the one in the 

UK

• The German ‘Mülltrennungssystem’ (waste separation) is hard to explain to people 

from other countries

• The Austrian pragmatism does not fit to the German way of perfectionism

Service providers might put more focus on fast and efficient building, high quality, and covering 

different markets. 

Pattern: Ensure that your team has the 
necessary context knowledge
Choose your team members appropriately with respect to the decision. The core ques-
tion is no longer whether someone is sitting in Saarbrücken or in Mumbai, but what 
knowledge I need and at which location can I get it, and are there legal constraints (on 
data security, etc.) that might influence that person’s participation.
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7.1 Glossary

7.1.1 ATAM (the Architecture Tradeoff Analysis 
Method) 

More on ATAM can be found here: 

https://en.wikipedia.org/wiki/Architecture_tradeoff_analysis_method

For the related analysis it is helpful to create a matrix (Excel) of NFRs and design decisions and 

define whether the design decision has a positive, negative, or neutral impact on an NFR. You 

might also identify conflicts, which means that you either must change the NFR (together with 

the customer) or your design decision.

7.1.2 Cloud 
Cloud computing can be described by using the following definition from the National Institute 

of Standard and Technology:

“Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access 

to a shared pool of configurable computing resources (networks, servers, storage, applications 

and services) that can be rapidly provisioned and released with minimal management effort or 

service provider interaction.”

7.1.2.1 Cloud services dimensions
There are at least three different as-a-service models describing cloud computing:

• IaaS (Infrastructure as a Service) including the hardware, the network infrastructure, 

the operation systems (OS) and the necessary administration tools for virtualization, 

etc. This layer is standardized by OpenStack (https://www.openstack.org/)

• PaaS (Platform as a Service) adds runtime environments, service management and 

the necessary middleware, standardized by https://www.Cloudfoundry.org/

• SaaS (Software as a Service) including all business functionality from small services, 

providing an address, to a location, to entire ERP systems

Computing has at least three main delivery models:

• Public: made available and shared by several clients and owned by a Cloud Service 

Provider such as Microsoft (Azure), Amazon (AWS), IBM (SoftLayer)

• Private: dedicated to one client, managed by a third party or the client themselves, 

deployed on or off premises 

• Hybrid: a combination of two or more Clouds (private or public) bound together, 

enabling data and application portability 

We can add on premises, where the typical Cloud stack runs in a local open stack environment, 

which helps with aspects such as elasticity without giving up control.
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Figure 5: The three different as-a-service models coming with the three delivery models

Cloud solutions can be described through a set of key characteristics:

• On-demand self-service, using portal and service catalog

• Accessible from anywhere over the network, by any devices

• Scalable through provisioning and deprovisioning of resources

• Metered to facilitate the measurement of the consumption: CPU, memory, storage, IO

• Pay-per-use business model to address cost efficiency

There are different types of agreements around services:

• Quality of Service (QoS) is a term used to define the performance of a service that may 

be referring to functional and non-functional characteristics of the service. 

• Web Service Level Agreement (WSLA) language (XML) to specify SLAs in a flexible 

and individualized way, a system to monitor the compliance of a provided service 

with a service level agreement, and a workload management system that prioritizes 

requests according to the associated SLAs.

• A Service Level Agreement (SLA) is an agreement between a service provider and a 

customer. The SLA describes the IT service, documents service-level targets, and 

specifies the responsibilities of the service provider and the customer. 

• An Operational Level Agreement (OLA) is an agreement between the different 

parties providing service level. The OLA defines the goods or services to be 

provided and the responsibilities of both parties.
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7.1.2.2 Cloud brokerage and orchestration
Even if both concepts address similar issues, there are differences.

A Cloud Service Broker (CSB) is a third-party individual or business that acts as an intermediary 

between the purchaser of one or more cloud computing services and the sellers of those public, 

private or hybrid services.

This Cloud broker facilitates the distribution of work between different Cloud service providers 

and allows comparison between similar services.
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Legacy SaaS Google
Apps
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Amazon Web 
Services
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Enterprise consumer Services Business Services - Consumable
- Secure
- Compliant
- Supported

Figure 6: Cloud Brokerage Framework

Cloud Service Orchestration (CSO) describes the assembly and management of multiple 

Application Services from public, private or hybrid sources to deliver defined end-to-end business 

services.

Management assumes a collection of services, which can be changed over time by reassembling 

them or adding new application services to create new business services. These services can 

be Cloud-based or legacy.
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Private Cloud
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Figure 7: Cloud Orchestration Framework

Both CSB and CSO Platforms will bring benefits such as lowering the cost, giving more choice, 

bringing more control and a better security and quality level.
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7.1.3 DevOps
The related processes behind this backwards are summarized as DevOps. In Wikipedia, you 

find the definition:

“DevOps (a clipped compound of “development” and “operations”) is a culture, movement or 

practice that emphasizes the collaboration and communication of both software developers and 

other information-technology (IT) professionals, while automating the process of software delivery 

and infrastructure changes. It aims at establishing a culture and environment where building, testing, 

and releasing software, can happen rapidly, frequently, and more reliably.” (https://en.wikipedia.

org/wiki/DevOps, November 27, 2015).

This is a response to the interdependence of software development and IT operations. It aims 

to help an organization rapidly produce software products and services.

It is a different style of working practices, where Development and IT Operations work as a 

single team in the development and deployment of a complete business application. Working 

together, the most appropriate functional and operationally efficient solution can be designed 

and implemented with full operational efficiency in mind.

With the availability and adoption of Cloud services, the facilities for collaboration and on-demand 

services have dramatically been enhanced. Individual developers/teams can provision and 

configure whole environments themselves for specific testing tasks and then release them when 

completed. Such flexibility provides the necessary environment for rapid, agile development.

New computing models and business demands drive the need to work in different ways. 

Collaboration across different development disciplines and between Development and IT 

Operations is now increasingly important. Shared responsibility and group goals of providing 

cohesive, operationally efficient business solutions across whole IT groups is the way forward.

If you are interested in further information on DevOps read:

• The Phoenix Project (http://itrevolution.com/books/phoenix-project-devops-book/) 

(a novel)

• The Goal: A Process of Ongoing Improvement (http://www.amazon.de/

The-Goal-Process-Ongoing-Improvement/dp/0884271951)

7.1.4 FURPS+
The FURPS methodology was originally developed by Robert Grady at HP. The categorization 

FURPS+ provides guidelines for gathering NfR, but it is not rigid:

• Functionality: feature set, capabilities, generality and security

• Usability: human factors, aesthetics, consistency and documentation

• Reliability: frequency of failure, recoverability, predictability and mean time to failure

• Performance: speed, efficiency, resource consumption, throughput and response 

time

• Supportability: testability, extensibility, adaptability, maintainability and portability

• +: a catch-all for constraints that don’t fit

More on FURPS can be found in [FURPS1] and [FURPS2]. 

https://en.wikipedia.org/wiki/FURPS and http://www.upedu.org/process/gcncpt/co_req.htm
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7.1.5 Microservices: the next level of SOA
The definition of J. Lewis and N. Fowler [Fowl] describes microservices as:

• A single application as a suite of small services – possibly including GUI (add-on from 

a definition by Eberhard Wolf)

• Built around business capabilities

• Each running in its own process

• Communicating with lightweight mechanisms

• Independently deployable

• Fully automated deployment machinery

• May be written in different programs or languages

• May use different data storage technologies

Taking other definitions into account, we always end up with something similar, but with different 

flavors and with different emphases. There are always two aspects in the middle: size and 

independence of the microservices.

7.1.6 SEMBA (Structured Expert Method for 
Business Analysis)

When starting a project, consider using the “risk storming” method from SEMBA. Schedule 

a meeting with all stakeholders (e.g. business, IT, security department, operations, enterprise 

architects) and let them use post-it notes to place the risks on a chart in the following way:

If you multiply the probability and impact scores, you get a number that you can use to group 

the risks into low (1–2), medium (3–4) and high (6–9) priorities. Ask everybody to write each risk 

they identify on a sticky note, preferably color-coded according to the score that you came up 

with. Limit this exercise to 10–15 minutes.

This facilitates a discussion with the stakeholders and drives consensus on what is and is not 

important for the project to deal with. In the next step, you should map those risks to your 

architecture and check if you address those risks. Please keep in mind that prioritization is very 

important.

More on SEMBA can be found in [SEMBA].

7.1.7 Services and Service-Oriented 
Architecture (SOA)

Though there is an upheaval in enterprise architecture from a high perspective, the general 

approach and toolset of enterprise architecture has not changed so much. The old virtues of 

service-oriented architecture still prevail, which means using services, i.e. self-contained pieces 

of work with a focused business purpose and the atomic elements for any architecture. Today, 

service-oriented architecture is the generally accepted standard for architecture work, and 

does not need any further discussion. If you want to describe what an information system does, 

you should start with describing its intended services. There is still an ongoing discussion on 

the definition of services, their granularity, technical aspects such as SOAP vs. REST, and the 
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need for additional elements such as events and triggers, etc. Nevertheless, services as basic 

elements for architecture have prevailed.

Thus, “service” means different things to different people, so it is important that we share a 

common understanding. In the following considerations, we use the following definition:

A service is a reusable component that can be used as a building block to form larger, more 

complex business-application functionality. A service may be as simple as “get me some 

person data,” or as complex as “process a payment.” A service provides a discrete business 

function that operates on data.

People and businesses tend to experience these services as single entities – the HR system, 

the purchasing system, the email service, and so on. In reality, these services are often made 

up of many different components – hardware, software, communications and processes, each 

of which could be provided from one or more suppliers.

A Service-Oriented Architecture (SOA) is:

• A collection of services 

• Classified into types, such as SOA Management Services or Data Service

• These services are organized into different layers, such as basic services, which are 

stateless services with high degree of reusability

• And they are governed by architectural patterns and policies, which are externally 

accessible. This enables services to be found at both design time and runtime, not 

only by unique identity, but also by interface identity and by service kind. 

Service-Oriented Architecture (SOA) is an architectural style. Applications built using an SOA 

style, deliver functionality as services that can be used or reused when building applications.

7.2 List of Figures
1. Orchestration

2. Cloud Security

3. Metric Framework

4. Constant Business Improvement

5. Cloud Services

6. Cloud Brokerage

7. Cloud Orchestration Framework

7.3 List for further reading
• http://www.zeit.de/digital/internet/2012-10/stimmung-analyse-social-media  

(German only)

• http://www.communardo.de/home/ibm-connections-oekosystem/

• https://youtu.be/czNzulNl31s Vivek Wadhwa: Get Ready for The Next Wave of Tech 

Disruptions 
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• http://www.druck-medien.net/uploads/tx_news/_processed_/csm_Hexis_Folie_

Fahrzeug_e6f05edc63.jpg

• https://ssl.www8.hp.com/us/en/ssl/leadgen/secure_content.html?asset=2099557&mo

dule=2105698&page=1970341&simpletitle=idol%20data%20analytics&subbu=tsg.soft

ware&parentPageName=3.0&analytics_page_name=3.0&parentUrl=http%3A//www8.

hp.com/us/en/software-solutio

• (Enterprise) Search will be completely transformed and therefore drive many new 

business concepts/ideas. Some suggested ideas here:

 ° http://www-05.ibm.com/de/watson/

 ° http://www.ibm.com/cognitive/de-de/outthink/index.html?S_TACT= 

EUCACOGDES1&iio=other&cmp=ibm_ca_outthink_de&ct=EUCACOGDES1&cr=go

ogle&cm=k&csot=-&ccy=-&cpb=-&cd=-&ck=+what_+is_+watson&cs=broadmatch

 ° http://www8.hp.com/us/en/software-solutions/asset/software-asset-viewer.html?a

sset=1993749&module=1970414&docname=4AA5-8714ENW&page=1970341

 ° http://www8.hp.com/us/en/software-solutions/information-data-analytics-idol/

index.html
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