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Digital Identity
A contest for control
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Introduction

Our digital presence has increased enormously in the last decade. Today, billions of 
people use Facebook, Instagram, Twitter and other social media profiles and thereby 
share a large part of their identity freely on the internet. 

While we can do a lot of things with these new services, the companies behind the 
curtains are gaining more and more knowledge about our digital presence.

This new type of identity, which is the entire sum of one’s online information, 
encompasses usernames, search history, shopping activities, social media accounts 
and everything else online.

With a rising public uproar over malicious breaches (Yahoo, Equifax,…) in addition 
to commercial usage of our data, control over our identities is questioned. 

As a result, the following questions are being asked more and more on a day-to-
day basis:

What is the importance of (digital) identity, why should we care, and should we take 
action?

The information contained in this document is proprietary. ©2018 Capgemini. All rights reserved.

Everything we do in the digital realm 
[…] creates a data trail. And if that trail 
exists, chances are someone is using it 
– or will be soon enough.

- Douglas Rushkoff, Author of Throwing Rocks at 
the Google Bus
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In a digital age where we see a continuous trend towards ‘online’ applications, customers are increasingly 

asked to share their identity attributes with providers of online services. This has led to the emergence of 

identities that only exist in the digital space, called “digital” identities.

Digitalization affects the role and shape of identity

Characteristics of Digital Identity2

With the rise of the internet and Web 2.0 in the last 

two decades, these digital identities have started to 

expand rapidly. Social media profiles, e-mail, and banking 

accounts are used on a daily basis and are considered a 

highly important extension of who we are. 

Dashlane, a password management solution, prognoses 

that in 2020, the average number of accounts per 

Internet user  will be 2071.  It is a valid concern to question 

whether people will be able to remember and protect 

all of these.

In addition to the exponential growth of this type of 

identity, we see that they are also used – and sometimes 

even required – to supplement physical identities (f.e. 

adding an e-mail address to civil identity). 

Not only has the number and popularity of digital 

identities been growing, digital channels are also 

growing, and more and more transactions need a 

verification of identity.

On top of this, the complexity of transactions evolved. 

Entities communicate and transact with each other 

without previously established relationships. Having 

a validated identity of the other party becomes of 

precious value when transacting with customers and/

or businesses, especially cross-border.

1 blog.dashlane.com/infographic-online-overload-its-wors-than-you-thought

2 A Blueprint for Digital Identity, World Economic Forum 2016

Identity is the result of digital records that a person can control and use to 

perform transactionsDigital-based: 

Interconnected: 

Flexible: 

Digital
Identity

Physical
Identity

Identity systems are adaptive and continuously adjust by expanding with 

additional information to create an enhanced view of the user

Proof of identity can be communicated between entities in a standardized, 

digital format



4

The market reacts to the increase of digital interactions

Digital ID enables new & improved use 
cases

The need for stronger security & trust 
is rising

Level of Assurance

The rise of online services has led to an evolution in 
the way we interact and perform transactions between 
entities. Today, we can do almost anything in a purely 
digital way. From online banking and e-commerce to 
messaging and booking travels, practically all sectors are 
moving (part of) their services towards the digital space. 

These advancements enable a myriad of use cases where 
digital identities frequently play a key role in the 
transactions. 

These use cases drive innovation and are essential to 
digitalization. 

Numerous digital identity solutions are emerging that 
try to cover one or more of these use cases to position 
themselves on the expanding market.

As our society is becoming more digitally involved by the 
day, the move from physical to digital is happening 
rapidly. 

By signing up for numerous digital services, we are 
imprudently giving away our control and privacy in 
return for convenience.

Due to this acceleration, it is necessary to take a step 
back and think actively about the issue at hand.

Traditionally, governments were the official body to 
provide and ensure secure identification. Now, with 
identity shifting to the digital space, this control 
is shifted to the responsibility of online service 
providers which do the authorization of digital 
identities themselves, often with non-optimal means 
of authentication.

While passwords are still the main tool to authenticate, 
they are considered very insecure. 

Research even suggests that more than 90% of user-
generated passwords will be vulnerable to hacking3.

We can categorize identity transactions according to 
their Level of Assurance (“LoA”), which is “the degree 
of certainty that the transacting parties have in the 
authenticity of the identity being presented.” 

Services that provide more sensitive and/or valuable 
use cases (f.e financial institutions) take steps to 
increase their transaction’s required level of assurance 
by using tokens, card readers and other strong factors 
of authentication. 

USE CASES 

Logging in securely to services

One single login solution that proves ‘you are you’ 
to the service provider. Can be used to a verified 
login to access your bank, customer portal, medical 
records,…

Authorizing transactions

With your identity checked, you can easily perform 
transactions in your name to confirm payments, 
purchases, time sheets, etc.  

Digital is signing of documents or 
contracts

Wet signatures can be replaced by a digital signature 
with equal legal value. This allows a more secure 
and convenient way to transact with businesses and 
institutions.

Sharing Identity attributes

A digital solution can replace the tedious, repetitive 
Know-Your-Customer (KYC) process by using a single 
way to automatically share the required attributes 
with the service provider. 

Consent management (e-health, … )



5

Evolution of digital interaction

Digital Interactions

Personal Control

Strong Digital Identity
needs to fill the gap

Shift

Time

#

There is a convergence of interest for various parties

The shift from physical to digital identity is driven by Customer Demand, the 
Government, and the Private Sector. 

Governments are well-positioned to play an enabling 
role in establishing a suitable, coherent ecosystem of 
trust. 

This would allow public and private organizations to work 
together and manage identity for businesses, citizens 
and consumers.

They play a key role in facilitating adoption and 
awareness by providing several e-services to the mass 
market and can serve as an example to digitize services 
across industries and sectors. 

In addition to acting as service providers, governments 
should have the responsibility to drive regulatory 
frameworks in which digital identity and networks of 
service providers and users can grow.

The rising popularity of mobile-banking apps 

demonstrates the rapid

evolution from physical to digital in the financial sector. 

In the identity landscape, financial institutions play a 

dual role:

Firstly, they are the provider of one of the most popular 

digital services – online banking. On the other hand, a 

financial institution has the ability, depending on the 

country’s regulation, to play a natural role of highly 

trusted Identity Data Repository (IDR). According to 

Telstra research, consumers regard banks as the most 

trusted organization to handle their personal data.4 

Public institutions have a central role Financial institutions have a dual 
interest
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Telecom operators are the front runners of digitalization. 

They act as gateway to digital, by connecting people and 

things to the internet and various public and private digital 

platforms. Securing and improving digital connectivity at 

home or on the go allows an increase in digital adoption. 

At the same time, Telco’s can leverage data and digital 

identity and security to develop differentiation and relay 

of growth against local and global internet players such 

as Google, Netflix, Facebook or Amazon.

Telco’s are the digital gateway

Businesses need it to deliver digital 
services

Key Benefits

End-users ultimately define the success

For most businesses, it is vital to have the valid 

personal information about someone, whether it is for 

e-commerce, subscriptions, gambling or other types of 

services. Working with incorrect personal data can lead to 

various missed opportunities and may even bring about 

legal implications. 

By having an external, federated identity solution in 

place companies do not have to develop their own 

KYC capabilities and procedures.  Businesses can 

therefore focus more heavily on their core services and 

differentiate through an enhanced customer experience. 

Opportunities to leverage digital identity for the private 

sector are already abundant and further innovation may 

introduce additional advantages

Ultimately, it depends on end-user adoption that will determine the success of a system or solution. A high 

uptake of end-users can enforce a wide market adoption which leads to a virtuous cycle of service providers 

that decide to enroll the solution.

As consumers have continuously rising expectations regarding convenience and security, this is no easy 

assignment. Highlighting the benefits of a strong digital identity solution if it requires sacrifices for convenience 

remains one of the key challenges.

Process Streamlining

Service Delivery

Service Tailoring

Revenue Stream

They can be in this position because they are required, 

by law, to have highly secure processes to establish a 
person’s identity. (leads to a high level of assurance). 
This means that they can ‘supply’ identity data to digital 
identity solutions.

On top of that they need to manage a high volume of 
transactions not limited to purely financial transactions 
but also the (digital) signature of loans and other types 

of contracts.  
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Consumer engagement is decided on three factors that 
enable a successful digital identity

1. An ecosystem of TRUST is beneficial to digital identity 

Together with technological advancements and the 

related rise of digital identities, legal frameworks need 

to exist that are aligned with ongoing evolutions.

Regulatory actions are set in motion to bolster security 

& privacy by enforcing stringent legal requirements to 

several authentication platforms. 

By forcing the digital ecosystem towards stronger and 

better authentication means, regulators do not only aim 

to protect end-users but also public and private parties 

from potential fraud and losses.

This trend develops quickly as regulatory bodies are 

also calling for higher transparency in transactions, 

requiring improved accuracy and validity of the 

identity information of identity registrars. In addition, 

they will be held responsible for missing or incorrect 

identity attributes.5

More and more, data breaches and vulnerabilities of 

weak identity systems are being highlighted by the 

media, resulting in severe reputational damage of 

organizations that are not keeping up with the required 

technology and security tools.  This indicates that the 

public is requesting accountability and stronger legal 

implications when these situations take place.

Trust

Control Convenience

2. CONTROL needs to be in the hands of the end-user

Privacy is crucial to any sensitive information, especially 
when it concerns our identity – either physical or digital. 

As mentioned earlier, concerns about where and 
how much of your (personal) data is being stored and 
distributed when using online services are at an all-time 
high. The GSMA found that over 

80% of mobile users were concerned over sharing 
personal data and believed that giving permission 
was important before data would be used.6 

The number of digital identities an individual must 
manage grows consistently. With our data becoming 
spread across services, it becomes increasingly 
important to ensure privacy. However, this continuous 
sharing causes a feeling of loss of control. 

More so, repeated data breaches contribute to this 
sense of futility, making consumers more and more 

indifferent to protecting one’s online privacy. This 
phenomenon is what Choi et al. call “Privacy fatigue”.7 

They define, privacy fatigue as “a sense of weariness 
toward privacy issues, in which individuals believe 
that there is no effective means of managing their 
personal information on the Internet” 

They note that this phenomenon leads to significant 
disengagement behavior rather than a concerned attitude 
around the topic. This negative evolution highlights a 
need for measures that combat this fatigue and strive 
towards a return to a satisfactory level of privacy.

Digital identities need to have control mechanisms to 
let the user itself decide who and when someone can 
access which data and that it is used for the required 
transaction only.

5 Blueprint for Digital Identity, World Economic Forum 2016

6 Mobile Privacy: Consumer research insights and considerations for policymakers, GSMA, February 2014

7 Choi, H., Park, J., & Jung, Y. (2018). The role of privacy fatigue in online privacy behavior.
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3. CONVENIENCE is key for user acceptance

Having effortless access to our daily transactions has 
become standard in today’s digital and mobile society. 
Digital transformations have allowed companies to offer 
their customers fluid user experiences and are offering 
them convenience that was previously impossible. This 
has significantly raised customer expectations and 
convenience standards.

Services and solutions that replace tedious, traditional 
options like tokens and card readers are adopted more 
easily. 

Currently, the use of passwords is still one of the most 
convenient and popular approaches to authentication 
but, as mentioned earlier, has several security issues. 

Consumers frequently relinquish security and use the 
same password repeatedly for most or even all of their 
accounts.

In response, other convenient alternatives are entering 
the market. These try to meet the rising expectations by 
keeping convenience high by integrating their solution 
with mobile devices, using biometric authentication or 
other alternatives that remove the need for (hackable) 
passwords

Achieving a strong mix of all three elements is 
essential to establish a successful digital identity 
solution.

In response, many new identity solutions offer a way to enrich the market with 
new systems and means to authenticate.

SOLUTION TYPE

SECURITY
LEVEL

IDENTITY
PROOFING

USER 
CONVENIENCE

Username/
Password In-house

Social
Media

Public
Initiative

Mobile 
Identity

Several models & solutions are emerging 
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Using social media accounts such as Google, Facebook, LinkedIn, etc.

In-House solutions

The goal of social media authentication is to offer a 

free alternative that strives to attain global adoption 

in the long-term. Instead of going through the laborious 

registration process of a website, a user can simply 

press a button to fill in the data using their social media 

profile. However, the data that is used for the social 

media account is not always validated and is entered 

by the user itself which may result in false or incorrect 
information.

Using these solutions, a user opts to give away control 

over his/her data to the hands of the owning organization. 

Companies often like to improve the security of their 

service by having either a third-party authentication 

solution embedded on their platform or create a custom-

built solution for themselves. 

The key characteristic of these ‘in-house’ solutions is that 
the strength of the solution varies from company to 
company. Some prefer higher security in exchange for 

lower convenience, or vice versa. They often perform 

their own identity validation that enables specific 

uses cases linked to their personal platform. And so, 

companies make different trade-offs dependent on 

their needs.

This data can then potentially be used for commercial 

or other purposes. A recent example: Cambridge 

Analytica used 87+ million Facebook accounts to 

influence the Brexit & US elections campaigns. 

Security:   Low

Level of Assurance: Low

Convenience:  High

Deployment Cost: Free

Generally, these solutions are quite costly as they 

have unique processes and services to maintain.

Security:   High

Level of Assurance: High

Convenience:  Low/ Medium

Deployment Cost: High

Username / Password

Many websites and online services use very simple 

solutions that have low requirements and are customized 

to their specific needs. These solutions, however, are 

often not sufficiently secured and mainly serve as a 

cheap and convenient way to identify their userbase. 

Also, the standard service provider uses user-generated 

forms: a type of data collection that does not guarantee 

a verified identity, as the users decide whether they 

fill in the correct information. This may cause incorrect 

attributes to enter in the database. 

The decision to have low LoA’s is often deliberate 

as to reduce costs and lower customer barriers to 

generate more conversion.

Security:   Low

Level of Assurance: None

Convenience:  High

Deployment Cost: Low / Free
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Mobile identity solutions

Public Initiatives

“Mobile identity” is one of the main solutions that 
is trending on the global market. It is a form of 
authentication that utilizes the SIM card of one’s mobile 
phone to work as an identification mechanism. They also 
acquire verified identities through different types of IDR 
(governments, banks, …) which heightens the level of 
assurance. The strength of the KYC of the IDR affects 
the level of assurance. 

The solution enables strong authentication and enables 
digital transactions for a variety of use cases like online 
banking, payment confirmation, accessing online 
content, etc. When using mobile identity as a solution, 
no separate card reader or token is needed, as the phone 
itself is the secured authentication device. 

The combination of technology together with user 
experience shows great promise and it is therefore 
currently considered best-on--market in terms of security 
and convenience.

Some governments have initiated digital solutions for 
their citizen’s identities. By establishing a virtual link with 
the registry number, citizens are able to use their national 
digital identity for online e-government services. 

These solutions are often held to high security & 
privacy standards yet often lack convenience as they 
frequently require specific card readers or tokens. This 
need for hardware propels costs as the solution has to 
be accessible for every citizen.

Through these initiatives, governments are catching 
on and are increasing their engagement in digitalizing 
their services. Establishing solutions like eID and 

Why this type of solution is gaining popularity is no 
complex question. Reports8 indicate that over 66% 
of the population has a mobile phone subscription 
and more than 57% of those owns a smartphone. In 
addition, since 2016, more online transactions are 
performed through our mobile phone than using our 
personal PC’s.9 As accessibility is one of the keys to 
success of digital services, it is a no-brainer to leverage 
the adoption and usage of mobile phones.  

Security:  High

Level of Assurance:  Depends on IDR

Convenience:  Medium/High

Deployment Cost:  Medium / High 

      Mobile Identity:

A form of authentication that utilizes the SIM card of one’s mobile phone to work as an identification 

mechanism.

other kinds of digital identities are paving the way to 
future enhancements of national identity systems. 
Unfortunately, government solutions are often still 
restricted to public services and are not easily allowed 
or embraced by the private sector for their use cases.

Security:   High

Level of Assurance: High

Convenience:  Low / Medium

Deployment Cost: High 

8 GSMA, Mobile Economy 2018

9 Statcounter Global Stats

Estonia                        Public Initiative Examples

Estonia is one of the key examples in terms of national digital ID programs. Their e-gov is highly embedded 

in the country and their mobile identity solution ‘Mobiil-ID’ has a strong adoption.

India

India’s national biometric program, called “‘Aadhaar”, is the largest national identity roll-out in the world. 

Over 1.12 billion, more than 95% of the population, are already registered in the system.
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CASE STUDY: Belgian Mobile ID

Within the European Union, several countries are transforming their national identity systems. 

In Belgium, public & private players are working together and take on a leading role through a consortium 

called “Belgian Mobile ID” to offer secure & convenient identity solutions for the entire Belgian population.

In 2016, the four major banks and three main telecom 

operators entered a consortium to create the mobile 

identity reference solution for Belgium. A year later, the 

service was successfully launched and now, with support 

from the government, is on its way to becoming mass 

adopted on the Belgian market.

History

2. Link with SIM

5. Link with Customers

1. Link with ID

3. itsme app

4. Ecosystem

Secure, Private

Multiple Use Cases

Trust

Verified Identity

Convenient, Secure

SIMrlD

C
R

+
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Their solution is mobile-based and is called “itsme®”. 

It already has 9 active service providers where people 

can log-in, approve transactions and share their data 

using the application. Qualified Electronic Signature 

functionality is expected to become available in Q3 2018.
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Consortium

Banks and telecom operators banding together to form 

the right ecosystem is a unique accomplishment that 

allowed them to enable strong results on the levels 

of trust, control and convenience. Not only does this 

provide powerful confidence to end-users, these players 

serve uses cases that are frequently used and therefore 

generate the necessary volumes to further stimulate 

adoption.

Public / Private

The government is also highly involved, and their 
public endorsement of itsme® contributes greatly to 
its awareness & branding.

Providing a unified image toward its citizens, together 
with some of the largest Belgian organizations, was one 

of the key factors to trigger initial adoption.

There are several insights to be gained from the Belgian case

International opportunities are also emerging, and other countries are turning their eyes to itsme® as 
one of the leading mobile identity models.

The biggest challenge ahead remains to see if mass adoption in Belgium will succeed and whether 
it will drive successful international expansion to attain a global positioning on the digital identity 
market. 

Milestones

June 2018: 400.000 users

2016: Foundation

Q2 2017: Launch

Q3 2017: Commercial Launch

Jan 2018: Government Live

Dual-sided market

The business model of mobile identity relies on adoption 
on both sides of the market. The first side is making 
sure people enroll in their application and use it to 
authenticate at services. However, to have available 
use cases, service providers need to be partnered with 

12

Service providers will not 
adopt the service if the 
userbase is limited

Users will not adopt the 
service if there are few 
use cases

Service providers

End-users

Belgian Mobile ID and they will only pay for a service 
if sufficient people are using their solution. This dual-
sided model can either lead to high reinforcing effects 
or result in the downfall of a solution, depending on 

the initial success.
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The contest for control is intensifying

The topic of digital identity has never been more alive. Regulators, governments and private parties are all actively 
investigating different approaches and models. While many initiatives have already been deployed, no real success 
stories have been convincing enough to drive (global) mass adoption. There is a significant diversity of solutions 
within and across countries. Various governments are creating their own solutions that are not (yet) interoperable 
with others. This fragmentation leads to wasted investments and lost opportunities to leverage efficiencies of 
scope and scale. However, a “one-size-fits-all” is also not pragmatic as an increasing variety of use cases allows 
opportunities for alternative approaches on the market.

Since the login methods of internet giants such as Facebook and Google have become more and more common 
on the market, public and private parties are looking for convincing solutions to steer the other way. As the focal 
point of this paper indicates, a solution that can bring trust, control, and convenience to its customers will provide 
a strong competitive response to the market. 

Which solution will be embraced by consumers and businesses? Will a single solution capture the entire market, or 
will it stay fragmented between each individual country? Do we participate on a course towards more control or 
do we tolerate a possible escalating lack of privacy and security of our personal data?

It is up to us, either in the position of a government, business or end-user, to decide if it is worthwhile to act.

Do we participate on a course towards more control or do we tolerate a possible escalating lack of privacy and 
security of our personal data?

Ultimately, the main challenge for both public and private organizations remains to rightly assess the opportunity 
and successfully create value. For this, it is essential to look at the issue from all angles.

Our Digital Identity framework provides a comprehensive tool to help you look at 
the issue from every angle.

Trust Control Convenience

Public
Institution

Private
Business

• National ID solution
• Trust & Security
• e-Government access

• Regulatory framework
• Interoperability
• Accreditation 

• Ecosystem of trust
• Public-Private 

Partnership

• Monitoring
• Promotion 

• Compliance (GDPR,…)
• Trust assurance

• Technology partnership
• Commercial approach
• Consortium set-up

• Customer UX/UI
• Business Operations
• Technical integration
• Best practices

• Customer needs
• Use Case prioriziation
• Business case

Value 
Generation

Collaboration
Model

Regulatory
Alignment

Opportunity
ShapingIllustration
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